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https://ph0wn.org
https://github.com/travisgoodspeed/goodwatch


Flash Glucose Monitoring systems

Screenshot from https://www.ncbi.nlm.nih.gov/pmc/articles/PMC2903977/

@cryptax testing the sensor!
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https://www.ncbi.nlm.nih.gov/pmc/articles/PMC2903977/


Sensor life cycle
Assemble pack Apply sensor

Activate it (60 min) Use it Expires after 14 days
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Wanna hack? Working around limitations

1 Max life time

2 Warm up time

3 Geographical location
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Disclaimer

Those hacks work on the technical side

They haven’t been tested from a medical
point of view, and we strongly discourage

diabetic users to play with them

but an attacker could...

Pique curiosity, not diabetic fingers - Pass the SALT 2020 - Apvrille, Goodspeed 6/31



Resurrection Demo
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Backup slides :P

Expired Reset the sensor “To Activate” stage now
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How does that work?

Let’s speed through previous work
More information: watch our talk at BlackAlps 2019
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https://fortiguard.com/events/3229/blackalps-2019-the-inner-guts-of-a-connected-glucose-sensor-for-diabetes


Tear down the sensor

Texas
Instruments
RF430TAL152H

JTAG

Temperature
sensor

Enzyme
sensor pins

Battery
V337

NFC antenna
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Blocks exposed by NFC

Sponge wet with hot sugar to simulate
glucose

Tag UID : E007A00003183AD2

Tag Info: Texas Instrument France

Valid ISO15693 Tag Found - Quiting Search

Reading memory from tag UID=E007A00003183AD2

Tag Info: Texas Instrument France

Block 00 F4 18 B0 32 03 01 02 08 ...2....

Block 01 00 00 00 00 00 00 00 00 ........

Block 02 00 00 00 00 00 00 00 00 ........

Block 03 F9 2B 0E 08 1F 00 C0 96 .+......

Block 04 AB 80 1E 00 C0 92 AB 80 ........

Block 05 1F 00 C0 96 AB 80 1F 00 ........

Block 06 C0 92 AB 80 1E 00 C0 8E ........
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Working out memory layout
Section Begin End

Activation blocks F860 F877
Glucose records F878 F99F

Sensor region F9A0 F9B7
Commands F9B8 FFCF

Footer FFD0 FFF7
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A3 Raw Read
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Dump firmware

You’re up to level!

Now, let’s have a close look to E0
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E0 command

E0 is disabled, but the code is
included in the firmware

It resets the sensor

Disassembly in tech report

Activity blocks have two
important bytes:

1 Stage of Life. 1 to activate, 3
operational, 5 expired...

2 Activity switch. 0 inactive, 1
active

Each section is protected by a
CRC
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https://fortiguard.com/events/3551/pass-the-salt-2020-pique-curiosity-not-diabetic-fingers


We (nearly) know how to reset a sensor

Set Stage of Life byte

Set Activity Switch byte

Clean up the Glucose records section: this also resets the wear
time count

But we need to compute correct CRCs for section we patch!
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Computing a CRC shouldn’t be difficult, right?
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Which one is it? ...
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Tried them all, none matched!

To be honest, several months past before we found the solution...
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Solution

Shifts bits in the opposite direction
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Kill a sensor

We know how to resurrect a sensor.
An attacker may want to do the
opposite: kill a sensor.

Corrupt the memory of the
sensor. Quick, easy and dirty.

Or set Stage of Life to 5 (or 6).

Corrupt memory
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Wanna hack? Working around limitationss

1 Max life time:HACKED

2 Warm up time
3 Geographical location
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Demo: Set up

[*] Hack PatchTimeVal-
ues: we set warmup=5
weartime=6912000 min-
utes

Sensor
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Show time
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Backup slides ;P

Warm up time modified
to 2 minutes

Wear limit hacked to
4800 days

We can hack glucose
value with a Frida hook
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Wanna hack? Working around limitations

1 Max life time:HACKED

2 Warm up time: HACKED

3 Geographical location
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Sensor region

Sensor region is located in the
sensor section

Flip region indicator

Recompute CRC of section

Activate sensor

Code Geographic region

01 Europe/UK
02 US 10-day sensors
08 Israel

Activation section

Glucose section

Commands section

Footer section

CRC

Region

Close up on the sensor
section in memory
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Wanna hack? Working around limitations

1 Max life time:HACKED

2 Warm up time: HACKED

3 Geographical location: HACKED

Requires NFC proximity + secret password
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Conclusion

We bypass all limitations
although, globally, the design is good / has been done with care

Mitigation
For an attacker, it is far easier to:

Infect the victim’s phone with a ransomware

Or create a fake diabetes app

The weakest link is the smartphone
Debate: can we secure smartphones for critical uses?
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Thank You

Contact us:
@cryptax @travisgoodspeed

Thanks to:
Anonymous diabetic contacts :) and

@aamirlakhani @PagetPhil @TuxDePoinsisse @aurelsec
@passthesaltcon
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