ﬁ Defensive Lab Agency

Pithus: let's open the
Android pandora's box

PassTheSalt - 05/07/2021



Expert in Android security and reverse engineering,
Esther a.k.a. UO39b is a French hacktivist and speaker.

Esther Onfroy

@U039b

Co-founder:

~  Defensive Lab Agency - defensive-lab.agency
~  Exodus Privacy > exodus-privacy.eu.org

~ Echap > echap.eu.org

~  Pithus > beta.pithus.org

~  PiRanhalysis > piranhalysis.github.io




What my days are made of

~  Penetration testing

~  Regulatory compliance audits
~  RE of malware & SDK

~  Expert witness

~  Craft free software

~  Give talks in Froglish

~  Awareness & trainings

| work for lawyers, DPQO, CISO, NGO, academics, journalists, ...






Why?

Candid reason:
Try to answer the lack of open threat

intelligence tools for the Android world.

Political reason:

Threat intel. and analysis should be
available for all and not the property of
a private company.

> ] VIRUSTOTAL

Basic - €15,840 EUR / Year
« VT Intelligence - 300 Searches & Downloads per month
* VT Private Mass API (VTMAPI) - 1,000 Requests per day
¢ 2 Retro Hunts per month
e 25 YARA Rules

Enterprise - €145,728 EUR / Year
¢ VTI - 5,000 Searches & Downloads per Month
¢ VT Private Mass API (VTMAPI) - 30,000 requests per day
¢ 25 Retro Hunts per Month
e 25 Private Graphs

e 100 YARA Riiles



Why!

Long story short.

Privacy activists asked Avast for
APKLab increased quotas.

Avast said they want more recognition
in the privacy community after the
scandal last year and refused.

TECHBY VICE

Leaked Documents
Expose the Secretive

Market for Your Web
Browsing Data

An Avast antivirus subsidiary sells 'Every search. Every click. Every buy.
On every site.' Its clients have included Home Depot, Google, Microsoft,
Pepsi, and McKinsey.

@ By Joseph Cox
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What

Mobile threat intelligence playground

for the masses.

~  Open source platform
~  Driven by its community

~  Based on existing FOSS tools

~  Self-hostable

https://beta.pithus.org

Mobile threat intelligence for the masses
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APK to be analyzed (65.3 MB max.) Browse

Upload

Results

Genetic Analysis Requested Android features

‘www.google.com

schemas.android.com

play.google.com

chat.whatsapp.com
github.com
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www.whatsapp.com
xmipull.org
i.kinja-img.com
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Requested permissions
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Rita

First seen: 2021-07-04711:06:44.176298

.4 &
021/63

Attribute: threat_name
trojan.artemis

Attribute: vt_report.attributes,popular_threat_classification,suggested_threat_label
trojan.artemis




Map

General features

computed by Pithus,

Domains analysis

cN
DE

us
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mation computed with MODSF.

. tenpay.conQ,

greenrobot.org Q

whiv . quideview. guide Q
wwi.guideview. component Q
victure-105e7. firebaseio.con Q

v amazon. con Q

‘Sample timeline

l Certificate valid not before

Oldest file found in APK

Latest file found in APK

First submission on VT

Feb. 29, 2008, 1:33 a.m.
Feb. 29, 2008, 7:33 a.m.

Feb. 29, 2008, 7:33 a.m.
Jan, s ~nne asaa s I

' MalwareBazaar

Behavior analysis

Information computed with MODbSF.

@ Base6t4 decode
@ Base64 encode

@ Crypto
org/xmlpush/v3/b/h.java
org/xmlpush/v3/n/d/a.java
org/xmlpush/v3/b/c.java
org/c/b.java
org/xmlpush/v3/n/h/b.java

Last submission on VT Jan.|
{ First seen 2021-01-12 14:52:33
Upload on Pithus July| tastseen None
‘; Report & https:/1 abu: 4a198d! )al 11f683bf3d7186€56776516f982d4 1ad3/
Certificate valid not after July|
ReversingLabs
-
Threat name
Status MALICIOUS
First seen 2019-11-27 11:59:20
Score 20/48
203.205.234.67
a5:3si1ze.10 | Hatching Triage
Certificate details i
Tags [ android Y obfuscation T ransomware X steaith J trojan }
Information computed with AndroGuard
Report & https://tria.ge/reports/210112-6aqfd4757x/
MD5 b99ac605872a55¢609854176413¢603c Q CERT-PL MWDB
SHA1 7c6e4f2e84ebaadd25040r63d840e14761822125 Q Detection Pione)
SHA256 8052584eactd199602b348ef60e20c246ec929d62bc5ha5FI0e60ba3205005a2 Q, | PO & - e i e
Issuer Common Name: 'MITAS Ltd.' VirusTotal
Not before 2017-05-27T07:09:09+00: 00 Score

Not after 2023-05-26T07:09:09+00:00

Report  http:

f683bf3d7186e56

tion

s




Threat intelligence

Dexofuzzy

Information computed with Dexofuzzy

APK file 12288:ydYoTdtGOottfyc/Zih/hVSLY1TxiEdk/AsY5Dt :ydYyjrmtfSRGILEqSYZt

classes.dex 6144:ymfuYXLETZsSZ6nDRgkyCOVRCmTThTOLmOUuct8MCgfVecexVZih/v:ydYoTdtGeot..

classes2.dex 6144:1CmHQBSVSyisb1Txi5vQheYi9VX1EdKFFABSICCREA:5VSLY1TxiEdk/AsA

classes3.dex 768:9EX01aPEV4pMSKgyTPxbluH180170LVdO6Ng4: ZKEVgMEY0BOLVAOENG4

FinSpy for Android ®E9
Hunting information: org.xmlpush.v3 (o] Celcy
Threat:
# 2788109808Bbe91dCBA003eed17 41a35182227663e6e1030F @ oo
L X rinspy TippyTime X Finspy ConfiginAPK] i) POF patte
% 1 #* Android.Trojan Belesak
ersion:

B matching files:
/2F881b9808abbe1dcafd003eed17F41a35182
a27663e6e103b2b6673b592350 . apk

/classes.dex

First seen: 2020-12-31720:17:08.266281

T T T T T T T
70% 60% 50% 40% 30% 20% 10%

Hunting Information: com.adpog.diary ap Pk
Threat:
# 3r8baeac01980e771a905216e201p6478105295c8372a003073¢ g 30/
L T FinSpy TippyTime [ Diary
& Android.Spyware. FinS;
pyw Py
Version: 60
B matching files: First seen: 2020-12-31720:50:25.354130
/classes2.dex iy
/3f8baeae01980e77fa005216€291b647810529
5c8372a003d73e9086bOb3e0964. apk
Requested Android features Requested permissions Found domains
3fgbaeae01980e77fa005216291b6478;
49c1. 1 1367f 780dc152b204b281
23f15472321: 'de7bd3a38’ 1411dada

c2ce202e6e08c41e8f7abb15e7d0781704e17f8ed52d1b2ad7212ac29926436e

2f dee3eed17f41

7663e6e103b2b6673b592350

854774a198db490alaeofe6dsdasfesalf683bfad7186e56776516f082d41ad3

1
0%

org.tech.fu

# 23r1547232134526 3fd07bd3a387

iy cloud service
Version: 1
First seen: 2021-06-26T08:35:58.159367

4117db3224ael411dada

ak
0 24/62

similar samples:

@org.tech.fu

Attribute: threat_name
trojan.belesak/ techfu

Attribute: vt_report.attributes.popular_threat_classification.suggested_threat_label

trojan.belesak/ techfu




CFG dissection




-xtract entire CFG

Ix = AnalyzeAPK( 'path/to/an/app

= dx.get_call_graph()




-xtract APl CFG

from and
import m
import ne

call

for m in dx.

Entrypoints

Task Unknown

vy

p Ldev/example 4————

Landroid/telephony/TelephonyManager;->getDeviceld()




How to compare CFG?

1. Foreach sample:

a. count the number of entrypoints per type
for each API
b. flatten into a vector of n dimensions

Compute pairwise distances*
Normalize with magic**
Compute hierarchical clustering
Plot dendrogram

gk W

* euclidean or Jaccard
** cross multiplication

"

\

API,

: API,

API3
API,
API;

EType; EType; EType; )
0 12
0 0
0
7

15271 dimensions in Pithus:

- 117 tracked APIs ())
- 13 entrypoint types (j)



The result

One sample totally different of all the others —

Isolated similar samples

Similar samples probably part of a larger
cluster
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638f5a51aca3308e00418dc119a481feb0T72b04041a9a7fafce8587h74162da
30937927e88918cOfd2c7b6be5Tbc5a05011c34a7375e91aad384b82h9e6ab7
4da397dcda35bd469h3af3cOf49ef7a2a4e19e3338F2b557560384d174b197fa

dc215663af92d41740f: 1b850b81092ea94a4a061a9ceB88178d 5i

1a8c17ad1a790554278b055bdb946d4597badaf6be3611ee6311h90c717848c5

T61559d77 4c32f 309 58b4T1Tb424eb62299d5a011a9d90
27 laf 2d6179bf1beb5c2ba®240b5b875ac785

3527dcd60b3T476a25f2e4828fb05633847e5806939895a05aacd2a89h847d3d
89e5746d0903777ef68582733¢c777b%ee53c42dc4d64187398e1131cccfcO599
885d07d1532dcce@8ae8e0751793ec30ed0152eee3c1321e2d051b2f0e3fa3d7

3372b859ec700dT6e013c4cT6, £9d8623886b9cTe376327350a
5751d30b1a28h2641482b783a49479746daad047ee7cad02470104636h15e2c2
17e2bdb604ac3ccof: d f071870f7c8913b3c44edbbc

2685bb2718ca6d127939f4d1e6e4d21f8bceb8261374e475c99b8dc3h3325782
53e9e22a2496h4c2f378312d72dc034ch97c1183200dfOcb60ae98052d25488
5f8cccbdB9ec22ea9430722d13dfcd4101a7e156b277e0d517d307d92b049032
267d473cb44007d89055€92265¢c684eecTT514fc47d59e99082260aaafd82bde
58ec83b0e977827a589ca3f4657a5120e5280abb44c8269236814a67b407db4c
107169ae6951a5cba57d2a0cd274e28fadf5¢c73d73e91a386715cf4dc35edd38
9832b1ade19078497d7091e85f2c24bd8a44 f0638fc97 196
db329505e2425bc20c329e58698770408d522113816326Tdc5ad0feb336310d8
4fd6ldeadc84584edcc74e460877946776740015aa15a208a5466e31e8502dbl
22cbee44e1d7667905b840dd012b2946d6be52ef17422df997d8ef93a94b9094
df 21d9ed1a0bf11b9bb2edc77594e93e3befec7d20b830395dd9abb96
fcc8e879421efad4a87¢18771ad6a5e20960dbdf80222134024d110922a9ae63a
5aa2111b18cc250874b5ba2243bdce2b@8ab091b3205f09dcad87f90268cb7a7
24b7120b09b6510502224732bab27410cTc3e54a619c76a07¢cc9d77Tc29853
44ad15105d126dT1ad1f4984dd2e0351fbc9a7ffd534074eb61754d7e7al2c7 T
139fca7c979e272ff720feffcaf686aeb1dd25a6347d34bbaad43031982d5f 3e
18a65a4a2f2a090779878504bd199de8c2b74ddccfd74d213ac91c36d5dbo582




Conclusion




Conclusion

~  Still in beta
~ 3 active contributors
~  Has detected FinSpy hidden in Wire

~  Need feedbacks

~  Need contributions

~  Need brain juice

~  Need more tests, yes, more!

Come and
experiment!



Thank you! Q/A

esther@defensive-lab.agency




