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FRAMEWORK (SP B00-37 REV. 2)!

‘

MEW SEARCH INTERFACE AVAILABLE FOR
CRYPTO ALGORITHM VALIDATIONS

REQUESTING LIGHTWEIGHT CRYPTO
ALGORITHM NOMINATIONS

For 20 years, the Computer Security Resource Center (CSRC) has provided access to NIST's cybersecurity- and information security-related
projects, publications, news and events. CSRC supports stakeholders in government, industry and academia—both in the U.S. and
internationally.

In this major update to CSRC:

« seeourgreatly-expanded publications library,
» explore content by topic,

« search our glossary of information security terms, and
« subscribe to CSRC emall updates.

[E5] RECENT NEWS

RMF Update: NIST Publishes SP 800-37 Rev. 2
December 20, 2018
NIST has published an update to its Risk Management Framework specification, in NIST Special Publication (SP) 800-37 Revision 2.

NIST Releases Draft SP 800-189 for Comment
December 17,2018

Draft Special Publication 800-189, "Secure Interdomain Traffic Exchange: BGP Robustness and DDoS Mitigation,” is now available for
comment. The deadline for submitting comments is February 15, 2019,

NIST Publishes NISTIR 8011 Vol. 3
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projects, publications, news and events. CSRC supports stakeholders in government, industry and academia—both in the U.S. and
internationally.

In this major update to CSRC:
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« seeourgreatly-expanded publications library,

rypto Standards & Guidelines « explore content by topic,
Publications: « search our glossary of information security terms, and
Drafts / FIPS | SP 800s « subscribe to CSRC emall updates.

rypto Module Validation
IPS 140-2 Modules & Vendors k RECENT NEWS

Crypto Algorithm Validations RMF Update: NIST Publishes SP 800-37 Rev. 2

Risk Management Framework December 20, 2018
NIST has published an update to its Risk Management Framework specification, in NIST Special Publication (SP) 800-37 Revision 2.

NIST Releases Draft SP 800-189 for Comment
December 17,2018

Draft Special Publication 800-189, "Secure Interdomain Traffic Exchange: BGP Robustness and DDoS Mitigation,” is now available for
comment. The deadline for submitting comments is February 15, 2019,

NIST Publishes NISTIR 8011 Vol. 3
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Cryptographic Standards and Guidelines
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Project Overview

Users of the former "Crypto Toolkit" can now find that content under this project. It includes cryptographic primitives,
algorithms and schemes are described in some of NIST's Federal Information Processing Standards (FIPS), Special
Publications (SPs) and NIST Internal/Interagency Reports (NISTIRs).

Crypto Standards and Guidelines, by Project Area

» Block Cipher Techniques

« Digital Signatures

» Hash Functions

« Key Management

« Message Authentication Codes (MACs)
« Post-quantum Technigues

« Random Bit Generation

Implementation-related References

« Examples with Intermediate Values
o Object Identifiers (0IDs); Computer Security Objects Register
« Cryptographic Algorithm Validation Program (CAVP)

S PROJECT LINKS

Q

= CSRC MENU

Overview

Publications

ADDITIONAL PAGES

Example Values

Crypto-Enabled Applications

Withdrawn Crypto Standards

Archived Crypto Projects
AES Development

& CONTACTS

Dr. Lily Chen
lily.chen@nist.gov

ita GROUP

Cryptographic Technology

RELATED PROJECTS
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Publication Search

Search Results

Quick Links ¥
i Keywords: Sorted By: AT ERUTNOCESCACINERIE Status: m m Series: m
Dratt Pubs
Firal Diike Showing 170 matching records.
FIPS
NISTIRs 800-203 2017 NIST/ITL Cybersecurity Program Annual Report Final  7/02/2018
ITL Bulletins Download: SP 800-203 (DOI); Local Download

White Papers
Journal Articles
Conference Papers

5P 800-202 Quick Start Guide for Populating Mobile Test Devices Final 5/10/2018
Download: SP 800-202 (DOI}; Local Download; Computer Forensics Toel Testing (CFTT) Program;
CFTT Federated Testing Project

Books
SH 800-195 2016 NIST/ITL Cybersecurity Program Annual Report Final 9/28/2017
Download: SP 800-195 (DOI}; Local Download
Search
sP 800-193 Platform Firmware Resiliency Guidelines Final 5/04/2018
800- Download: SP 800-193 (DO1); Local Download
Search publication record data SP 800-192 Verification and Test Methods for Access Control Policies/Models Final 6272017
(nota full text search) Download: SP 800-192 (DOI); Local Download
Sort By SP 800-190 Application Container Security Guide Final 9/25/2017
: 4 -190 (DOI); Lotz vnload
Nuriber (highest to lowest) = Download: SP 800-190 (DOI); Local Downloac
5P 800-189 Secure Interdomain Traffic Exchange: BGP Robustness and DDoS Mitigation Draft 12/17/2018
Results View Download: SP 800-189 (DRAFT) (DOI); Local Download
Brief v SP 800-188 De-ldentifying Government Datasets (2nd Draft) Draft  12/15/2016
Download; Draft 5P 800-188; Comment Template
Items Per Page All W
sSP 800-187 Guide to LTE Security Final 12/21 /2017
Date Download: 5P 800-187 (DOI}; Local Download
g __ % 5P 800-185 SHA-3 Derived Functions: cSHAKE, KMAC, TupleHash, and ParallelHash Final 12/22/2016

Download: SP 800-185 (DOIl}; Local Download; Comments Received on Draft SP 800-185
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Cryptographic Module Validation Program
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Validated Modules

All questions regarding the implementation and/or use of any validated cryptographic module should first be directed
to the appropriate VENDOR point of contact (listed for each entry).

SEARCH our database of validated modules.

The FIPS 140-1 and FIPS 140-2 validated modules search provides access to the official validation information of all

cryptographic modules that have been tested and validated under the Cryptographic Module Validation Program as meeting

requirements for FIPS PUB 140-1 and FIPS PUB 140-2. The search results list all issued validation certificates that meet the
supplied search criteria and provide a link to view more detailed information about each certificate. The Certificate Detail
listing provides the detailed module information including algorithm implementation references to the CAVP algorithm
validation, Security Policies, original certificate images or reference to the consclidated validation lists, and vendor product
links if provided.

If a validation certificate is marked as revoked, the module validation is no longer valid and may not be referenced to
demonstrate compliance to FIPS 140-1 or FIPS 140-2,

If a validation certificate is marked as historical, Federal Agencies should not include these in new procurement. This does
not mean that the overall FIP5-140 certificates for these modules have been revoked, rather it indicates that the certificates
and the documentation posted with them are more than 5 years old and have not been updated to reflect latest guidance
and/or transitions, and may not accurately reflect how the module can be used in FIPS mode. Agencies may make a risk
determination on whether to continue using the modules on this list based on their own assessment of where and how the
module is used.

It is important to note that validation certificates are issued for cryptographic modules. A module may either be an

Q

S PROJECT LINKS

= CSRC MENU

Overview

ADDITIONAL PAGES

Standards
IG Announcements
Announcements Archive
Contacts
Notices
Validated Modules
Search
Modules In Process
Modules In Process List
Implementation Under Test List
CMVP Management Manual and FAQs
Use of FIPS 140-2 Logo and Phrases

=& CONTACTS

Beverly Trapnell
NIST CMVP Acting Program Manager
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Computer Security Resource Center

Due to the lapse in government funding, csrc.nist.gov and all associated online activities will be unavailable until further notice. Learn more.
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reporter, '95-'09
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For 20 years, the Computer Security Resource Center (CSRC) has provided access to NIST's cybersecurity- and information security-related
projects, publications, news and events. CSRC supports stakeholders in government, industry and academia—both in the U.S. and
internationally.

In this major update to CSRC:

« seeourgreatly-expanded publications library,
» explore content by topic,

« search our glossary of information security terms, and
« subscribe to CSRC emall updates.

[E5] RECENT NEWS

RMF Update: NIST Publishes SP 800-37 Rev. 2
December 20, 2018
NIST has published an update to its Risk Management Framework specification, in NIST Special Publication (SP) 800-37 Revision 2.

NIST Releases Draft SP 800-189 for Comment
December 17,2018

Draft Special Publication 800-189, "Secure Interdomain Traffic Exchange: BGP Robustness and DDoS Mitigation,” is now available for
comment. The deadline for submitting comments is February 15, 2019,

NIST Publishes NISTIR 8011 Vol. 3
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For 20 years, the Computer Security Resource Center (CSRC) has provided access to NIST's cybersecurity- and information security-related
projects, publications, news and events. CSRC supports stakeholders in government, industry and academia—both in the U.S. and
internationally.

In this major update to CSRC:

« seeourgreatly-expanded publications library,
» explore content by topic,

« search our glossary of information security terms, and
« subscribe to CSRC emall updates.

[E5] RECENT NEWS

RMF Update: NIST Publishes SP 800-37 Rev. 2
December 20, 2018
NIST has published an update to its Risk Management Framework specification, in NIST Special Publication (SP) 800-37 Revision 2.

NIST Releases Draft SP 800-189 for Comment
December 17,2018

Draft Special Publication 800-189, "Secure Interdomain Traffic Exchange: BGP Robustness and DDoS Mitigation,” is now available for
comment. The deadline for submitting comments is February 15, 2019,

NIST Publishes NISTIR 8011 Vol. 3
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Search
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Sort By

Relevance (best match) v
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Sorted By

Showing 1 through 25 of T0 matching records. 1/2]|3>>>

Access Control Policy and Implementation Guides ACP&IG

Adequate security of information and information systems is a fundamental management responsibility. Nearly all applications that deal with

financial, privacy, safety, or defense include some form of access (authorization) control. Access control is concerned with determining the

allowed activities of legitimate users, mediating every attempt by a user to access a resource in the system. In some systems, complete access

is granted after s successful authentication of the user, but most...

Access Control Policy Testing AcPT

Access control systems are among the most critical security components. Faulty policies, misconfigurations, or flaws in software
implementation can result in serious vulnerabilities. The specification of access control policies is often a challenging problem. Often a
system’s privacy and security are compromised due to the misconfiguration of access control policies instead of the failure of cryptographic
primitives or protocols. This problem becomes increasingly severe as software systems...

Algorithms for Intrusion Measurement AlM

The Algorithms for Intrusion Measurement (AIM) project furthers measurement science in the area of algorithms used in the field of intrusion
detection. The team focuses on both new detection metrics and measurements of scalability (more formally algorithmic complexity). This
analysis is applied to different phases of the detection lifecycle to include pre-emptive vulnerability analysis, initial attack detection, alert
impact, alert aggregation/correlation, and compact log storage. In...

Apple macOS Security Configuration APPLE-OS

CSD’s macOS security configuration team is working to develop secure system configuration baselines supporting different operational

i x ¥
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% €) Initialcommit - plcp/nist

+

&« C & github.com/plcp/nist.rip/commit/5d01686bcB11bcE7a5bd12ee771baal0d5e797e6

[{[] Showing 6 changed files with 350 additions and 0 deletions.

Q. Filter changed files

[ .gitignore
[ library.html
[ nist.py
v BB pdfs
[ .gitignore
[ requirements.txt

[ whitelist.txt

H EH B

H B #H

1YY
191
192
193
194
195
196
197
198
199
288
281
282
283
284
285
286
287
208
289
218
211
212
213
214
215
216
217
218
219
220
221
222
223

v 3 HEE

+ o+ o+ o+

+

+ o+ 4+ o+ o+ o+ + o+ 4+ + o+ o+ 4 o+ o+ o+

+ o+ 4+

text += '</body></html>'

return text

Dapp.route(' /', defaults={'path': "index.html'})
fapp. route( ' /<path:path>")
def nistc{path):

path = Tixup_path{path}
path = redact path{path)

out = from_filesystem(path)
if out is None:
pull wayback{path)

out = from filesystem{path)

1f out is MNone:

return nof_found(path), 484

1T path.endswith('.js"):
mimetype = ‘text/script’

elifT path:.endswith({'.css'):
mimetype = 'text/css’

glse;
mime = maglc.Magic{mime=True}

mimetype = mime,from_butfer(out)

out

out

return Response{out, mimetype=-mimefype)

if _ npame: == ' main_ 'z

app.run{host='6.8.8.8', port='860388")

pdfs/.gitignore (O

o -0,0 +1 B@

+ ¢ pdfT

requirements.txt L[]

out.replace(b'csrc.nist.gav', ‘B'csre.nist.rip")

out.replace(b'webmaster-csrc@nist.gov', b'webmaster-csrc@inist.rip')

9 GGuest :

Split Unified

L]




Projects | CSRC %X €) Initialcommit- plep/nist: x  + 7
&« C & github.com/plcp/nist.rip/commit/5d01686bcB11bcE7a5bd12ee771baal0d5e797e6 9 Guest &
[{[] Showing 6 changed files with 350 additions and 0 deletions. Split  Unified
Ll +
Q. Filter changed files 1/ ERE text += '</body=</html>'
B 2k return text
[3 .gitignore 193+
™ library.htmi S <+
195 + @app.route('/', defaults={'path': 'index.html'})
(3 nist.py 196 + {app.route(’'/<path:path>")
v B pdfs 197+ def nist(path);
N 198 -+ path = fixup_path(path)
(3 gitignore 198+ path = redact path(path)
[ requirements.txt 288+
o 281 -+ out = from_filesystem(path)
B s 282 -+ if out is None!
283+ null wayback(path)
284+ put = from filesystem{path)
205 +
286 + if out is None:
I return not found(path), 464
28 +
269 =+ if path.endswith('.js'}):
218+ mimetype = 'text/script’
“at CORE elif path.endswith('.css'):
F:5 VA | mimetype = 'text/css’
238E % else;
214+ mime = magic.Magic(mime=True)
Ly -+ mimetype = mime, from_buffer(out)
216 +
EEF out = out.replace{b'csrc.nist.gov', b'csrc.nist.rip")
2RE ¢ out = out.replace(b'webmaster-csrc@inist.gov', b'webmaster-csrcfinist.rip') ko
i - o return Response{out, mimetype=mimetype)
228 +
221 o+
Ze2: +oiF  pame: == T main ":

223+ app.run{host='6.8.8.8', port='8080")

v 1m pdfs/.gitignore [CJ

o -0,0 +1 B@

= Ll i

v 3 mmEE T requirements.txt [CJ
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NIST Special Publication 800-90A
Revision 1

Recommendation for Random
Number Generation Using
Deterministic Random Bit Generators

2
Elaine Barker

John Kelsey

' This publication is available free of charge from:

3 hitp.//dx.dot.org/ 1 0.6028/NIST.SP.800-90Arl
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Standards and Technology
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Appendix D : (Informative) References

[FIPS 140]  Federal Information Processing Standard (FIPS) 140-2, Security Requirements for
Cryptographic Modules, May 25, 2001 (including Change Notices as of
December 3, 2002).
hitp://esrc. nist.gov/publications/Tips/ fips 1 40-2/fips 1 402 pdf [accessed 6/9/15].

[FIPS 180]  Federal Information Processing Standard (FIPS) 180-4, Secure Hash Standard

(SHS), March 2012,
hitp://esre MiSLRAP publications/fips/fips 1 80-4/fips-180-4 pdl' [accessed 6/9/15].

[FIPS 197]  Federal Information Processing Standard (FIPS) 197, Advanced Encryption
Standard (AEN), November 2001.
http://esrc.nistgov/publications/fi f [accessed 6/9/15].
[FIPS 198]  Federal Information Processing Standard (FIPS) 198-1, The Keyed-Hash Message
Authentication Code (HMAC), July 2008.
Jlesre.nistrip/ ications/ fips/lips 198 -1/FIPS-198-1 final.pdl [accessed

[SP 800-38A] National Institute of Standards and Technology Special Publication (SP) 800-
38A, Recommendation for Block Cipher Modes of Operation: Methods and
Technigues, December 2001,
//esre nmist.rip/publications/nistpubs/800-38a/spB00-38a.pdl’ [accessed

[SP 800-38D] National Institute of Standards and Technology Special Publication (5P) 800-
38D, Recommendation for Block Cipher Modes of Operation: Galois/Counter
Mode (GCM) and GMAC, November 2007.
esre nistrip/publications/nistpubs/800-38D/SP-B00-38D.pdl [accessed
6/9/15].

[SP 800-57] NIST Special Publication (SP) 800-57 Part | Revision 3, Recommendation for
Key Management—Part I: General, July 2012,
hitp://csrc.nist rip/pubhcations/nistpubs/800-57/sp800 -
) al pdf [accessed 6/9/15].
[SP 800-67] NIST Special Publication (SP) 800-67 Revision 1, Recommendation for the Triple
Data Encryption Algorithm (TDEA) Block Cipher, January 2012.

//esre.nist gov/publications/nistpubs/800-67-Rev 1 /SP-800-67-Rev | _pdf [accessed

[SP 800-90B] NIST Special Publication (SP) 800-90B (Draft), Recommendation for the Entropy
Sources Used for Random Bit Generation, August 2012 [re-released September

-//esre nist.rip/publications/drafts/800-90/drali-sp800-90b.pdf [accessed

[SP 800-90C] NIST Special Publication (5P) 800-90C (Draft), Recommendation for Random Bit
CGrenerator (RBG) Constructions, August 2012 [re-released September 2013].

a3



sp800-90Arevi-final (7-16-2015) with ceiling corrections 3 /110 —  100% 4+ 7] ﬁj ¥+ =

hnrﬂ'cr, be appreciated by NIST.

National Institute of Standards and Technology Special Publication 800-90A Revision 1
Matl. Inst. Stand. Technol. Spec. Publ. 800-80A Rev. 1, 109 pages (June 2015)
CODEN: NSPUEZ

This publication is available free of charge from:
hitp://dx.doi.org/10.6028/NIST.SP.800-90Ar1

Certain commercial entities, equipment, or materials may be identified in this document in order to
describe an expernmmental procedure or concept adequately. Such identification 15 not mtended to imply
recommendation or endorsement by NIST, nor 1s it intended to imply that the entities, matenials, or
== equipment are necessarily the best available for the purpose.

: - There may be references i this publication to other pubhications currently under development by NIST
e . in accordance with its assigned statutory responsibilities. The mformation in this publication, including
concepts and methodologies, may be used by Federal agencies even betore the completion of such
compamion publications. Thus, until each publication 15 completed, current requirements, guidelines,
and procedures, where they exist, remain operative. For planning and transition purposes, Federal
agencies may wish to closely follow the development of these new publications by NIST.

Organizations are encouraged to review all draft publications during public comment periods and
provide feedback to NIST. All NIST Computer Security Division publications, other than the ones
4 noted above, are availlable at hitp://csrc.nist govipublhications.

Comments may be provided to:

National Institute of Standards and Technology
— : Attn: Computer Security Division, Information Technology Laboratory
== 100 Bureau Drive (Mail Stop 8930) Gaithersburg, MD 20853-8930
— Email: mg_aurmnanlthaﬂrmrtp

B MNIST SP 800-90A Rev. 1 Recommendation for Random Number
Generation Using Deterministic RBGs

— " Reports on Computer Systems Technology

— - The Information Technology Laboratory (I'TL) at the National Institute of Standards and Technology

: (MNIST) promotes the U5, economy and public welfare by providing technical leadership for the Nation’s
= measurement and standards mfrastructure. ITL develops tests, test methods, reference data, proof of

S concept implementations, and technical analyses to advance the development and productive use of

T information technology. ITL s responsibilities include the development of management, administrative,

: technical, and physical standards and guidelines for the cost-effective security and privacy of other than
national security-related information in Federal information systems. The Special Publication 800-series
reports on ITL s research, guidelines, and outreach efforts in information system securnty, and its
collaborative activities with industry, government, and academic organizations.

mailto:rbg_comments@nist.rip
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Don't corrupt original files Browse files

' master
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Access Control Policy and Implementation Guides ACP&IG

Adequate security of information and information systems is a fundamental management responsibility. Nearly all applications that deal with
financial, privacy, safety, or defense include some form of access (authorization) control. Access control is concerned with determining the
allowed activities of legitimate users, mediating every attempt by a user to access a resource in the system. In some systems, complete access
is granted after s successful authentication of the user, but most...

Access Control Policy Testing AcPT

Access control systems are among the most critical security components. Faulty policies, misconfigurations, or flaws in software
implementation can result in serious vulnerabilities. The specification of access control policies is often a challenging problem. Often a
system’s privacy and security are compromised due to the misconfiguration of access control policies instead of the failure of cryptographic
primitives or protocols. This problem becomes increasingly severe as software systems...

Algorithms for Intrusion Measurement AlM

The Algorithms for Intrusion Measurement (AIM) project furthers measurement science in the area of algorithms used in the field of intrusion
detection. The team focuses on both new detection metrics and measurements of scalability (more formally algorithmic complexity). This
analysis is applied to different phases of the detection lifecycle to include pre-emptive vulnerability analysis, initial attack detection, alert
impact, alert aggregation/correlation, and compact log storage. In...

Apple macOS Security Configuration APPLE-OS

CSD’s macOS security configuration team is working to develop secure system configuration baselines supporting different operational
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* cr-mfa-nist-spl8ee-17.pdf

* NIST 5P 880-@34r1 Contingency Planning Guide Tor Federal Information Systems, 281@-@5.pdf

* NIST 5P Be@-048r3 Guide to Enterprise Patch Management Technologies, 2@13-87-22 (Final).pdf

* NIST IR 7@85.pdf

* alt-IRB2@4-draft.pdf

* NIST IR 7442 pdf

* NIST 5P Be@-884 Guide to Test, Training, and Exercise Programs for IT Plans and Capabilities, 2@86-89-21 (Final).pdf
* NIST 5B 2009-82 Using PIV Credentials In Physical Access Control Systems (PACS).pdf

*:NIST IR 7551 .,pdf

* NIST 5B 2808-87 Guidelines On Implementing A Secure Sockets Layer (55L) Virtual Private Network (VPN).pdf
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* NIST 5P B0@-121r1 Guide to Bluetooth Security, 2012-06-12.pdf
* NIST 5B 2888-11 Bluetooth Security; Protecting Wireless Networks And Devices.pdf
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[IR 7111]1+4 - Computer Security Division 2803 Annual Report
[IR 7219]1+4 - Computer Security Division 2004 Annual Report
[IR 7285]+4 - Computer Security Division 28005 Annual Report
[IR 7399]1+3 - Computer Security Division 2806 Annual Report
[IR 7442]1+3 - Computer Security Division 2807 Annual Report
[IR 7536]+3 - Computer Security Division 2008 Annual Report
[IR 7653]1+3 - Computer Security Division 2089 Annual Report
[IR 7751]1+4 - Computer Security Division 2801@ Annual Report
[IR 7816]+3 - Computer Security Division 2811 Annual Report

[SP B@2@-165]+1 - Computer Security Division 2812 Annual Report
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[SP 8@8-182]+1 - Computer Security Division 2815 Annual Report
[SP 8@@-195]+1 - NIST-ITL Cybersecurity Program Annual Report
[SP 8@0-203]+1 - NIST-ITL Cybersecurity Program Annual Report
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[August 2003]1+3 - IT Security Metrics

[August 2285]+5 - Implementation Of FIPS 281, Personal Identity Verification (PIV) Of Federal Employees And Contractors

[FIPS 14@]+246 - Security Requirements Tor Cryptographic Modules

[FIPS 191]+1 - Guideline for The Analysis of Local Area Network Security

[FIPS 198]+7 - The Keyed-Hash Message Authentication Code (HMAC)

[FIPS 199]+7 - Standards for Security Categorization of Federal Information and Information Systems

[FIPS 20@]+2 - Minimum Security Requirements for Federal Infermation and Information Systems

[February 2000]+ - Guideline for Implementing Cryptography in the Federal Government - ITL Bulletin
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* NIST SP 180@-2.pdTf
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* eps-idam-nist-splB8@@-2b-draft. pdf
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* es-idam-nist-spl8@e@-2c-draft.pdf
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% NIST.SP.1800-2.pdf

[January 2882]1+6 - Guidelines on Firewalls and Firewall Policy - ITL Security Bulletin

[January 20@6]1+3 - Testing And Validation OFf Personal Identity Verification (PIV) Components And Subsystems For Conformance To Federal Information Processing Standard 201
[January 20@7]+4 - Security Controls For Information Systems: Revised Guidelines Issued By NIST - ITL Security Bulletin

[June 20@3]+33 - ASSET: Security Assessment Tool For Federal Agencies

[March 20@4]1+12 - Federal Information Processing Standard (FIPS) 199, Standards For Security Categorization Of Federal Information And Information Systems - ITL Bulletin
[March 2086]+15% - Minimum Security Requirements For Federal Information And Information Systems: Federal Information Processing Standard (FIPS) 2080 Approved By The Secretary Of Commerce - ITL Security Bulletin
[May 2085] - Recommended Security Centrols For Federal Information Systems: Guidance For Selecting Cost-Effective Controls Using A Risk-Based Process - ITL Bulletin

[IR 6981]+2 - Policy Expression and Enforcement for Handheld Dewvices

[IR 7275]+13 - Specification for the Extensible Configuration Checklist Description Format (XCCDF)

[IR 7284]1+2 - Personal Identity Verification Card Management Report

[IR 7316]+3 - Assessment of Access Control Systems ,
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2 I {;SEﬂtryGNElﬂ-M MAY- Codename - Sittard - C5PN Security Target - Chromium miterm fribepo_afnor d Jul 06 27 I

Projects | CSRC b | ner MNIST Computer Securit, X | # Border Gateway Protor X | @ Length-preservingenc X | @ 1154 pdf x | @ Draft NISTSP 800-216, X | & Pasteit§ X @ Sentry ONE2021MAY- x +
— & . _07en.pdf

— nist.rip

Sentry ONE CSPN Security Target

1. Product identification

Publishing organization Datalocker Inc.

Link to the organization www.datalocker.com

Trade name of the product  Sentry ONE

Article (SKU) SONEXXX

Version number evaluated  Device software 6.3, chipset firmware 3.05
Category of product Secure storage

2. Description of product

2A.General description

The main use of the secure USB flash drive Sentry ONE is to automatically hardware encrypt and
mandatory password protect any stored user data on the USB storage device to allow storage
and/or transport.

Concerning the product reference (SONEXXX), XXX denotes storage capacity option.

As a matter of further user assurance the product is certified to FIPS 140-2 level 3, see the
Security Policy #2753 for details.’

|
atalock 2021 Version. 1.6 ] .
Datalocker Inc. 2021 Version, 1.6 8 DATALOCKER

SiMPLY SECURE




B - . [3] csrc.nist.gov link broken

From <« @ cso@bluecyren.com Yr & €& December 28th, 2021
S s To webmaster-csrc v
nist.rip
New message - @ ™ W ¥ ® O R|W |- Y| |D|® iy | e I s
All Head Unread
& Inbox ‘9gggs
2 Drafts ﬁ This link 1s not working:
<] Sent ) X.html
'y Starred 25
- HORE Kind Regards,
= Archive
: CISSP-ISSEP, CISM, CGEIT
‘8 9989+ ’ , r r
=i e A Computerworld Premier 100 Leader
Il Trash
Cell: 407-575-5781
All mail ‘g9Bgs web: _
Email:
~ FOLDERS {Sh | L\a‘
Add folder —+ <ht l >
ARl © : CONFIDENTIALITY NOTICE: The contents of this email message and any
v i attachments are intended solely for the addressee(s) and may contain
ane confidential and/or privileged information and may be legally protected from
disclosure. If you are not the intended recipient of this message or their
agent, or 1f this message has been addressed to you 1n error, please
immediately alert the sender by reply email and then delete this message and
any attachments. If you are not the intended recipient, you are hereby
notified that any use, disseminatlion, copying, or storage of this message or
its attachments is strictly prohibited.
= 47.24 KB 1 file attached 4
.77 GB/ 18.00 GB b.0.2.4

] SO M o | — 00 % 14:08



New message

£ Inbox
I=] Drafts
<7 Sent
¢ Starred
=1 Archive
4 Spam
Il Trash
= All mail
FOLBERS
Add folder
LABELS

Add label

o
9989+
L 4 I

9989+

Q  nist.rip
All Head

Unread

[6] AES conference 2 - feedback summary report missing

From « @ _ C,pt Y7 & March 16th, 2021
To webmaster-csrc v
® W - g () Sl IS N

Hello, while trying to access the document the following document: https://csre.nist.rip/encryption/aes/round
which is mentioned in the following webpage: https://csrc.nist rip/encryption/aes/round1/conf.
as: "NIST received feedback from the AES2 attendees, regarding their thoughts on the candidat HLQM

= | -

aes2conf.htm

I'm redirected to a webpage: "Unable to pull this media from the archive, send us your copy here!"

Thanks.
Best regards,

From vy <J March 16th, 2021

To webmaster-csrc v

Y | O © S e =Y

Hello,

You're getting this message because we do not have this file archived, unfortunately.

've looked a bit around, maybe these files may be of interest for you:
1 "' ”f_":-' _-'I_."'-""l' nNISL.Tp 'II-_-'-“II-’-'_,","l.-::_!'_' I'] =5 'II Oun ""_ 'II'- gmmen '_-'I‘:-F:'_ Q1 ||_'I'.-|.-'i--.:_'l'_"-' Mmenis- |

'” L csre.n :*-.n'r'-.:r'r:'t=-.'=“'1 {round2/comments/AESround2comments-2.zip

BT

A
ookl ~ i
EEE




<

0 B [8] Remove existing DellEMC.com links

From « @ DellEMC SEO <dellemcseo@eclerx.coms w £ July 11th, 2019
“n Q  nist.rip
To webmaster-csrc, DellEMC SEO v
New message v @ & w HF ® 0O -
® | W |- Y O © |l @ o
R All Read Unread
£ Inbox 9geg%s
£ Drafts
Hello,
<7 Sent ]
e s . My name is Suraj Torane and | work for eClerx supporting Dell for SEO. I'm in the process of updating DellEMC com links, and came across one
' on your site. On behalf of Dell | would like to request the removal of the below link from your webpage as we find it irrelevant in regards to our
MORE products and services.
= Archive The page that include the URL with DellEMC.com is listed below. We request you to please remove them.
(4 Spam 9900+
Il Trash
= All mail 9989+
FOLDERS (S
Existing URL: http://www.emc.com/
Add folder -
Thank you for your support in advance.
LABELS
Regards,
Add label —+-

eClerx Services Limited [www.eClerx.com]

This emnail is being sent for and on behalf of eClerx Services Limited (eClerx) or a subsidiary of the firm. eClerx is committed to managing personal data
securely and responsibly. Please see our Privacy Notice at https://eclerx.com/privacy-policy/. This email and any attachments are confidential. If you are not

the intended recipient, dissemination or copying of this email is prohibited. If you have received this in error, please notify the sender by email and then
delete the email a:«:rrn[:flE-txa-h‘r from your system.

eClerx is a leader in innovative business process management, change management, data-driven insights, and advanced analytics powered by subject matter
experts and smart automation, Click Here to Learn more.,

] GO mMm < | — 100 % 14:10



[3] FW: Possible to delete https://csrc. A1/ groups/ST/QPL/docs/QPL_CHSIa . pdf

;
2
i
\ ./ _
|

From « 0 @nist.gov> v & February 9th, 2021

= To webmaster-csrc v
L nist.rip

MNew message @& ® = (%) i ® W Y (O D

All Read Unread
Inbox

1 Drafts Hello,

</ Sent | realized that my email yesterday went to webmaster-csrc@nist.gov and not webmaster-csrc@nist.rip, so |1 am also sending to “@nist.rip” in

hopes that the page can be deleted soon. Please let me know and see the message below if you need a link to I's bio for the referring
page.

v Starred

Thanks,

| Archive

(4 Spam

nl Trash From:- @nist.gov>
Sent: Monday, February 8, 2021 1:05 PM
To: webmaster-csrc <webmaster-csrc@nist.gov>
FOLDERS & Cc: . (Fed) < @nist.gov>
Subject: Possible to delete https://csrc.nist.rnip/groups/ST/QPL/docs/QPL_t

i All mail

Add folder

Hi,

Add |abel As the webmaster for my group, | have been asked to see if this page:

https://csrc.nist.rip/groups/ST/QPL/docs/QPL ke BIO . pdf
can be deleted. The bio is out-of-date and has requested that it be removed. If a link to Mr. 's bio is required, please
use this: https://www.nist.gov/people/;

Please let me know when this page has been deleted.

Thanks,

Standards Coordination Office
National Institute of Standards and Technology
202-604-8435 (cell)

m E |'|-_'| |_| E Ty L ___ 100 45 g 5 B |

- 2




B= An official website of the United States government Here's how you know

ler earch CSRC Q= CSRC MENU

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

Projects
Publications + M m——r e o 4
Topics + . - S mh c. _ N .
News & Updates . : @;
o 3 Josanen Pesaanas
Events NMEW: NIST SP 800-53 CONTROLS PUBLIC COMMENT ON DRAFT PUBLICATIONS NIST'S "CYBERSECURITY INSIGHTS" BLOG
COMMENT SITE

Glossary
About CSRC + Recent updates:

s NIST updates Cybersecurity Supply Chain Risk Management Practices for Systems and Organizations guidance in MIST 5P 800-161r1,

which also helps fulfill NIST's responsibilities under E.O. 14028, (May 5, 2022]

* (Qur new Cybersecurity and Privacy Reference Tool (CPRT) offers a consistent format for accessing the reference data of NIST

POPULAR LINKS cybersecurity and privacy standards, guidelines, and frameworks. Datasets from nine NIST frameworks and other publications are available

: and can be searched, browsed, and exported (JSON and XLS¥X). (May 4, 2022)
Crypto Module Validation Program

& Validated Modules Search

* |[earnabout NIST's resources for:
o Cybersecurity Supply Chain Risk Management

NIST Cybersecurity Framework o DevSecOps

3 o Measurements for Information Security
NIST Risk Management Framework

SP 800-53 Controls Site T e
© Ransomware Protection and Response

Post-Quantum Cryptography o Secure Software Development Framework (SSDF)

5= o Vulnerability Disclosure Guidance
Publications [ Drafts /| SP 800s

Stakeholder Engagement [ International

Raaoiicus For 20 years, the Computer Security Resource Center (CSRC) has provided access to NIST's cybersecurity- and information security-related projects,

publications, news and events. C5RC supports stakeholders in government, industry and academia—baoth in the U.5. and internationally.

In this major update to CSRC:

* see our greatly-expanded publications library,

* explore content by topic,

= search our glossary of information security terms, and
* syubscribe to CSRC email updates.




B= An official website of the United States government Here's how you know

@ k .-"f’_-- ™\ Secure.gov websites use HTTPS
gilly A .gov website belongs to an official government organization in \ n ] Alock (@) or https:// means you've safely connected to the .gov
the United States. R‘“»-h----"'f website. Share sensitive information only on official, secure
websites.

NISI- earch CSRC Q = CSRC MENU

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

Projects
Publications +
Topics + ) | *x,__x :
News & Updates -. ............L) . —
- " Jesanss Peressnna
Events NEW: NIST SP 800-53 CONTROLS PUBLIC COMMENT ON DRAFT PUBLICATIONS NIST'S "CYBERSECURITY INSIGHTS" BLOG
COMMENT SITE

Glossary
About CSRC + Recent updates:

» NIST updates Cybersecurity Supply Chain Risk Management Practices for Systems and Organizations guidance in NIST 5P 800-161r1,

which also helps fulfill MIST's responsibilities under E.O. 14028, (May 5, 2022)

 Our new Cybersecurity and Privacy Reference Tool (CPRT) offers a consistent format for accessing the reference data of NIST

POPULAR LINKS cybersecurity and privacy standards, guidelines, and frameworks. Datasets from nine NIST frameworks and other publications are available

o and can be searched, browsed, and exported (JSON and XLSX). (May 4, 2022)
Crypto Module Validation Program

& Validated Modules Search

* Learnabout NIST's resources for:
o Cybersecurity Supply Chain Risk Management

NIST Cybersecurity Framework ¢ DevSecOps

o Measurements for Information Security

o QOperational Technology (OT) Security
¢ Ransomware Protection and Response

NIST Risk Management Framework
SP 800-53 Controls Site

Post-Quantum Cryptography o Secure Software Development Framework (SSDF)
¢ Vulnerability Disclosure Guidance

Publications [ Drafts | SP 800s

Stakeholder Engagement [ International

OR— For 20 years, the Computer Security Resource Center (CSRC) has provided access to NIST's cybersecurity- and information security-related projects,

publications, news and events. CS5RC supports stakeholders in government, industry and academia—both in the U.S. and internationally.

| Y . CUNSNTI,. SO R LN Rl IO Y ot e i I gt



B= An unofficial archive of your favorite United States government website Here's how you know

NISI' 3 arch CSRC Q = CSRC MENU

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER CRC

This is an archive
(replace .gov by .rip)

I
Projects L2
Publications + ! |
Topics =+

. r. ’ - 2
NEWE&UPdatES & llllll.nngg.@\'l : | |

® /
. fesnnee Perscsns
Events NEW: NIST SP 800-53 CONTROLS PUBLIC COMMENT ON DRAFT PUBLICATIONS NIST'S "CYBERSECURITY INSIGHTS" BLOG
COMMENT SITE

Glossary
About CSRC + Recent updates:

« Learn about NIST's resources for:
o Cybersecurity Supply Chain Risk Management

o DevSecOps
POPULAR LINKS o Measurements for Information Security

Crypto Module Validation Program » Jperationat recnnoiogy (U1} security
& Validated Modules Search o Ransomware Protection and Response

= Secure Software Development Framework (SSDF)

NIST Cybersecurity Framework o Vulnerability Disclosure Guidance

NIST Risk Management Framework

5P 500:33 Controls Sie For 20 years, the Computer Security Resource Center (CSRC) has provided access to NIST's cybersecurity- and information security-related

Post-Quantum Cryptography projects, publications, news and events. CSRC supports stakeholders in government, industry and academia—both in the U.S. and

internationally.
Publications [ Drafts /| SP B00s

In this major update to CSRC:
Stakeholder Engagement /

International Resources « seeour greatly-expanded publications library,
» explore content by topic,

« search our glossary of information security terms, and
« subscribe to CSRC email updates.



B= An unofficial archive of your favorite United States government website Here's how you know -

Official websites do not use .rip Secure websites use HTTPS
We are an unofficial archive, replace .rip by .gov in the URL to

access the official website. Access our document index here.

Alock (@) or https:// means you've safely connected to our
8P lease do not share sensitive information with us. b

NlSI' arch CSRC Q = CSRC MENU

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER CRC

This is an archive

(replace .gov by .rip)

Projects
Publications + ° __
_ o e
I e o .
Topics + _ R . _
News & Updates T g Jasseesannis \, ~e— &8
= a / . ‘_.-"'Iilll'l-i'l-Illl-l-i
Events NEW: NIST SP 800-53 CONTROLS PUBLIC COMMENT ON DRAFT PUBLICATIONS NIST'S "CYBERSECURITY INSIGHTS" BLOG
COMMENT SITE
Glossary
About CSRC + Recent updates:

« Learn about NIST's resources for:
o Cybersecurity Supply Chain Risk Management

o DevSecOps
o Measurements for Information Security

POPULAR LINKS

Crypto Module Validation Program o Operational Technology (OT) Security
& Validated Modules Search o Ransomware Protection and Response

o Secure Software Development Framework (SSDF)
o Vulnerability Disclosure Guidance

NIST Cybersecurity Framework

NIST Risk Management Framework

980033 Controls Siee For 20 years, the Computer Security Resource Center (CSRC) has provided access to NIST's cybersecurity- and information security-related

Post-Quantum Cryptography projects, publications, news and events. CSRC supports stakeholders in government, industry and academia—both in the U.S. and
internationally.

Publications [ Drafts /| SP 800s

In this major update to CSRC;
Stakeholder Engagement /

International Resources » see our greatly-expanded publications library,



B= An unofficial archive of your favorite United States government website Here's how you know -

Official websites do not use .rip Secure websites use HTTPS
We are an unofficial archive, replace .rip by .gov in the URL to

access the official website. Access our document index here.

Alock (@) or https:// means you've safely connected to our
8P lease do not share sensitive information with us. b

NlSI' arch CSRC Q = CSRC MENU

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER CRC

This is an archive

ce .gov by .rip)

Projects
Publications
Topics

News & Updates

Events 5 "CYBERSECURITY INSIGHTS" BLOG

Glossary ﬁ n i

it's semething

POPULAR LINKS

Crypto Module Validation Program Operational Technology (OT) Security
& Validated Modules Search o Ransomware Protection and Response

Secure Software Development Framework (SSDF)
Vulnerability Disclosure Guidance

"

MEeQasurements ror inrormaton security

a5
-

¥

NIST Cybersecurity Framework

.

NIST Risk Management Framework

980033 Controls Siee For 20 years, the Computer Security Resource Center (CSRC) has provided access to NIST's cybersecurity- and information security-related

Post-Quantum Cryptography projects, publications, news and events. CSRC supports stakeholders in government, industry and academia—both in the U.S. and
internationally.

Publications [ Drafts /| SP 800s

In this major update to CSRC;
Stakeholder Engagement /

International Resources » see our greatly-expanded publications library,



