


.: Phishing Kit Hunter :.

→ RegEx search
→ Enrichment
→ CSV report
 




Parsing logs to detect phishing

campaigns which use your own

material or redirect users to your infra.

Based on the analysis of referer's URL

https://github.com/t4d/PhishingKitHunter





.: CertStreamMonitor :.

→ Strings detection
→ Enrichment
→ SQLite storage
 




Parsing real-time Certificate Transparency

logs to detect impersonation/typo

squatting

https://github.com/AssuranceMaladieSec/CertStreamMonitor





.: StalkPhish :.

→ Strings search
→ Enrichment
→ Get phishing kit sources (.zip)
→ Extract exfiltration Email
→ SQLite storage
 




Parsing several dedicated phishing OSINT feeds.
Searching for specific strings

Download Phishing Kit sources (.zip)

https://github.com/t4d/StalkPhish
https://StalkPhish.io (Free access API)





.: PhishingKit-Yara-rules :.

→ Automate triage
→ Identify target
→ Identify kit
→ Available through VirusTotal
 




For phishing kit sources .zip triage
No need to unzip
+320 rules available (07/22)

https://github.com/t4d/PhishingKit-Yara-Rules





Hackito Ergo Sum 2022




https://2022.hackitoergosum.org

Resurrect! 



...end 2022...




