.- Phishing Kit Hunter..

e

v 3 . /PhishingKitHunter.py -i LogFile20i17.log -o PKHunter-report-20170502-013307.csv -c conf/test.

| @Parsing logs to detect phishing
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B~ entontng Kit Honter - vo.5.1 = material or redirect users to your infra.

[+] http://badscam.orgs/includes/ap/?a=2

| Timestamp: 01/May/2017:13:00:03 e 5

| HTTP status: can't conmect (HTTP Error 404: Not Found) . . 1
[+] http://scamme.com/aple/985884e5b60732b1245Fdfaf2a49cdfe/ Based OnNn the anaIYSIS Of referer S URL

| Timestamp: 01/May/2017:13:00:49

| HITP status: can't connect (<urlopen errcor [Errno -2] Name or service not known=) ' i
[+] http://badscam-er.com/eb/?e=4 A ' Py

| Timestamp: 01/May/2017:13:01:06 ;

| HTTP status: can't connect (<urlopen error [Errno -2] Name or service not known=)
[+] http:/Fassur.cam.techs/scam/brand/news2bd5a55bchey7E8e530d8bda80a9bB593/ -

| Timestamp: 01/May/2017:13:01:14 -

| HTTP status: UP .

| HTTP shash : 0032588b8d93a807cTOT48a806CccT125677! § .r’F"hiShingI{itHunter . Py ——help |'_|;|
| DOMAIN registrar: ASCIO TECHNOLOGIES, INC. DANMAI
|
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DOMAIMN creation date: 2008-07-10 G0:00:00 % RegEX SearCh

DOMAIN expiration date: 2017-87-10 00:00:00 I | |

()
[+] http://phish-other.eu/assur/big/phish/2belc6afdbfc065c410d36bat | | ' £ | | | I I % E h t
Timestamp: @1/May/2017:13:81:15 3 | | | | | | / | nrlc men
HTTP status: UP — ) I_ | —

HTTP shash : 2a545c4d321e3b3cbb34ar&2etetTbTbdbet — | = | S N | — | — | ﬁ"'—l - | —| : C S V rep Ort
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| DOMAINM registrar: Hostmaster Strato Rechenzentru
|
|

B
o

DOMAIMN creation date: None Tound

-= Phishing Kit Hunter - vB.8.1 =-
DOMATIN expiration date: None found

6974751t [@6:41, 1208.314its/s]

oy -h --help Prints this
& - -i --ifile Input logfile to analyse
-0 --ofile OQutput CSV report file (default: . /PKHunter-report-'date'-"hou

-conTig Configuration file to use (default: ./ /conf/defaults.conf)

https://github’ﬁcﬁo’m/tz‘id/ PhishingKitHunter G



- CertStreamMonitor.:.

Parsing real-time Certificate Transparency
logs to detect impersonation/typo
squatting

CertStreamMonitor :
Infrastructure de
détection « temps-réel »
et enrichissement

- —>Strings detection
() AssuranceMaladieSec | —_. A

—.5QLite storage

https://github.com/Assura nceMaIadieSec/CertStreamMoni;tpr



& ./5talkPhish.py -c conf/example.conf -G -N

-= 5talkPhish - The Phishing Kit stalker
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.- StalkPhish..

Parsingsseveral dedicated phishing OSINT feed:s.
Searching for specific strings

||
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- v0.9.8-2 =-
INFO - Configuration file to use: conf/example.conf
INFO - Database: ./test/dbs5talkPhish.sqglite3
- INFO - Main table: StalkPhish
INFO - Inwvestigation table: StalkPhishInvestig
INFO - Files directory: ./test/Tiles/
INFO - Download directory: ./ test/dl/
INFO - Declared Proxy: socksb://127.0.08.1:90508
- INFO - Starting trying to download phishing kits sources..
INFO - [20@] http://donnarogersimagery.com/wp-includes/pomo/

INFO -
INFO -
INFO -
INFO -
INFO -
INFO -

Alibaba Manufacturer Directory - Suppliers, Manufactu
trying http://donnarogersimagery.com/wp-includes.zip
trying http://donnarogersimagery.com/wp-includes/pomo
trying http://donnarogersimagery.com/wp-includes/pomo
[DL ] Found archive, downloaded it as: ./test/dl/http
[Email] Found: shaddyokoh@hotmail.com

https://github.com/t4d/StalkPhish
https://StalkPhish:io (Free access API)

Download Phishing Kit sources (.zip)

— Strings seatrch

— Enrichmeng

— Get phishing kit sources (.zip)
— Extract éxfiltration Email

— SQLite storage

StalkPhis

- The Phishing kits stalker -




.- PhishingKit-Yara-rules..

rule PK_Chase _Xbaltiv3 : Chase
{

meta:
description = "Phishing Kit impersonating Chase bank"
licence = "GPL-3.Q"

author = "Thomas 'tAd' Damonneville" . h. k.t . t .
reference = "https://stalkphish.com/2021/04/22/scammer_vs_scammer_backdoored_phishing_kit/" For phls lng 1 Sources .le rlage
date = "2821-04-21"

comment = "Phishing Kit - Chase Bank - XBalti V3" NO need tO unZip
+320 rules available (07/22)

$local_file = { 50 4b 03 04 }

// specific directory found in PhishingKit
fspec_dir = "XBALTI"

* specific files found in PhishingKit
fspec_file = "desktopnight.jpeg"
fspec_file2 = "lostyle.css"

fspec_file3 = "Email.php"

condition:
'/ look Tor the ZIF header
uint32(0) == 0xe4034b50 anc
Elocal file and
Espec_dir and
all of ($spec_file™)

— Automate triage

— Identity target

— Identify kit

— Available through VirusTotal

https://github.com/t4d/PhishingKit-Yara-Rules



Hackito Ergo Sum 2022

Resurrect!
--.€Nd 2022...

https://2022.hackitoergosum.org



