
Laziness is a serious job
Why you should complain more.



Suricata SMB logging

● Suricata NSM capabilities
○ Log all transactions
○ Independently of alerts

● Available for:
○ Http, dns, ftp, tls
○ Dhcp, smb, krb5, nfs
○ Dnp3, enip, modbus, mqtt
○ …



SMB DCERPC events



What is wrong here ?

• DCERPC call is defined via
• UUID
• Operation number

• Screenshot example:
• UUID: 4b324fc8-1670-01d3-1278-5a47bf6ee188

• Name: srvsvc
• Opnum: 16

• Endpoint: NetrShareGetInfo
• Consequence:

• Need correlation of 2 events
• Really complicated on some environments

• https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-srvs/b2c2b995-8c42-4502-b7d7-646d1b295c5b



Laziness can require skills



Let’s get 2 infos in the last events

• We need to hack:
• Protocol logging
• Potentially protocol parser

• Patch doing the implementation is small:



Logging

Reuse logging code

Data is in struct



Parsing context_id

• Context_id was not parsed
• Adding a field is trivial

• Thanks to NOM usage
• https://github.com/Geal/nom

Full patch



Result of modification
• All in one!
• You can postprocess to get

• UUID Name
• Endpoint Name

Suricata event

Post processed



Conclusion

• COMPLAIN
• Don’t assume things are like they are and can’t change

• Best developers do mistake
• Question the data, question the tool

• Ask forums
• Ask the developer

• If correctly asked questions are not welcomed, switch to another tool
• CONTRIBUTE

• Give yourself a chance to do the hack yourself
• Your patch may be just a few copy paste away

Suricata PR: https://github.com/OISF/suricata/pull/7584


