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Who am I ?

e Ludovic Dubost, President of XWiki SAS

* Creator of XWiki - Entreprise Wiki used by 7000

companies including big ones (Amazon, Lenovo)
17 years of Open Souzxce
40 employees paid to contribute or help fund it

 XWiki SAS has launched CryptPad 6 years ago



Why encryption ?

*« There is no Cloud, just other people’s
computers »

*In the Cloud, data has more and more value and
is leveraged by providers

* RGPD application is a joke
- Data are not secured properly

A new approach to securing web application -> CryptPad



Security before e2ee

eTt’'s all about trust

« Administrators can access everything

 Situation has been widely accepted (let’s sign contracts
instead)

« Impossible to guarantee confidentiality of data in
the Cloud
« The manager of the Cloud service has access

 Companies like it because they can leverage it for
analytics and marketing

Encryption can change this



CxryptPad - Key Principles

Collaboration

CryptPad

Yes, you can have both



CxryptPad - Key Principles

* Encrypted Documents which can be edited in realtime
* (Real) end-to-end encryption

- Key Management with secure and private key sharing

The manager of the server cannot read the data

and also not recover it



CxyptPad - Key Principles
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With encryption

« ZeroTrust Security

 Self-hosting : High level of confidentiality
towards your system administratozrs

* Cloud : reduce the trust level needed of your
cloud provider

e The Client code still needs to be verified for
integrity and security issues



CxryptPad: fonctionnalities

« Many applications:
* Pad Wysiwyg / HTML
 Document (compatible with Woxd / OnlyOffice)
 Sheet(compatible with Excel / OnlyOffice)
 Presentation (compatible with Powerpoint / OnlyOffice)
« Kanban
« Code (Markdown)
* Foxrms
 Whiteboard
« Calendar

 CxryptDrive
 Sharing functions
 Teams



CxyptPad: Demo

CryptPad

Collaboration suite
end-to-end encrypted and open-source
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Level 3 heading * Key derivation from username and password using scrypt.
s Pads are encrypted using salsa20-poly1305 (tweetnacl.js) with randomly
generated symmetric keys.
o Technically what is encrypted is a sequence of patches, thus
precluding known plaintext type attacks on changing cyphertext.
» Sharing a pad by URL facilitated by putting the pad key into the URL after the
# mark (HTTP spec says this is never sent to the server).
* Changes to a pad are also sighed using ed25519 and the signing public key is
known to the server, thus allowing "read-only access".
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«$ Share

% Link  </> Embed

B Contacts </> Embed

Access rights

() view () present @ Edit

Share with contacts
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. Ludovic
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https://cryptpad.fr/slide/#/2/slide
/edit/
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Markdown Guide: Extensions ¢
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v ## Mermaid

See the [Mermaid Documentation](https://mermaid-js.github.io/mermaid/#/)

for more examples and in depth demonstrations.
v ### Flowchart
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graph TD
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v ### Pie charts
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Kanban ¢
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CxryptPad: recent work

« IntexrOffice (better Import/Exports using WebAssembly) +
Presentation and Documents based on OnlyOffice (only for
subcribers or on self-hosting) & OnlyOffice 6.4.2

« Bug Bounty European Community (security fixes)

« Instances Directory (https ://cryptpad.oxrg/instances/)
with security checks

 CxryptPad 5.0 : new look



cryptpad.fr: quite a ride !

COVID lockdown of

COVID <chools High usage in Germany

Wave 1

Greta
Thunberg
shares a pad
in India

450000+
pads /
month

100000+
users /
month

30000 drive users /
month

750 installations



cryptpad. fr

@ Germany

@ United States
France
United Kingdom
Austria

@ Spain

@ Switzerland
Netherlands
Italy

@ Russia
Canada
Finland

@ Sweden

@ Romania
Belgium
Philippines

@ Poland

@ Australia
Brazil
India

@ Other

50% of our usage comes from Germany




cryptpad. fr

spike at 1,3M pads, currently 400-500k / month



cryptpad.fr: Pas types HTML + Sheets
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CxyptPad : can 1t help reduce
energy usage ?

« cxyptpad.fr : 1300000 pads = 6500 * 200 pads per month =
6500 very active users -> 1 server 8 cores (70Watt) +
machine et disks: 100W

-> 1 sexver for 6500 utilisateurs

 Google Apps (2) Mail+Collab for 18000 users: 1-5KWh/user,
60 serveurs -> considering 33% collaboration vs email

-> 1 server for 1100 users

6x less energy

e Source :

+  (2) https://wm.researchgate.net/figure/CPU-Power-consumption-relationship-with-number-of-active-cores_fig2 254617286
+ (2 https://static.googleusexcontent.con/media/wem.google.con/L£x//green/pdt/google-apps.pdf



Financing

*Su bscrip‘t 1ons 10% https://cryptpad. fx
* Donations 5% https://opencollective.com/cryptpad/
Entreprise offers -> coming

 Research projects 85%
* NLNet
« NGI DAPSI

FUNDED
BY

This project has received funding from the European Union's H2020
research and innovation programme under Grant Agreement no 871498




CxyptPad: roadmap

« 2FA / SSO Integration

* Documentation Cryptography / Security

* Open with CryptPad (French research project)
*« OnlyOffice Improvements (incl. sécurity)

 Longer term : key backup & recovery, scalability of
storage



How to help !

e Use it, share it, make it known !

* Translate or help document
(https://weblate.cryptpad.fr)

* Deployment / Installation / Maintain packages
 Security audits (and fixes)

« Code in JS -> Contribute / We hire
https://cryptpad.fxr/jobs/ jobs@xwki.com

 Present or talk about CryptPad
(we can provide slides)



Hiring : See
https://cryptpad.fr/jobs

e Instance Admin (almost hired)

e Interns (2 this summer)

« Javascript developers

*OnlyOffice developers

 Full Stack (JS, nodelS, scalability)

* WebAssembly developers



Are you encrypting your data ?



