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About Me
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Stamus Networks

• Co Founder
• CTO

Social Media

• @regiteric on Twitter 
(#jesors)

• https://www.linkedin.co
m/in/ericleblond/

Open Source and Security

• Suricata
• Developer
• Board member of OISF

• Netfilter
• “Emeritus” core team 

member



Founded: 2014 by Éric Leblond and Peter Manev

Headquarters: Indianapolis, USA and Paris, France

Website: www.Stamus-Networks.com

Open-Source Solutions:

● SELKS – open source Suricata turnkey distro

● GopherCap – open source PCAP playback tool

● Stamus Networks App for Splunk – integration of SSP and 

Suricata into Splunk

● Suricata Language Server – open source syntax checking and 

performance guidance for Suricata rules

Commercial Solutions:

● Stamus Security Platform – commercial network threat 

detection, hunting and response solution



Introduction to Suricata
Not just an IDS but a fully featured NSM and IDS engine



Suricata: a threat detection engine

• Born: 2008
• Weight: 600000 lines of code
• Composition: C, Rust
• Eat: live packets and dead ones
• Produce: JSON files

• Protocol logging
• IDS Alerts

• Characteristics:
• High speed
• Open Source
• Community driven
• World famous Stamus Networks Confidential 5



Open Information Security Foundation

• Non-profit foundation organized to build a next 
generation IDS/IPS engine

• Pay developers
• Organize Suricon
• Financed by consortium members

• Big companies (Amazon, …)
• Startups (Stamus Networks, …)
• Governmental organizations (ANSSI, …)

• Suricon:
• Yearly user conference
• Athens, Greece (Nov 9-11)
• CFP is OPEN!
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Network Intrusion Detection System

• Signature based threat detection
• Language is an evolution of Snort one

• Yes, sorry
• With big feature additions

• Available Suricata ruleset
• Proofpoint:

• ETOpen
• ETPro

• MISP: support of export
• …
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Signature examples (½)
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Signature examples (2/2)
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Writing Suricata Signatures
Bringing you own intelligence to threat intelligence



Writing  Suricata Signatures
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Some dare to say out loud what people are thinking 
quietly



Process of signatures writing
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● Writing Suricata Signatures can be a nightmare:
○ Syntax inherited from Snort
○ With important evolution

● It is a repetitive process:
○ Write a signature
○ Check it is matching
○ Refine the signature



Writing Suricata signatures the old way

● Use your editor
● Check the https://suricata.readthedocs.io/en/suricata-6.0.4/ for the help
● Test the rules with Suricata
● Fix the rules
● Test the rules with Suricata
● Get a coffee
● Fix the rules
● Test the rules with Suricata
● Test rules performance
● Fix the rules
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Demo
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Don’t try this at home.

This demo is done by professionals



Suricata helpers

● Test the rules syntax:
○ suricata -T -S my.rules

● Analyse the rules:
○ suricata --engine-analysis -S my.rules

● Get keywords list that could be helpful:
○ suricata --list-keywords | grep agent

● Get documentation for a keyword:
○ suricata --list-keywords=http.agent
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Suricata engine analysis

● Suricata running mode doing analysis of ruleset
● 2 main output files:

○ Text file: rules_analysis.txt
○ JSON format: rules.json

● Display:
○ Syntax errors
○ Warnings about potential performance issues
○ Optimization information

● Use it:
○ suricata --engine-analysis -S tests/test.rules  -l  /tmp/
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Suricata Language 
Server
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Excuse my French ? Language Server ?

● Language Server Protocol
○ Standardize communication between IDE/Text Editor and Language 

Server
○ Via JSON RPC

● Features
○ Auto complete
○ Go to definition
○ Find all references
○ Warnings

● More information:
○ https://microsoft.github.io/language-server-protocol/
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https://microsoft.github.io/language-server-protocol/


Language Server support

● Most editors support LSP
○ VScode, Sublime Text, Atom
○ Emacs, Neovim, Kate

● A lot of language support
○ C, Rust, Python, Shell
○ Javascript, Java, C++
○ Latex
○ 176 language implementations are referenced
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Suricata Language Server

● A language server for Suricata signature
● Will get you

○ Syntax checking
○ Performance hints
○ Auto completion

● In your preferred editors
● Tested with:

○ Visual Studio Code
○ Neovim
○ Kate
○ Sublime Text 3
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Demo
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VS Code
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Neovim
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Architecture
and Availability
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Get information from the source

● Use Suricata helpers to get the information
○ Run suricata commands
○ Parse results
○ Return them as LSP message

● Advantage
○ We get information from your version of Suricata

● Disadvantage
○ You need to have a Suricata on your system

25



Availability

● Available under GPLv3 license
● Source on Github:

○ https://github.com/StamusNetworks/suricata-language-server
● Seems to be pretty stable
● Tested on operating system:

○ Linux
○ Windows

● Tested with editors:
○ Neovim
○ VS code
○ Kate
○ Sublime Text 3
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https://github.com/StamusNetworks/suricata-language-server


Architecture

27

● Suricata Language Server is Python code
● Based on Fortran Language Server:

○ https://github.com/hansec/fortran-language-server
○ As it was:

■ Small code base
■ In Python

● Work by spawning Suricata command
○ Borrow Scirius code for that
○ https://github.com/StamusNetworks/scirius

https://github.com/hansec/fortran-language-server
https://github.com/StamusNetworks/scirius


Making sense of 
warnings
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Directionality warning

● Bad rule

● Correct one
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Missing HTTP keywords
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Mixed content
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Fast pattern crash course

● Linear evaluation of ruleset is impossible
○ ETPro ruleset as more than 60000 rules
○ At 40Gbps this means 0.05 ns per rule

● Suricata needs to use heavy optimization
● Main one is multi pattern matching

○ Match multiple pattern in various buffer
○ Only evaluate signatures that contains the pattern
○ Ruleset MUST minimized the number of signature using same pattern

● How Suricata picks fast pattern ?
○ Longer pattern in content match
○ Follow  fast_pattern keyword instruction
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Fast pattern check

● Fast pattern is main optimization in detection engine
● Need to be done on a differentiator
● Suricata picks the longest pattern
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Fast pattern
And future
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Rules.json on ETPRO

● Analyzed in a Jupyter notebook
○ Parse the JSON
○ Build data structure

● Some patterns are hugely used
○ 3400+ signatures seen on a single content
○ Potential performance impact
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Demo
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SLS future

● Known limits
○ Only run complex syntax check on file with less than 1000 lines

● Evolution
○ Add hints about fast pattern usage

■ Find a way to use rules.json on global ruleset
○ Performance analysis

■ Find a way to use profiling
○ Better completion

37



Conclusion
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Conclusion

● Suricata Language Server is:
○ Easy to use
○ Gives a lot of information

● Thanks to Suricata developers for the helpers !
● Feedback and contributions are welcome
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Questions ?

● Suricata Language Server:
○ https://github.com/StamusNetworks/suricata-language-server
○ VS Code plugin: Suricata Intellisense

● Contact me:
○ Twitter: @regiteric
○ Mail: el@stamus-networks.com

● Suricon:
○ Athens, Greece, Nov 9, 10, 11, 2022
○ https://suricon.net/
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