RF Signal Hunting

With the help of ML and DL




About me

Founder of Penthertz

A Sébastien Dudek (@FIUxIu9

A > 10 years of experience in Software / Hardware
security

A Former Sogeti ESEC R&D as a researcher

A and Synacktiv as a pentester + vulnerabilities researcher

A Specialized in Wireless communications

A Also, security researcher @Trend Micro

A Industrial 10T
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https://twitter.com/fluxius
https://twitter.com/TrendMicro

Penthertz

Main activities

)

Security assessments
A Wireless communications
(RFID, WAFi, Mobile

communication, Bluetooth,
etc.)

A Embedded devices
Backend servers

A Red Team

Trainings

A Software-Defined Radio
Hacking

A Wi-Fi Red teaming
A RFID Hacking

A Mobile attacks
(2G/3G/4G/5G)
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Hardware security
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Firmware extraction
Chip-off
Secrets extraction

Libraries analysis
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Vulnerability hunting

Gpenthertz | 3



About me

Part of our RF lab (wow clean desk)
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We just have these
mysterious
electromagnetic waves
that we cannot see with the

naked eye. But they are
there.

Heinrich Hertz
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RF Signal

Risks OTA

Common vulnerabilities: (((I)))

A Eavesdropping

A Replay

A Injection

1D

A Relay

A Jamming e

—

User controlling the service

A DoS via (very) high amplitude transmission

A etc.
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RF Signal

Radio wave characteristics

Important:

AA: ! xbwf mfohui!jo!nfufs
Ac: celerity of light (3.108 m.s? 2)’

AT: the period in secon(%s ()

Af: frequency in Hz (I)

Source: iopscience.com
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