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2War

“Truth is the first casualty of 

war”

Threat intelligence is about 

truth

Everyone is forced to pick a side



3War



4Cobelligerents



5Threat Intelligence

Intelligence

TI resellers are intelligence 

brokers

Can there be neutral 

intelligence? Apolitical

intelligence?



6The structure of our ecosystem

Researchers

Companies

Governments

Power over

Power over

Tiny power over



7Dilemma #0 : threat intelligence is sold to attackers

APTs conduct attacks

Threat intelligence companies

write reports

APTs buy these reports



8Facing the existential threat

Adopting avoidance strategies

Switch to private reports

Align with a block, whether you 

want it or not



9Dilemma #1 : legitimate attacks?



10Dilemma #1 : legitimate attacks?



11Checks and balances

“In order for power not to be 

abused, it is necessary that, by 

the disposition of things, power 

stops power.”
– Montesquieu, The Spirit of the Laws
(1748)



12Dilemma #1 Reloaded – Are all attackers equal?



13Dilemma #1 Rereloaded – Are all cyberattacks equal?



14The reason of state

The reason of state is “a mean 

between that which conscience 

permits and affairs require”.
– Jean de Silhon (1596 - 1667)

That’s actually Richelieu, Silhon’s boss.



15Dilemma #2: reproducible research



16Dilemma #2: reproducible research



17What is our role?

Trusted party Researchers



18Dilemma #3: information laundering



19Dilemma #3: information laundering



20Introducing a new philosophical tool

“An act is only as moral as it would 

be perceived if it were committed 

by a Russian company”
–Kwiatkowski’s razorwiatkow



21The razor in action

Dilemma #1 : legitimate attacks?

Dilemma #2: reproducible

research

Dilemma #3: information 

laundering
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