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Introduction



Whoaml?

e Security Engineer (Quarkslab)

e Hardware/software RE

e Bluetooth Low Energy,
sometimes (>




A bit of context

e Guillaume Heilles (PapaZours) published
binbloom in 2020

e In 2021, he gave me some insights of binbloom
before leaving

e A month after, | stumbled upon an unknown
firmware ...



Unknown firmware, really ?

e Designed for AArch64
e 64-bit architecture
e No idea of its base address

e Not supported by binbloom !



Wait, what's a base address ?



ELF file forma

ble walkthrough AN

HEXAREE AL DI CCa TR FIELDS VALUES EXPLANATION
e_ident
EI_MRG Bx7F, "ELF" CONSTANT SIGNATURE
EI_CLRSS, EI_DATA e gree—— 32 BITS, LITTLE-ENDIAN
2 I 1 ALWAYS 1
e_type g e EXECUTABLE
e _machine Fam INTEL 38 (AND LATER)
7F 45 4AC 46 @l al al 06 60 00 0@ 00 @8 .ELF.. e_version | e ALWAYS 4
B2 B0 B3 B0 81 08 B0 B8 490 66 B BB ........ M) [ T } 60 3ADDRESSWHEREEXECUT\OHSTARTS
CO 00 9O 00 00 9@ 60 B8R 34 88 Bl 8@ 28 88 +. e dovapale ELPNOFE 8x40 PROGRAM HEADERS OFFSET
e _shoff BxCe SECTION HEADERS' OFFSET
84 o0 e_ehsize Bx34 ELF HEADER'S SIZE
SIZE OF A SINGLE PROGRAM HE ADER
e_phnum 1 COUNT OF PROGRAM HEADERS
e_shentsize 9x28 SIZE OF A SINGLE SECTION HEADER
e_shnum 4 COUNT OF SECTION HEADERS
i3 NDEX OF THE NAMES SECTION IN THE TABLE
2 p_type e THE SEGMENT SHOULD BE LOADED IN MEMORY
Offsat:Bxd@/Address: BxE002548 p_offset %} OFESET WHERE IT SHOULD BE READ
A1 66 66 BB B0 66 B0 B8 [ U B8 B0/ BB s e | VIRTUAL ADDRESS WHERE [T SHOULD BE LOADED
AG 96 B0 B8 8 A A5 BA B DO B0 66 6P BB P, L L L p_paddr BxB8600080 PHY SICAL ADDRESS WHERE IT SHOULD BE LOADED
p_filesz xR SIZE ON FILE

SIZE M MEMORY

p_flags READABLE AND EXECUTABLE
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Loading address

p_filesz Y GL SIZE ONFILE
- 19 SIZE IN MEMORY

p_flags e READABLE AND EXECUTABLE



oL O

Windows PE

Ange Albertini
corkami.com

Hexadecimal dump | ASCIl dump Fields Values Explanation
#E7SH o0 00-00 60 00 A0-00 60 60 ©A-08 00 06 80 MZ.............. : o ;
| e_magic MZ constant signature
Affset: 8238 | o
0 00 09-00 8 0O 20-00 A0 80 P0-4A BA B ............ e. L Lo ofsstclinPE Heoder: @)
Signature 'PE', 0, O constant signature
Dffset: dxtd : s 5
EONE1 BINGE-00 00 00 0000 60 80 88 | PE..L........... Machine ) 0Ox14c [intel 386] processor,ARlePSflnteh‘,._
-166 60 96 6o-EBUEE 62 61 Numberofsections 3 number of sections @
s “Bs SizeofoptionalHeader | Oxel relative offset of the section table @
Characteristics 0x102 [32b EXE] EXE/DLL!...
Magic 0x10b [32b] 32 bits/64 bits
__”"““a‘“ae 00-00 08 00 88 | ........ AddressofentryPoint 0x1000 where execution starts @ .
66 66 80 68-86 6 99 G- -8 69 86 09 ImageBase 0x400000 address where the file should be mapped in memory
’ m """""""" Sectionalignment 0x1000 where sections should start in memory @
88 86 86 86- - | e @oonvnnnnn Filealignment 0x200 where sections should start on file @
Bk Bk B0 BB—_B__BT 48 ?E_M 66 80 00-60 60 60 80 | ................ Majorsubsystemversian | 4 [NT 4 or later] required version of Windows
g8 -B@782"88 '88-00 00 0c oo-BENEE 00 00 | .B.............. sizeofImage 0x4000 total memory space required

60 08 60 00-00 €0 00 00-60 6O 66 06-00 00 66 00

/60 96 66 ©66-60 60 00 B6-60 6O 6O BO-66 60 80 60

................ SizeofHeaders 0x200 total size of the headers @
6c 66 00 co-TDNEEMGEMEE... @ @002 | ........ subsystem 2 [Gur] driver/graphical/command line/...
Numbe rofRvaAndsizes 16 number of data directories €
...b0 00 00 oe-60 BB BO BB |  ........ %
@@ 28 @0 @0-96 6@ AG BP-00 PO B0 AE-90 A0 B8 08 | .. .. ............ Importsva 0x2000 RVA of the imports @
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ImageBase

Magic 0x10b [32b] 32 bits/64 bits
) ImageBase 0x400000 address where the file should be mapped in memory
"""""""" FileAllgnment ere sections shouid s on e |
@ ileAlig wh tions should start on fil
e MajorSubsystemvVersion [NT 4 or later] required version of Windows
N sizeofImage 0x4000 total memory space required
A sizeofHeaders 0x200 total size of the headers @
Subsystem 2 [GuI] driver/graphical/command line/...
NumberofRvaAndsizes 16 number of data directories @
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0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:
0000:

Raw firmware

0000 FE FF FF FF
0010 50 89 EAB3
0020 2A5BEQ (8

BB 5686 39
8876 7B1D
EFSF1CCF

0030 64EOA7EA AC3CT72E6

0040 7A55D8 32
0050 37324BC3
0060 EB1E21C4
0070 CB69FO 3D
0080 CAB2AET75
0090 61C3FDE7
00AO C3231CF6
00BO E8 2A8A5C
00CO ABC4E334
00D0 64 3ED3 4C
OOEO C6 02 A1 D4
00F0 0FF91DC1
0100 35285D24
0110 4A0C7289
0120 ED5542B9
0130 F26994 7A
0140 B1D9 2E 49
0150 B535684D
0160 65C4BC46
0170 939D AFD3
0180 4BF6 A7 1B
0190 00 00 00 00

/BAF 04 AF
TAF7CCEA
4A04 F132
27D05129
C6679F43
0901791B
41333DC8
BC30 1D 9B
98D4 1255
D74BC6E4
F6D33651
DO 13 8ABF
9F 7E DD 2E
56492398
B165C5B8
J/CEFBE4A
CEC28071
E21/DA5B
6117 4EFF
0D 64 6B A5
B8 A8 BD SE
00 000000

205DF2EB
AF 7A59D7
DEDF9F F2
5CDB157C
F1AABE 49
28351608
6D 14 F5FD
16 AF08C4
0DBD4D91
9FEDB3F2
5C8F 28 E9
F281363A
EG 271609
COBAB29D
4232 EA20

1DC73815
D2EA3051
C99C9E 27
2EFA545C
S8 FODEC3
1CF10D7F
BDTAFO 17
80AFD5 16
BF 77 A8DD
80C2C785

byyy»VY9 ]oé.C8.
].83.v{. zYx0&0Q
.[3Ei..IPR.OE..

dagé-<ra\0. | .aT\
zU@2{ . "A2%I.08PA
72KAz=I.(5...0..
é.1AJ.A2m.6y.z5.
Eido='DQ). .A.70.
Eb®ufg.C.5M. ;w"Y
aAyc..y..120.AC.

B7 2BAF 4F A#.0A3=E\.(é-+ 0

EF DB 6F ES
71CC3DB3
EEB8DO OO
074655 1A

E295F856 ABBE6257

E8 26 6E 33
905D FAS58
4C9B64751
46 53 EEB3
D9 8E358C
3B032E98
3EEB9008
72F263F0
03000000
00000000

19E8A9CY
215C0DBC
7JAB5117B
67 C4 8B 9A
69 4D A4 68
80BC2B33
E24874 2E
D561 1AZE
40000000
00000000

&+ \%0..0.6:1008
"Aa4.0.ua' . .ql=3
d>0LxKE&GAj2.» D.
£.0606QB2& .FU.
U.AP..j4.8] »b.
5(]%..Y.&&n3.&0C
J.r.VI#. . JOXI\ .4
iUB+eA L.GQzp.{
0i.z|i%IFSi’gA..
+U.IIA.qU.5.1M=h
ushMa.uU[; ... . 5+3
eAyFa.Ny>€. . &Ht.
..70.dk¥rocd0a. .
Kog. "%, .... Q...
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Finding a needle
In a haystack



Tools
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Basefind.py

e Brute-force on 32-bit address space

base in xrange( .min_addr, .max_addr, .page_size):

base % .page_size ==
"Trying base address 0x%x" % base

score =
in ptr_table.keys():
< base:
#print "Removing pointer 0x%x from table" %

del ptr_table| ]
>= (base + size):
offset = - base

offset in str_table:
score += ptr_table[

16



Brute-force

e Tries every possible

strin
N9 offset
A + offset
_ e | ooks for pointers
t H o o
>tring pointing to text
strings
pointer A
| B + offset
pointer B e Count valid pointers
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basefind.cpp

( offset_t ' < OxfOOOOEEOOUL,; += 0x1000 )

Same in CPP &
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rbasefind

e Multi-threaded brute-force on 32-bit address

current_addr <= interval.end_addr {
news = FnvHashSet::default();
S strings {
s.checked_add(current_addr) {
(add) => news.insert(add),

=> ”

+s

_—
current_addr.checked_add(config.offset) {

(_) => current_addr += config.offset,
—

}
[.

I ’
pb.inc();




binbloom

e Splits search space in segments

p2( x) {
1 << (32 - __builtin_clz(x - 1));

size = read_file(filename, &firmware);

mask_segment ~(p2(size) - 1);
mask_pointer p2(size) - 1;
nb_segments = mask_segment;
((nb_segments & 1)
nb_segments = nb_segments >> 1;
nb_segments++;
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basefind2

string

offset

string

pointer A

pointer B

e Computes distance
between strings

- e | 0oks for pointers with

same distance
B - A = offset

e No brute-force!
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So, limited tools.

e Most of them perform a brute-force search on
32-bit address space

e Most of them rely on text strings

e None of them supports 64-bit architecture
(more than 114 possibilities !)
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Burning the haystack
to get the needle



1. Isolating data



Telling data and code apart

e Entropy can be used to
determine data segments

e Data segments may contain
strings and pointers

e Everything else is code
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Avoiding useless data

e Do not consider long series of 0x00 or OXFF

e Generally present in unused areas or used as
fillers
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Points of Interest

e Text strings
e Arrays of similar values

e Functions (if possible)



2. Inferring base address



Inference vs. brute-force

Candidate #1 Candidate #2

Candidate #3 Candidate #4

i
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Inference vs. brute-force

e Search space is reduced
e Works on both 32-bit and 64-bit arch firmwares

e Still a lot of candidates =%
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Memory & performances issues

e Storing candidates in a list is not efficient

e Decided to use a tree rather than a list



Candidate addresses tree

o _» @ 0x00000000
@—@_ _ @ 0x000000F0
@ @\® 0x00008000

®\ _»@ 0x02800000
e @\@ @ 0x02800080

@ 0x02801C00
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Candidate addresses tree

e Searching/storing only requires 8 operations

e \We can prune the tree to make room for new
candidates
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Evaluating candidate addresses

looking for the address that will give the best
results

count valid pointers
Arrays of valid pointers have more weight

Compute a score for each candidate address
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Structured data recognition

e Converting arrays of values
into structures

e As a binbloom v1 legacy,
only detects UDS-related
structures '

e ... but may do much more!
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Demo



Binbloom vs. others

Firmware Binbloom Binbloom2 Rbasefind
AE5R100V 11.33 3.019 0.916
bootloader ARM 5.48 0.183 5.40

ECU external flash firmware 5.78 5.69 6.17
IntegrityOS application ~ 1.453 ~

UBoot standalone application  8.228 0.723 1.462
STM32 firmware 5.232 0.03 0.064
Teensy firmware 5.686 0.068 0.053
Google Titan M firmware (2018) 9.664 1.288 10.23
Flash Air firmware 11.042 37.52 44.184

Performances (exec time in seconds)
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Improvements

e Automatic architecture detection (with cpu_rec)

e Entropy thresholds may be defined per-
architecture

e Automatic function detection per arch

e Better structured data recognition algorithm
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Try Binbloom v2!

https://github.com/quarkslab/binbloom
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https://github.com/quarkslab/binbloom

Conclusion



Conclusion

e We presented a more generic base address
search algorithm

e Binbloom v2 supports both 32-bit and 64-bit
archs

e Still some room for improvements, so stay
tuned

43



Thanks ! Questions ?

Damien
Caugquil

¥ quarkslab
N dcauquil@quarkslab.com
¥ virtualabs

L) virtualabs
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