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About

- Security engineer at
- Working on banking app certifications (EMVCo, VISA, ...)
- Author of LIEF: https://lief.re

- Enjoy Android, reverse engineering and, obfuscation.

The views and opinions expressed in this work are those of the author’s and do not represent the official position of UL


https://github.com/lief-project/LIEF
https://lief.re

The Challenges

1. Transform ELF & Mach-O binaries such as they look obfuscated t-’

2
i



The Challenges

1. Transform ELF & Mach-O binaries such as they look obfuscated t-’

2
i

2. Transformations only based on the executable formats



The Challenges

1. Transform ELF & Mach-O binaries such as they look obfuscated t-’
2. Transformations only based on the executable formats
3. Must impact classical tools: IDA, BinaryNinja, Ghidra, Radare2 ... ‘.

13°)



The Challenges

1. Transform ELF & Mach-O binaries such as they look obfuscated

2. Transformations only based on the executable formats

3. Must impact classical tools: IDA, BinaryNinja, Ghidra, Radare2 ...

4. The modified binaries must still run after the transformations



Transformations Overview

- The transformations rely on LIEF (commit: f8c711d)

- The ELF and Mach-O arm64 binaries used in this presentation come from the Mbed
TLS test suite
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Exports: Random Names

target = lief.parse("mbedtls_self_test.armé64.elf")

for function in target.functions:

name = .join(random.choice(ascii_letters) for i in range(20))
target.add_exported_function(function.address, name)

Function name

start
LxJFRORQCIULNKPKQGH]
‘e2FLYEHENCS JnFSFRIH
HKtrAESADGZHANFpFoLW
SSOGrPKNHPCTYZNFRIKR
LiXMswz0gdozxYdheAu
HnEYOLbHATKHKIubaX)
ZXGXVNHFCYFBHL 3y NoK
OgeCautnOkPAnJtutaCk
VOFCOIRPNEUBTENIrZkA
LiRLXEEQDShSNNBXTNIG

(dKIKRTKVZZVPCFSE
BRAKSCONUVXVCCAXMjkh
ULawFfiPoFFPSHACK)

NHOUuyKe1DgKf FTOFEWU
drkgDBinhIaxzDpbPxGS.
XYkDKszVYoVzhqImnwac
t2CQANYEGtLQNpSSeQtz
GAyIneuPBI JuZEDXMbTF

LtBPeizA
‘eKgbEFYIVBZLICOtDSVG
PKTSVHXItKXQZGPINPA
CFYLGCEXTBLVXyWPTniq
£Zhvz21BObbCHTELHAEA
XTKhbcqtNQTIydXKALEV
envkeNefznGy jVhhbany.
MIBTFybSKWucCCQRdunu

KnYikcaEChHHiH]Ubuo]
XUGLNLbiZLeQfaFrXhEY
NUDFtaxyLFLWSCITQ
F2cezqsbvuaTRTPLOEZg
BTEKsOraFYrghxkISEWN
‘oxz00xnnhBEiHKCinzS.
20upVXDShORQBhPTOpF
togecotqrtuiositRaon
XSaCKUUGHRKGOGRVRC.
OUVYUKFXCKOHNHGEXTIN
VUaDSZNVCHKY FoAveZzH
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Exports: Confusing Names

Function nane
start
mbedtls_aes_crypt_ctr
mbedtls_ccn_encrypt_and_tag
mbedtls_gen_nit
mbedtls_chacha2o_init
rbedtls_rsa_private
nbedtls_ctr_drbg_self_test
mbedtls_ct_npi_uint (md 1_assign

nbedtls_mpi_shift_r
nbedtls_aria_crypt_ctr

target = lief.parse("mbedtls_self_test.armé4.elf") :::: ey :{aendl“_prouss
nostrip = lief.parse("mbedtls_self_test.nostrip.arm64.elf") rbedtls_aes_tnit

mbedtls_ct_rsaes_pkcs1_v1S_unpadding
mbedtls_shas12_update

A . . " " nbedtls_des3_set3key_enc
symbols = [s.name for s in non_striped.symbols if s.name.startswith("mbedtls_")] B e
nbedtls_cipher_setup
mbedtls_poly1305_self_test

for function in target.functions: :ﬁ:'ﬁ:&"’:}ﬂ
sym = random.choice(SYMBOLS) moedtls-con sethly

mbedtls_ctr_drbg_reseed_internal
nbedtls_aria_crypt_cfb128
rbedtls_bases_self_test
rbedtls_mpt_nul_int
mbedtls_des_fre
mbedtls_shas12_self_test
mbedtls_nist_ku_init
nbedtls_ct_base64_enc_char
nbedtls nd_

mbedtls_mpi_randon
mbedtls_ecp_group_free
mbedtls_ecp_gen_keypatr_base
nbedtls_chachapoly_init
nbedtls_mpi_lset
mbedtls_chachapoly_encrypt_and_tag
rbedtls_cipher_cnac_finish

rbedtls ecipake write round one

target.add_exported_function(function.address, sym)




Exports: Confusing Names

89fc bti

a0® mov
ae4 mov
a8 mov
aéc b

J

X29, #0

x30, #0

x0, sp {arg_e}
mbedtls_aes_crypt_ctr
oes not return }

Function nane
start.
mbedtls_aes_crypt_ctr
mbedtls_ccn_encrypt_and_tag
mbedtls_gen_nit
mbedtls_chacha2o_init
rbedtls_rsa_private
nbedtls_ctr_drbg_self_test
mbedtls_ct_npi_uint_cond_assign

mbedtls_mpt_shift_r
mbedtls_aria_crypt_ctr
nbedtls_asn1_get_len
mbedtls_internal_ripend160_process
rbedtls_aes_init
rbedtls_ct_rsaes_pkcs1_vis_unpadding
mbedtls_shas12_update
nbedtls_des3_set3key_enc
mbedtls_aria_crypt_ech
nbedtls_cipher_setup
rbedtls_poly1305_self_test
mbedtls_camellia_crypt_ech
mbedtls_mpt_fillrandon
mbedtls_ccn_setkey
mbedtls_ctr_drbg_reseed_internal
mbedtls_aria_crypt_cfb128

nbedtls_ct_base64_enc_char
nbedtls_nd
mbedtls_npt_randon
mbedtls_ecp_group_free
mbedtls_ecp_gen_keypatr_base
nbedtls_chachapoly_init
nbedtls_mpi_lset
mbedtls_chachapoly_encrypt_and_tag
tnish

rbedtls_cipher_cnac_f
rbedtls ecipake write round one




Symbols

Create Exports

Fake Names

from
libc.so

F

Fake Names

1



Exports: 1libc symbols

target = lief.parse("mbedtls_self_test.arm6s.elf")

libc = lief.parse("aarch64-linux-android/23/libc.so")
libc_symbols = {s.name for s in libc.exported_symbols}
libc_symbols -= {s.name for s in target.imported_symbols}

for function in target.functions:
sym = random.choice(libc_symbols)
libc_symbols.remove(sym)

export = target.add_exported_function(function.address, sym)

export.binding = lief.ELF.SYMBOL_BINDINGS.GNU_UNIQUE
export.visibility = lief.ELF.SYMBOL_VISIBILITY.INTERNAL

Function nane
start

setpriority
iswblank
getnetbynane
isnanf
res_init
splice

tzset

sched_setaffinity

wesncpy.

__systen_property_find_nth
n

getnaneinfo
fuscanf
flockfile
strtok
ns_sanenane
inet_aton

putc_unlocked
pthread_rwlockattr_setpshared
siguaitinfo

dprintf
execvpe
streok_r
ns_nane_pton
open




Exports: 1libc symbols

Function nane

[— e |

sched_setaffinity
wes

ncpy
__systen_property_find_nth
weslen

getnaneinfo

j fuscanf
flockfile

streok

EXPORT nbedtls_aes_crypt_ech
rbedtls_aes_crypt_ech

var_so= o
i _unwind {
7 x29, ¥30, [P, 8-0x10+var_so]t
x29, 5P

w,'n

Toc_19378

X1

x2, x
mbedtls_inte nov x1, x2
Toc_19384 x2, X3
mbedtls_internal_aes_decrypt

wo, wzr
29, x30, [spevar_so], %0

at 19358




Exports: 1libc symbols

EXPORT nbedtls_aes_crypt_ech
rbedtls_aes_crypt_ech

var_so= o

__unwind {
1 x29, ¥30, [P, 8-0x10+var_so]t
x29, 5P

X, x2

x, xa
mbedtls_internal_aes_decrypt

wo, wzr
X259, x30, [spevar_sol,

at 19358

; Attribute -based frame
inet_aton

var_so= 0

; _unwind {
STP

X29, x30, [SP,#-0x10+var_so]!
x29, sP

w1, #1

loc_1A378

loc_1A384
MoV
LoP

14



Symbols

Create Exports

Fake Names

from
libc.so

F

Fake Names

Unalign

Addresses
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Exports: Unaligned Functions

address = function.address
address += random.randint(16, 32)
address -= address % 4

export = target.add_exported_function(address, sym)

The idea is to create exports with
unaligned functions

16
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Symbols

[0x0001909c]> pdb

28: (int64_t
rg: 3 (vars 0, args 3)
bp: @ (vars 0, args 0)
sp: 21 (vars 13, args 8)
0x0001909c
0x000190a0
0x000190a4
0x000190a8
0x000190ac
0x000190b0
0x000190b4
[0x0001909c]> |

argl, int64_t arg2, int64_t arg3,

fd7bbaa9
fc6folag
fa6702a9
f85f03a9
f65704a9
f44fo5a9
fde30091

x29,
x28,
x26,
X24,
x22,
x20,
mov x29,

x30,
x27,
x25,
x23,
x21,
x19,
sp

[sp,
[sp,
[sp,
[sp,
[sp,
[sp,

int64_t arg_10h, int64_t arg_20h, int64_t arg_30h, int64_t

-0x60]!
0x10]
0x20]
0x30]
0x40]
0x50]

19
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Sections

Parsing an ELF binary from sections is
error-prone.

20



Sections

SWAP_LIST = [
(" rela dyn", ".data.rel.ro"),
(" ".data"),
(" ".text"),
(".preinit_array", ".bss"),

for (lhs_name, rhs_name) in SWAP_LIST:

#

lhs

lhs.

#

lhs.
lhs.
lhs.

offset
size
name

.type
virtual_address

= rhs.
= rhs.
= rhs.

.type
= rhs.

= rhs

offset
size
name

virtual_address

avo1"1d

avo1"Ld

JIWVNAG™ Ld

.data.rel.ro

/

/ AY

.dynamic

avol 1d

Al






Sections




Sections

The Mach-0 format and dyld enforce a
stricter layout for sections.

TEXT

DATA

2%



Sections

__text

DELTA = 0x100

__text.size -= DELTA
__stubs.offset -= DELTA
__stubs.virtual_address -= DELTA
__stubs.size += DELTA

target.get_section("__text")
__stubs = target.get_section("__stubs")

__TEXT

__DATA

__la_symbol_ptr

__objc_const

__objc_selrefs




Sections

unds for length 30
a.lang.. A«na,!udn\ulmﬁuu ndsException: Tndex t of bounds for length 30
dra.app.util.opinion. d(MachoLoader.

<ce close

upportLoader. java:347)

pportLoader. Java:a1)
at ghidra.plugin ‘,\d\u" TanbdasakCa tha P
at ghidra.util. task. Task8ui w—»sn KBuilderTask. run(TaskBuilder.
at ghidra.util

java:134)

pdasstartTaskThre

oncurrent . ThreadPool Executor. runiorker(ThreadPool Executor. java: 1136)

java.base/jav oncurrent . ThreadpoolExec storflorker.r n(ThreadPool Executor . java:635)
java.base/3ava. lang.Th 8:

Caused by: java.lang ArrayIndexout0fBoundsExcention

Index 30 out
2t ghidra.app.util.opinion.HachoProgranBu u.p'
at ghid :

s for length 30
ssIndirectSymbols(MachoProgranguilde

8uild Da 2 €07
Gnidra Version

18-openjdk

__DATA

__TEXT

26



Sections

; int __cdecl main(int argc, const char *rargv, const char *xenvp)
EXPORT _main

_main

var_10= -0

SUB SP, SP, #Ox40

STP X29, X30, [SP,#0x40+var_10]

__TEXT

__DATA

__text

__stubs

27



Sections

TEXT

DATA

28



Specific Transformations




Mach-0: LC_FUNCTION_STARTS

The LC_FUNCTION_STARTS is a Mach-O command
that embeds a list of functions.

Similarly to unaligned exports, we can unalign
these functions

sub_43a30

sub_453c

sub_4554

sub_4560

sub_456¢

sub_4598

sub_45b4

sub_45c0

sub_460c

LC_FUNCTION_STARTS

A

29



Mach-0: LC_FUNCTION_STARTS

functions = [addr for addr in LC_FUNCTION_STARTS.functions]

for idx, _ in enumerate(functions):
if idx % 2 = 0:
functions[idx] += 4 % 7
else:
functions[idx] -= 4 % 7

LC_FUNCTION_STARTS.functions = functions

sub_43a30

sub_453c

sub_4554

sub_4560

sub_456¢

sub_4598

sub_45b4

sub_45c0

sub_460c

LC_FUNCTION_STARTS

A

30



Mach-0: LC_FUNCTION_STARTS

04878
)

X29, X30, [SP,#-0+10svar_solt

X29, X30, [SP+var_so],#0+10
sub_10000E070

sub_100000A30

x29, x30, [sPavar_so], #0x10

31



Mach-0: LC_FUNCTION_STARTS

04878
°
X29, X30, [SP,#-0+10svar_solt

X29, SP
s,

, el
w8, loc_100004B90

X29, X30, [sPsvar_so],#0+10
sub_10000£070 loc_100004890
BL sub_100000A30

X29, X30, [SP+var_sol,#0x10

X29, X30, [sP,#-0x10+var_so]t
X29, P
ws, [x2]

32



Mach-0: LC_FUNCTION_STARTS

B



Mach-0: LC_FUNCTION_STARTS

100004b38 5f00636b cmp w2, W3
100004b3c 31016054  b.ne

100004b40 42016034 cbz w2, OX100004b68

100004b4s 8036222 mov W8, w2

100004b48 69004039 ldrb w9, [xe]

100004b4c 22004039 ldrb w16, [x1]

100004b50 3f010a6b cmp W9, Wie

100004b54 1000054 b.ne  6x100004b76

100004b58 60046091 add X8, X0, #oX1

100004bSc 21040091 add X1, x1, #0X1

100004b60 6805001  subs

100004b64 21Ffff54  b.ne

100004b68 60008052 mov W, #0

100004b6c  c0035fd6  Tet

100004b70 60008012 mov WO, HOXFEFFFFFF {OXFFFFFFFF}

100004b74 c0035fd6  Tet

100004b78 fd7bbfag  stp x29, x30, [sp, #-0x10]! {__saved x29} {__saved_x30}
100004b7c fd030091 mov  x29, sp {__saved_x29}

100004b80 48004039 ldrb w8, [x2]

100004b88 fd7bc1as ldp  x29, x30, [sp], #ox10 {__saved_x29} {__saved_x30}
100004b8c 39256014 b 5ub_10000€670

100004b90 38230094 bl sub_10000da30

100004b94 60008052 mov  wo,

100004b98 fd7bc1as ldp  x29, x398, [sp], #ex16 {__saved_x29} {__saved_x3
100004b9c  c0035fd6  Tet

100004ba0 8002f837 tbnz  we, #OX1f, ©x160004bfE

100004ba4 4803006  adrp X8, 0X10006f000

100004ba8 6925439 ldr , [x8, #ex648] {data_10006f648}

100004bac 22553516 adr  x19, 6x10006f650

100004bbe  1f2003d5  nop

100004bb4 890160b4 cbz X9, Ox100084bes

34



Mach-0: LC_FUNCTION_STARTS

100004b50  3f010a6b
100004b54 1000054

100004b58 00040091
100004bSC 21040091
100004b66 080500F1
100004b64 21FFFF54

100004b68 00008052
100004b6c  C0035Fd6

100004b70 00008012
100004b74 C0035Fd6

cmp
b.ne

add
add

subs
b.ne

mov
ret

mov
ret

w9, wie
0x100004b70
X0, x0, #0x1
X1, x1, #6x1
X8, X8, #0x1
0x100004b48

wo, #0

wo, HOXFFFFFFff {OxFFFFFFFF}

100004b78
100004b88 48 00 40 39

100004b84  int64_t sub_

160

004b84(int32_t+ argl, int32_t arg2, chars arg3, int32_t

10¢

4b84 68000034

100004b88 fd7bc1as
100004b8c 39250014

100004b90 28230094
{ Falls through into s

cbz

dp
b

bL

w8, 8x100004b99

x29, x30, [sp], #ex1e {args} {arge}
sub_10000e676

sub_10000da3e {sub_100004b94}

ub_100004b94 }

100004b94 int64_t sub_100004b94(int64_t argl)

100004b94 00008052
100004b98  fd7bc1as
100004b9c  C0035Fd6

100084bae 80 02 f8 37

mov
dp
et

wo, #0
x29, x30, [spl, #ox10 {arg1} {arg_s}

100004ba4 int64_t sub_100004bas(int32_t argl)

100004b38 5f00036b cmp w2, W3
100004b3c 21010854 b.ne  ©x100004b70

100004b46 42010034 cbz w2, 6x100004b68

100004b4s €803022a MmOV w8, w2

100004b48 09004039 ldrb w9, [xe]

100004b4c 22004639  ldrb  wie, [x1]

100004b50  3fo10a6b cmp w9, wie

100004b54 1000054 b.ne  6x100004b76

100004b58 00040691  add T D 8

100004b5c 21040091  add

100004b66 080560f1  subs

100004bes 2¢rrse hine  oxicoobinis

100004b68 00008052 mov  we, #o

100004b6c  c0035fd6  Tet

100004b76 00008012 mov W, HOXFFFFFFFF {OXFEFFFFFF}

100004b74 C0035fd6 et

100004b78 int64_t sub_108004b78(int32_ts argl, int32_t arg2, chars arg3)
100004b78 fd7bbfas  stp x29, x30, [sp, #-0x10]! {__saved_x29} {__saved_x3e}
100004b7c  £d030091  mov x29, sp {__saved_x29}

100004b80 48064639 ldrb w8, [x2]

100004b84 63000034 bz W8, OX100004b98

100004b88 fd7bcias  \dp  x29, x30, [spl, #ex1e {__saved_x29} {__saved_x30}
100004b8c 39256014 b 5ub_10000€670

100004590 28230894 bl sub_10000da30

100004b94 60008052 mov W, #0

100004b98 fd7bcias  ldp  x29, x38, [spl, #ex1e {__saved x29} {__saved_x30}
100004b9c  C0035fd6  ret

100004ba0 int64_t sub_100004ba0(int32_t argl)

100004ba0 80027837 tbnz  we, 4OXIf, 6X100004bfO

100004bas 4803060  adrp X8, 6x16006f600

100004ba8 6925439 ldr  x9, [x8, #0x648] {data_10006f648}

100004bac 22553510 adr X109, 6x10006f650

100004bb6  1f2003d5  nop

100004bb4 890108b4 cbz X9, 6X100004bes

100004bas 48030070
100004ba8 0925439
100004bac 22553516
100004bbe  1f2003d5
100004bb4  890100b4

100004bb8  0b0980d2
100004bbc  4c796bb8

100004bco  9F01006b
100004bc4 60010054

adrp 8, 6x160867608

dr
adr
nop
cbz

mov
dr

cmp
b.eq

x9, [x8, #0x648] {data_10006F64s}
X160, 0x10006f650

X9, 0x100004bes
x11, #o
wi2, [x10, x11, sl #ex2]

w12, we
6X100004bf0

35



Mach-0: LC_FUNCTION_STARTS

[0x100004b50]> pd 20
0%100004b50 3f010a6b cmp w9, w10
0x100004b54 21000054 b.ne 0x100004b70
0x100004b58 00040091 add x0, x0, 1
0x100004b5¢ 21040091 add x1, x1, 1
0%100004b60 0805001 subs x8, x8, 1
0x100004b64 21 54 b.ne 0x100004b48
0x100004b68 00008052 mov w0, 0
0%100004b6C €00357d6
0x100004b70 00008012 mov wo, -1
0x100004b74 €0035fd6
12: (int64_t argl, int64_t arg2, int64_t arg3);
; arg inté ar
i arg int64_t arg2 @ xi
; arg inté rg3 @ x2
i var int64_t var_10h @ sp+0x@
; var intéh_ —10h_2 @ sp+0x8
0x100004b78 fd7bbfa9 x29, x30, [var_10h]!
0x100004b7c £d030091 mov x29, sp
0x100004b80 48004039 ldrb w8, [x2]
16: (int64_t argl, int64_t arg2, int64_t arg3);
; arg inio argl @ xo0
i arg int64_t arg2 @ x1
; arg inté rg3 @ x2
; var inté4_t var_10h @ sp+0x60
; var inté ar_20h @ sp+0x70
i var int64_t var_30h @ sp+0x80
i var inté ar_40h @ sp+0x90
< 0x100004b84 68000034 cbz w8, 0x100004b90
F 0x100004b88 fd7bcla8 x29, x30, [spl, 0x10
< 0x100004b8c 39250014 b fcn.10000e070
ﬁ> 0x100004b90 a8230094 bl fcn.10000da30
12:
0x100004b94 00008052 mov wo, 0
0x100004b98 fd7bc1as x29, x30, [spl, 0x10
0x100004b9¢ 0035fd6
[0x100004b50]> ||
romaini:5.7.0%

0.42 0.58 0.34 06:22

36



ELF: .dynsym

Counting the number of dynamic symbols in an ELF binary is
somehow complicated ...

000
00
.00

37



ELF:

.dynsym

- Easy & Dirty: .dynsym section

- Harder & Reliable: DT_GNU_HASH / DT_HASH

38



ELF: .dynsym

dynsym = target.get_section(".dynsym").as_frame()
sizeof = dynsym.entry_size

osize = dynsym.size

nsyms osize / sizeof

dynsym.size = sizeof * min(3, nsyms)



ELF:

.dynsym




ELF:

.dynsym
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ELF:

.dynsym
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Conclusion




Conclusion

- Executable file formats modifications (still) have an impact on all the reverse
engineering tools.

- This is a topic that is less explored than regular obfuscation.
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- = less covered by recovering scripts and papers.
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Conclusion

- Executable file formats modifications (still) have an impact on all the reverse
engineering tools.

- This is a topic that is less explored than regular obfuscation.

- = less covered by recovering scripts and papers.

- Can be used in pair with classical obfuscation.
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Thank you for your attention

¢ https://github.com/romainthomas/the-poor-mans-obfuscator

& https://www.romainthomas.fr/publication
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Thank you for your attention

¢ https://github.com/romainthomas/the-poor-mans-obfuscator

& https://www.romainthomas.fr/publication

Questions?
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