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Goals :

Parse multiple artifacts type via plugins
Virtually ‘Extract’ data (file) and metadata

Stack plugins (ex: partition / filesystem / file
metadata)

Access of data and metadata in an homogenous
way

Ability to search and filter data & metadata

Export info to JSON (or other common format)

Safe :

- RUST
Fast:
- Multithread
- I0 bound
Easily integrable :
- Library easily integrable into multiple project
- Easy to build
- Use and wrap other RUST forensics crate
Multiplatform:
- Linux

- Windows

- Macos X




TAP : Architecture
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TAP : Plugins
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Bin2Json
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Bin2)son

Input:
- File (disk dump, mft, registry, ...)
Directory (Collection of artefacts)
Config file
Output:
- JSON file

Processing:

- Load input files

Detect file type with magic
Launch the relevant plugin

Recurse

Extract all metadata




Bin2)json : Demo

DEMO




TAP-Query

TAP-Query
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TAP-Query

Goals:

- Search engine for TAP

- List nodes matching query

- Match attributes : wildcard, regexp, fuzzy

- Match file data content : binary, regexp, UTF-8, UTF-16
- Operator (and, or, not)

- Multithreaded search

- Timeline

—



TAP-Query : Architecture
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TAP-Query : Syntax & examples

Syntax:
Expression: Examples :
name
attribute.name
attribute:'attribute_name'
data

- Attribute named data : "attribute.name =='data"

- Name 'image1.jpg' : "name == "'image1.jpg"

- Name with extension .jpg or .tiff using regexp : "name == r'([Ms]+(\.(?i)(jpg | tiff))$)""

- Name with extension .jpg using wildcard : "name == w'*.jpg"

Expression type: - Name §tarting by.image and with an ynderscgre using Wildcard.: "w'image?_*.jpg":
(u) : fixed -Name image1 or image2 : "name =='image1.jpg' or name == w'image2*""

- Attribute named exif : "attribute.name == "exif""

r:regex
W W?Idcgrd - Attribute named exif.primary.model : "attribute.name == "exif.primary.model""
£ .fuzzy - Attribute named exif. anything .model : "attribute.name == w'exif.*.model™

- Attribute with any name contain a value that match 'powershell' : "attribute:w'*' == w'*powershell*"

- Attribute 'evtx.event.eventdata.imagepath' contain a value that match 'powershell' :
attribute:'evtx.event.eventdata.imagepath' == w'*powershell*"

- Attribute starting with evtx.event contain a value that match 'powershell' : "attribute:w'evtx.event*' == w'*powershell*"

Data Expression type:
r:regex/ binary

t:text
- File binary or text data containing ascii character 'hello' : "data == 'hello"
Operator: - File binary data contain ELF signature : "data == "\X7F\x45\x4C\x46"
and - Find text string inside UTF-8 or UTF-16 text file : "data == t'vikpa""
and not

or




TAPIR




Goals:

- Interact with the TAP library

- Client, Server (local, network, cloud)
- Server side processing

- REST API

- Multi-User

Portable :

- One binary for frontend + backend

- Static binary

Interfaces:

- Command line

- Web UI
Fast:

- Async
Secure:

- API Key

- SSL

Multiplatform (Server + Client):
- Linux

- Windows

- Macos X



TAPIR : Architecture
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TAPIR : REST API

Node & Attributes :

* upload : POST /api/upload?<name>

* root : GET /api/root

* node : POST /api/node

* nodes : POST /api/nodes

* node_by path : GET /api/root/<path..>
* path : POST /api/path

* parent_id : POST /api/parent_id

 attribute : POST /api/attribute
* read : POST /api/read

* download : POST /api/download
* download_id : GET /api/download_id?<apikey>&<node_id>

Plugins & Tasks:

plugins : GET /api/plugins

plugin : GET /api/plugin/<plugin_name>
run: POST /api/run

schedule : POST /api/schedule

join : POST /api/join

task : POST /api/task?<task_id>

tasks : POST /api/tasks

scan : POST /api/scan

task_count : POST /api/task_count

Query & Timeline :

query : POST /api/query

timeline : POST /api/timeline




TAPYR




* Python libray
* Binding for tapyr (Using REST API)

* Connect to a local or distant server
* Usefull for creating tool
* Usefull for live scripting

* Generate python object from REST API

ﬁ



TAPyR-Cmd

* Use TaPYR

* Unix-like shell cmd

* Distant or local (host ip & key in env var.)

* Each cmd are a small python script

* Output can be piped (to JQ, other tapyr cmd, unix cmd)

* Some command have bash auto-completion

ﬂ



TAPyR-Cmd

Plugins & Tasks :

Node & Attributes : .

* plugins : list all available plugins on the server

plugin : list plugin argument

* scan: detect file type and launch plugin automatically
* Is:listfiles / directories - ps: display list of tasks

* attr:show and add attribute  psstat : display summary of tasks

* cat :output file contant to stdout

« download : download a file Query & Timeline :

* upload : upload file to server for analysis
* timeline : generate a json or csv timeline

* shell : run python shell for scripting

* find : list files using query

* extract: find and download files




TAPYR-Cmd : Demo




TAPIR-Frontend

TAPIR-Frontend

ﬂ



TAPIR-Frontend : Architecture

Java Script (node / React / Antd)

Multiple Window / Multi Screen
JS Binding via the REST API

Integrated directly into TAPIR binary
SSL + API Key

ﬂ



TAPIR-Fronted : Browser

Browse nodes :
- Files
Directories
Registry

Evtx

& Browser

€ A /root/cfreds_2015.dd/partition_2/ntfs/root/Users/informant/Desktop/Download

Download

Download files (zip with password)
Sort & filter column by attributes
Copy selected attributes

Export attributes as CSV & JSON

Run plugins

Selection >

Bicsv
B JSON Al

i zip




TAPIR-Fronted : Tasks

Display & filter tasks

Display plugin result error




TAPIR-Frontend : Viewer

ompressed files

Viewing the Results of an Erasure..
Eraser Settings i /
Shell Integration g Wi {4 NATION LETTER

\earch 25,2015

r Mr. Manager,

stive today. Thank you for your guidance and support while working as your Development Manager.

ears | spent with your organization. | wish you continued success.
Sincerely,

laman Informant




TAPIR-Frontend : Search

Enter query directly

Use query editor to create complex query

= EN
+ Add expression

=3 -




TAPIR-Frontend : Timeline

Select timeframe

Select columns and export timeline to CSV or JSON

& Browser | | Q Search | @ Timeline | = Task &% Plugins
Timeline finished ! Found : 448312 results
© Timeline

2014-06-14 18:03:24 2020-09-02 18:04:33




TAPIR-Frontend : DEMO

DEMO




Download & contribute

* Documentation : https://tap-ir.github.io
* Github : https://github.com/tap-ir

* Twitter : @arxsys

* Discord :https://discord.gg/C8UdFG6K

Contributor are welcome! ﬂ
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