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Context

 Root access on a Linux IoT
 No python
 armhf7

 On the server LAN (with domain controllers)
 End of the assessment



  

Idea 1 - compile Python

 Cross-compilation seems painful
 Basic compilation failed multiple times on a Debian armhf7

 Responder has dependencies



  

Idea 2 - compile Responder

 Pyinstaller 
 Not able to cross compile for amrhf7
 Compilation provides a dynamic binary

 Lets try on a “normal” Linux

 Prerequisite
apt install python3-netifaces
pip install pyinstaller



  

Idea 2 – First attempt

 $ pyinstaller --onefile Responder.py



  

Idea 2 – First attempt

 Error came from settings.py
config.read(os.path.join(self.ResponderPATH, 
'Responder.conf'))



  

Idea 2 – First attempt



  

Idea 2 – Second attempt

 $ pyinstaller --onefile Responder.py --add-data 
'Responder.conf:.' 



  

Idea 2 – Second attempt



  

Idea 2 – Second attempt

 These tips are also useful for Responder for Windows 
compilation ;)



  

Idea 2 – Second attempt

 Could we add ./certs to the binary? 
 No sure the target has OpenSSL
$ bash certs/gen-self-signed-cert.sh
$ pyinstaller --add-data 'Responder.conf:.' --
add-data 'certs:certs' --onefile Responder.py
 Be careful, the binary will always use the same 
CERT for all your assessments



  

Idea 2 – Now compile with qemu

 https://willhaley.com/blog/debian-arm-qemu/
 The binary requires a recent libC

 Try to LD_PRELOAD the .so files
 Issue:  Responder drops libpython3.9.so which depends on others 

libs

https://willhaley.com/blog/debian-arm-qemu/


  

Idea 2 – Now compile with qemu

 Temporary solution: get an old ARM in your basement
 New issue: last PyInstaller vesion is not compatible with old 

Python 3 versions

Python 3.4 => pip install pyinstaller==3.5
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https://www.linkedin.com/company/synacktiv
https://twitter.com/synacktiv

Publications: https://synacktiv.com

https://www.linkedin.com/company/synacktiv
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https://synacktiv.com/
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