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NTLM decryption?

« NTLMisfirstly an authentication protocol

o 0Old one, obsolete, many security flaws |gd don't use it! (but you know, people still do...)

- Butalso:
“The process of authentication establishes a shared context between the two involved
parties; this includes a shared session key, used for subsequent signing and sealing
operations.”

« “Signing”is... signing &
. “Sealing”is a fancy word for “encryption” &

2 Source: https://davenport.sourceforge.net/ntIm.html @tenable



NTLM decryption?

«¢) If you know the user’s password...
you can obtain the shared session key...

you can decrypt the traffic!
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In Wireshark &

-
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Y &

‘ create two tasks then enum RPC_C_AUTHN_LEVEL_PKT_PRIVACY.pcapng - O X

File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

AmZ® RERec=F oEEaaan
Decrypted stub data Sequence Data |
49154 » 41722 [ACK] Seq=285 Ack=497 Win=64248 Len=0 F|rst Ca” ‘I-‘
49154 » 41722 [ACK] Seq=285 Ack=1957 Win=64240 Len=0
49154 » 41722 [ACK] Seq=285 Ack=3397 Win=64248 Len=0 :
41722 - 49154 [ACK] Seq=3397 Ack=397 Win=63956 Len=0 i
amama  aaman A~ mmm A b e e TN - ‘V
< >
> Frame 25: 2954 bytes on wire (23632 bits), 2954 bytes captured (23632 bits) on interface ethe, id @ A || 2228 ~
> Ethernet II, Src: VMware_08:66:01 (00:0c:29:08:66:01), Dst: VMware_f3:9b:97 (80:50:56:3:9b:97) eele
> Internet Protocol Version 4, Src: 192.168.80.128 (192.168.80.128), Dst: 192.168.42.2 (192.168.42.2) oase
> Transmission Control Protocol, Src Port: 41722 (41722), Dst Port: 49154 (49154), Seq: 497, Ack: 285, | mg
Vv Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Request, Fragment: Single, FraglLel 2050
Version: 5 2060
Version (minor): @ 2070 6
Packet type: Request (@) 2030 36 2
> Packet Flags: @x@3 2090 73 k-
> Data Representation: 10000000 (Order: Little-endian, Char: ASCII, Float: IEEE) 60ad 6f i
Frag Length: 2908 z?g ég : t d d t
Auth Length: 16 S 63 NE, EGF)J/p ’e. ata
Call IDf 2 00e0 69 e o d t
Alloc hint: 2852 eefe 2e er L§ G@F!’lee §
Context ID: @ 2100 F
Opnum: 1 el1e 32 34 /-0 (q’ieadable))
Response in frame: 28 e12e 6d /~t-a g 4
Encrypted stub data: db2614835d7c@be@elf1462d61eef3a8d463f4c406758d15588echbdcfcc28efdfe3bad3sb.. 0130 22 © <
v Auth Info: NTLMSSP, Packet privacy, AuthContextId(79231) gi:g ;’g \ Z
Auth type: NTLMSSP (1@) 2160 65 o
Auth level: Packet privacy (6) 2170 67
Auth pad len: @ 9180 20
Auth Rsrvd: @ 2190 72
Auth Context ID: 79231 2la@ 72
v NTLMSSP Verifier v || @1be 30 v
< > Frame (2954 bytes) Decrypted NTLMSSP Verifier (12 bytes) Decrypted data (2852 bytes) Decrypted stub data (2852 bytes)

O 7 qeate two tasks then enum RPC_C_AUTHN_LEVEL_PKT_PRIVACY.pcapng || Packets: 41 - Displayed: 26 (63.4%) || Profile: Defaut




In Wireshark 62

‘ create two tasks then enum RPC_C_AUTHN_LEVEL_PKT_PRIVACY.pcapng - [m] X

File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

Am g IERERe=2=ZF 8 QQQH
(A1
Decrypted stub data Sequence Data

49154 » 41722 [ACK] Seq=285 Ack=497 Win=6424@ Len=0

49154 » 41722 [ACK] Seq=285 Ack=1957 Win=64240 Len=0
49154 » 41722 [ACK] Seq=285 Ack=3397 Win=64240 Len=0

41722 > 49154 [ACK] Seq=3397 Ack=397 Win=63956 Len=0 = .y L
Secondicall v

~
v

> Frame 3@: 2954 bytes on wire (23632 bits), 2954 bytes captured (23632 bits) on interface eth®, id @ A || 2222 23 a6 60 fe 80 c5 b3 8f ©@a c7 4d el d5 6d @6 5b A~
> Ethernet II, Src: VMware_08:66:01 (00:0c:29:08:66:01), Dst: VMware_f3:9b:97 (00:50:56:f3:9b:97) 2016 98 b7 91 al 69 f2 9c @5 a3 f1 7a dd 35 c2 83 @0
> Internet Protocol Version 4, Src: 192.168.80.128 (192.168.80.128), Dst: 192.168.42.2 (192.168.42.2) gggg ;g z; ‘;: :g i; jl a: I; 3‘; ig :i :ﬁ 87 ;g ﬁ :3
: : e e ae
> H H H H
2 Transmission Control Protocol, Src Port: 41722 (41722), Dst Port: 49154 (49154), Seq: 3397, Ack: 397, 9046 d7 ee 71 eb b5 df €2 a0 48 c9 F6 F0 47 63 62 d8

Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Request, Fragment: Single, Fraglel 0050 d8 a7 23 26 20 f5 9a e9 4d a8 e3 8f ad e3 4d 30

Version:no: 9960 63 2e f2 95 94 26 ea 29 87 29 Oc d1 07 cl 02 54
Version (minor): @ 9970 ce e3 cc 73 8f @4 58 29 ef 52 13 af bc e4 54 67
Packet type: Request (@) 0038 47 dd a7 96 c9 46 53 cc 51 72 4e 2c 41 13 &d 81

> Packet Flags: ox@3 2092 8c 5 36 59 cd 28 @4 90 62 S5b b5 4a f9 3e la 27 3>

> Data Representation: 10000000 (Order: Little-endian, Char: ASCII, Float: IEEE) @222 a6 db 6b 29 22 31 e2 23 99 @5 la 18 3e 02 b9 99 D i
Frag Length: 2900 96b@ 52 ac 3d b5 ae 11 83 6a be f6 f2 b7 25 f9 ee 64 jo-o--%-d
bl e 00ce 8b cf 2c af 57 c8 a5 2f 87 33 5f a0 23 1c dd @5 -, -W--/ ‘3_-#--
gth Lengehs 90d2 95 d9 8d c2 ce 39 6c ec 02 43 ce d@ ef 62 f8 f6 -~ 91- C--b--
Call 1023 0920 eb 33 74 @9 e4 62 d3 72 bc 42 ed 6b 6 76 fb @9 -3t--b-r B-k-v-- Decﬁypted data
Alloc hint: 2852 090 15 30 56 4e 7 £3 ce 12 7b c4 50 67 89 97 59 2e  -@VN---- {-Yg--V. miinade JIASSAT S
Context ID: @ 0102 bc 2f f8 b9 f6 82 eb cd @1 fb 32 60 eb d9 b8 c1 /- - - 992" 0000 1
Opnum: 1 2110 a9 2f 51 ce 31 65 b@ 88 @b ec 43 @8 ad 25 fa 7b -/Q'1le-: --C--%-{ 'S gaﬁbage
Response. in frame: 33 0120 a8 92 fd 4c b6 7e ce 6f 7c c5 c8 Ff 57 el 3a dl - Li~: i PP
Encrypted stub data: 79f59f919a13498ae337d27@5b7e4fd17b8043d1268cd3d484714a8c764e33d4be166F4c. 0130 93 25 d2 9f 36 97 b5 53 22 7 €b 8d 18 94 fa af

0142 dc 54 97 81 56 @@ 14 85 e6 7f ce 4 23 83 64 14
9152 be f2 aa bf e7 81 33 fe 8f @4 d2 ff e7 44 25 7
2160 af 3c 4f e9 51 34 7b 74 b9 45 de a2 ab S5b 49 7b

Vv Auth Info: NTLMSSP, Packet privacy, AuthContextId(79231)
Auth type: NTLMSSP (10)

Auth level: Packet privacy (6) 9170 @d Se 18 98 e7 00 c@ 46 81 b3 a2 22 ce 10 fb 10
Auth pad len: @ 0186 35 86 3c 43 7e fe 14 83 9b 52 8a 6f 04 e0 8f 0a
Auth Rsrvd: @ 9192 1a 9c 9d 12 79 fd 47 @d 76 52 52 3f 68 94 1f 6e
Auth Context ID: 79231 2120 99 59 7e ef 6@ 36 86 3b 8b 2a 62 @9 db f8 8b dS
v NTLMSSP Verifier % 21b@ 35 87 @9 80 3a 37 fd 34 9c Se ec ef 5f 12 @5 b6 R A SRR v
< > Frame (2954bytes)  Decrypted NTLMSSP Verifier (12bytes)  Decrypted data (2852bytes) ~ Decrypted stub data (2852 bytes)

(O 7 ceate two tasks then enum RPC_C_AUTHN_LEVEL_PKT_PRIVACY.pcapng

|| Packets: 41 - Displayed: 26 (63.4%) || Profile: Defauit
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Wireshark Foundation

In Wireshark &<

wireshark > Issues > #19000

Issue created 2 months ago by -&1 Clément Notin ~ Contributor Edit = Reopen issue

NTLMSSP decryption works only for the first RPC call then fails for the
others following

Summary

| observed that during a DCE/RPC exchange, the NTLMSSP decryption feature works well for the first RPC call (request & response are properly
decrypted), but then it fails for all the following calls (decrypted data is garbage).

This is a bug that | initially discovered when working on my SharkFest EU 22 talk, you can see it live:

I'm currently investigating the issue, but I'm reporting it already <&

Steps to reproduce

It can be reproduced using the following Python3 script, which uses the . It runs fine on a Linux system, against a Windows
target. Admin privileges on the remote Windows target are required.

from impacket.dcerpc.v5 import transport, rpcrt, epm, tsch
from impacket.dcerpc.v5.dtypes import NULL

Source: https://gitlab.com/wireshark/wireshark/-/issues/19000

Otenable
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BRUCE PERENS" OPEN SOURCE SERIES

IMPLEMENTING

CIFS

The Common Internet File System

NTLM,

! Brain Overflow Alert:

The next section describes the NTLMv2 algorithm. It's not really that difficult, but it can get
tedious--especially if your head is still swimming from the LM and NTLM algorithms. Jerry

Carter of the Samba Team warns that your brain may explode if you try to understand it all

the first time through. (Most veteran CIFS engineers have had this happen at least twice.)

You may want to skim through section 2.8.5 and possibly section 2.8.9, which describes
Message Authentication Codes (MACs). You can always come back and read them again
after you've iced your cranium.

Source: https://book.huihoo.com/implementing-cifs/SMB.html @tenable
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(¢ i davenport.sourceforge.net

The NTLM Authentication Protocol and Security Support Provider

Abstract

This article seeks to describe the NTLM authentication protocol and related security support provider functionality at an intermediate to advanced level of detail, suitable as a reference for implementors. It is hoped that this document will
evolve into a comprehensive description of NTLM; at this time there are omissions, both in the author's kno\\ledge and in his documemanon and almost certainly inaccuracies. However, this document should at least be able to provide a
solid foundation for further research. The information presented herein was used as the basis for the i
on independent research by the author and analysis of functionality implemented in the Samba software suite.

Contents

.

NTLM Terminology.
The NTLM Message Header Layout

o The NTLM Flags

o The Type 1 Message

o Type 1 Message Example
o The Type2 Messagg

o Type 2 Message Example

The Type 3 Message

NTL
NTLMSSP and SSPI

o Name Variations

o Responding to the Challenge
= The LM Response
= The NTLM Response
= The NTLMv2 Response
= The LMv2 Response
= The NTLMD? Session Response
= The Anonymous Response

o Type 3 Message Example

ersion 2

o Local Authentication
o Datagram Amhenncanon

The NTLMv?2 User Session Ke: Ke\

The NTLM2 Session Response User Session Key:
The Null User Session Key.
° The Lan Manager Session Key.

= Key Weakening
o Signing
o Sealing

. I\TL\IP Sessxon Secum\

Source: https: //davenpo

in the open-source jCIFS library, available at http:/jcifs.samba.org. This documentation is based

Otenable



NTLM<

"the same RC4 keystream is used for both signing and sealing[... ] An RC4 cipher
is initialized using the previously negotiated key. This is done once (before the first

signing operation), and the keystream is never reset."

Encryption

K—

Keystream |
Generator

Decryption

_| Keystream
Generator

g Source: https://davenport.sourceforge.net/ntIm.html

Otenable



NTLM O,

Encryption by client/server Decryption by Wireshark
EncryptMessage(reql, keystream) DecryptMessage(reql, keystream)
MakeSignature(reql, keystream) MakeSignature(reql, keystream)
EncryptMessage(req2, keystream) DecryptMessage(req2, keystream)
MakeSignature(req2, keystream) MakeSignature(req2, keystream)

Otenable



Wireshark bug ¥

Encryption by client/server Decryption by Wireshark

EncryptMessage(reql, keystream) DecryptMessage(reql, keystream)
MakeSignature(reql, keystream) MateSigraturefregils—ieystreamy)
EncryptMessage(req2, keystream) DecryptMessage(req2, keystream)

MakeSignature(req2, keystream) MaleSignraturefreg2s—ikeystreamy)

Otenable



fixed in v4.0.6 ntlmssp: fix decrypt error by decrypting verifier after payload

Merged Clément Notin requested to merge 2 months ago
backported to v3.6.14

Overview 6 Commits 1 Pipelines 1 Changes

Fix

As described in , the issue was that the DCERPC calls the underlying dissector (NTLMSSP in our case) first
to deal with the verifier dissect_auth_verf , then to deal with the payload decode_encrypted_data . The issue is that previously, the
NTLMSSP code to deal with the verifier also decrypted it. Actually it failed because it couldn't find the packet info which wasn't created

yet. Then the payload was decrypted, before going to the next request. The issue is that the verifier was never decrypted, and since the
same RC4 cipher is used without reset for all subsequent requests, the cipher is shifted and it doesn't decrypt properly anymore.

My suggestion here is to skip decrypting the verifier, just storing its encrypted value. Then when the payload decryption is called, decrypt
it, then call the function to finally decrypt the verifier. So the verifier is always decrypted after decrypting the payload, and before
decrypting the next payload from the next request.

I'm confident about that logic, but I'm not very confident with my code unfortunately B , also because | don't know all the Wireshark
concepts (the tree, the key, etc.) so please review it carefully . | managed to not touch the dcerpc code itself, nor any other
dissector, just NTLMSSP so the impact is minimal...

Of course | confirm that the decryption of the entire RPC exchange from the PCAP shared in now works great! g

&0 ®o

Merge request pipeline passed for

8~ Approved by §

Merged by 2 months ago

12 Source: https://gitlab.com/wireshark/wireshark/-/merge_requests/10474 ©tenable



M create_two_tasks_then_enum_RPC_C_AUTHN_LEVEL_PKT_PRIVACY_NTLMv2_password_clem.pcapng - a8 X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am e EIMREBRes=FT RS EaQaE

Length  SourcePort DestinationPort  Info

> Frame 1@: 2954 bytes on wire (23632 bits), 2954 bytes captured (2| 9966 67 15 ©0 00 13 ©0 00 00 ©0 00 00 00 13 00 00 00
> Ethernet II, Src: VMware_08:66:01 (00:0c:29:08:66:01), Dst: VMwar|| 9910 5c 0@ 66 ©0 69 00 72 60 73 @0 74 00 74 00 61 00
> Internet Protocol Version 4, Src: 192.168.806.128 (192.168.80.128) 9920 73 0@ 6b 00 6a 66 77 66 6c 00 76 00 6d 60 64 00
> Transmission Control Protocol, Src Port: 41722, Dst Port: 49154, || 9939 49 00 66 60 06 60 ab ab 65 05 060 06 60 00 00 60
> Distributed Computing Environment / Remote Procedure Call (DCE/RP 9646 65 @5 @@ 00 3c 00 3f 60 78 60 6d 60 6¢c 06 20 00

5 & & 0050 76 00 65 00 72 00 73 00 69 00 6f 00 6e 00 3d 00
> Microsoft Task Scheduler Service, SchRpcRegisterTask 0060 22 80 31 80 2c 60 30 00 22 08 20 80 65 60 Ge 00

0070 63 00 6T 00 64 00 69 @0 6e 00 67 ©0 3d 00 22 00
0080 55 00 54 00 46 00 2d @@ 31 00 36 ©0 22 @0 3f 00
0090 3e OO0 Pa 00 3c 00 54 00 61 00 73 ©0 6b 00 20 00
0020 76 @0 65 00 72 00 73 @@ 69 00 6f 00 6e 00 3d 00
©0bo 22 00 31 00 2e 00 32 00 22 00 20 00 78 00 6d 00
©0co 6c OO 6e 00 73 00 3d @0 22 ©0 68 00 74 Q0 74 00
©0do 70 00 3a 00 2f @0 2f @@ 73 00 63 00 68 00 65 00
9020 6d 00 61 00 73 OO 2e @0 6d ©0 69 ©0 63 QO 72 00

m-i-c-r-

0ofo 6f @0 73 00 6f 00 66 @0 74 00 2e 00 63 00 6T 00 it=ti=ci=o=
0160 6d @@ 2f 00 77 @0 69 @0 6e 00 64 00 6f 00 77 00 n-d-o-w-
9116 73 @0 2f 00 32 00 30 00 30 00 34 00 2f 00 30 00 0-4-/-0-
9126 32 @@ 2f 00 6d @0 69 @0 74 00 2f ©0 74 @0 61 00 it/

9136 73 00 6b 00 22 00 3e 00 ©a ©0 20 ©0 20 00 3c 00
9140 54 00 72 00 69 00 67 00 67 00 65 00 72 00 73 00
91560 3e 00 ©a 00 20 00 20 00 20 00 20 00 3c 00 43 00
9160 61 00 6C 0O 65 OO 6e OO 64 00 61 00 72 00 54 00
9176 72 00 69 00 67 00 67 60 65 00 72 00 3e 00 Qa 00
0150 20 00 20 00 20 00 20 00 20 00 20 00 3c 00 53 00
0190 74 00 61 00 72 00 74 00 42 00 6f 00 75 @0 6e 00

9120 64 00 61 00 72 00 79 00 3e 00 32 00 30 00 31 00 PpE2=0=1.
©1bo 35 @0 2d 00 30 00 37 @0 2d 00 31 00 35 00 54 00 z=1 =5
©1lco 32 00 30 00 3a 00 33 0 35 00 3a 00 31 00 33 00 GiEe1 =3
©1do 2e ©0 32 00 37 00 35 00 37 00 32 00 39 00 34 00 7=2=9=4=
910 3c @0 2f 00 53 00 74 @0 61 00 72 00 74 00 42 00 asn:t=B=

Frame (2954 bytes) Decrypted data (2852 bytes) Decrypted NTLMSSP Verifier (12 bytes) Decrypted stub data (2852 bytes)
|| selected Packet: 10 - Packets: 26 - Displayed: 9 (34.6%)

() 7 Distributed Computing Environment / Remote Procedure Call (DCE/RPC): Protocol || Profie: Default




M create_two_tasks_then_enum_RPC_C_AUTHN_LEVEL_PKT_PRIVACY_NTLMv2_password_clem.pcapng - a8 X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am e EIMREBRes=FT RS EaQaE

Length  SourcePort DestinationPort  Info

> Frame 15: 2954 bytes on wire (23632 bits), 2954 bytes captured (2| 9966 90 ©5 ©0 ©0 14 00 00 60 ©0 00 00 00 14 00 00 00

> Ethernet II, Src: VMware_08:66:01 (©0:0c:29:08:66:01), Dst: VMwar| 9919 5c 00 73 00 65 00 63 00 6f 00 6e 00 64 00 74 ©0 e
> Internet Protocol Version 4, Src: 192.168.80.128 (192.168.80.128) 9920 61 0@ 73 00 6b 66 6a 66 77 00 6c 00 70 60 6d 00 w-l-pm:
e

> Transmission Control Protocol, Src Port: 41722, Dst Port: 49154, || 9939 64 86 49 60 66 60 60 60 65 @5 80 60 60 60 60 60
> Distributed Computing Environment / Remote Procedure Call (DCE/RP 0040 65 @5 @0 00 3c 00 3f 6@ 78 00 6d 60 6c 00 20 60

5 & & 0050 76 00 65 00 72 00 73 00 69 00 6f 00 6e 00 3d 00
> Microsoft Task Scheduler Service, SchRpcRegisterTask 0060 22 80 31 00 2c 60 30 00 22 08 20 80 65 60 Ge 00

0070 63 00 6T 00 64 00 69 @0 6e 00 67 ©0 3d 00 22 00
0080 55 00 54 00 46 00 2d @@ 31 00 36 00 22 @0 3f 00
0090 3e OO0 Pa 00 3c 00 54 00 61 00 73 ©0 6b 00 20 00
0020 76 00 65 00 72 00 73 @@ 69 00 6f 00 6e 00 3d 00
©0bo 22 00 31 00 2e 00 32 00 22 00 20 00 78 00 6d 00
©0co 6c OO 6e 00 73 00 3d @0 22 ©0 68 00 74 Q0 74 00
©0do 70 00 3a 00 2f @0 2f @@ 73 00 63 00 68 @0 65 00
0020 6d 00 61 00 73 00 2e @0 6d ©0 69 ©0 63 00 72 00

m-i-c-r-

0ofo 6f @0 73 00 6f 00 66 @0 74 00 2e 00 63 00 6T 00 it=ti=ci=o=
0160 6d @@ 2f 00 77 @0 69 @0 6e 00 64 00 6f 00 77 00 n-d-o-w-
9116 73 @0 2f 00 32 00 30 00 30 00 34 00 2f 00 30 00 0-4-/-0-
9126 32 @@ 2f 00 6d @0 69 @0 74 00 2f ©0 74 @0 61 00 it/

9136 73 00 6b 00 22 00 3e 00 ©a ©0 20 ©0 20 00 3c 00
9140 54 00 72 00 69 00 67 00 67 00 65 00 72 00 73 00
91560 3e 00 ©a 00 20 00 20 00 20 0O 20 00 3c 00 43 00
9160 61 00 6C 0O 65 OO 6e OO0 64 00 61 00 72 00 54 00
9176 72 00 69 00 67 00 67 00 65 00 72 00 3e 00 Qa 00
0150 20 00 20 00 20 00 20 00 20 00 20 00 3c 00 53 00
9190 74 00 61 00 72 00 74 00 42 00 6f 00 75 @0 6e 00

9120 64 00 61 00 72 00 79 00 3e 00 32 00 30 00 31 00 PpE2=0=1.
©1bo 35 @0 2d 00 30 00 37 @0 2d 00 31 00 35 00 54 00 z=1:5¢Fe
©1co 32 00 30 00 3a 00 33 00 35 00 3a 00 31 00 33 °0 GiEe1 =3
©1do 2e ©0 32 00 37 00 35 00 37 00 32 00 39 00 34 00 7=2=9=4=
910 3c @0 2f 00 53 00 74 @0 61 00 72 00 74 00 42 00 asrst=B-

Frame (2954 bytes) Decrypted data (2852 bytes) Decrypted NTLMSSP Verifier (12 bytes) Decrypted stub data (2852 bytes)
|| selected Packet: 15 - Packets: 26 - Displayed: 9 (34.6%)

(O 7 Distributed Computing Environment / Remote Procedure Call (DCE/RPC): Protocol || Profie: Default




M create_two_tasks_then_enum_RPC_C_AUTHN_LEVEL_PKT_PRIVACY_NTLMv2_password_clem.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR e EIMREBRes=FT RS EaQaE

Length  Source Port

Destination Port

Info

>
>
>
>

>

Frame 22: 1302 bytes on wire (10416 bits), 1302 bytes captured (1
Ethernet II, Src: VMware_f3:9b:97 (©0:50:56:f3:9b:97), Dst: VMwar
Internet Protocol Version 4, Src: 192.168.42.2 (192.168.42.2), Ds
Transmission Control Protocol, Src Port: 49154, Dst Port: 41722,
Distributed Computing Environment / Remote Procedure Call (DCE/RP|
Microsoft Task Scheduler Service, SchRpcEnumTasks

eeee 17
0010 o4
0020 14
0030 24
0040 34
0050 44
0060 54
0070 00
0080 76
0090 e
00ae 74
oebe 62
00ce ©e
eede 74
00e® b5a
oofe oo
elee 74
0110 62
0120 00
0136 74
0140 68
0150 00
0160 74
e170 70
0180 oo
019%9e 74
©la@ 65
olbe o0
@lce 77
0lde 0o
01e0 4d

2L2]
00
00
=L2]
00
00
00
00
L]
00
00
00
00
=L2]
00
2L2]
00
00
L]
00
L]
00
00
-L2]
00

00

41
=[]
7a
L]
5%

() 7 Distributed Computing Environment / Remote Procedure Call (DCE/RPC): Protocol

Frame (1302 bytes)

Decrypted data (1200 bytes)

Decrypted NTLMSSP Verifier (12 bytes)

Decrypted stub data (1200 bytes)

|| selected Packet: 22 - Packets: 26 - Displayed: 9 (34.6%) || Profie: Default




