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NTLM decryption?

• NTLM is firstly an authentication protocol
○ Old one, obsolete, many security flaws ➡ don’t use it! (but you know, people still do…)

• But also:
“The process of authentication establishes a shared context between the two involved 
parties; this includes a shared session key, used for subsequent signing and sealing 

operations.”

• “Signing” is… signing 😉
• “Sealing” is a fancy word for “encryption” 󰤇

2 Source: https://davenport.sourceforge.net/ntlm.html



NTLM decryption?

👀 If you know the user’s password…

➡ you can obtain the shared session key…

💪 you can decrypt the traffic!
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In Wireshark 🎉
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In Wireshark 😭
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In Wireshark 😭

6 Source: https://gitlab.com/wireshark/wireshark/-/issues/19000



NTLM🔍

7 Source: https://book.huihoo.com/implementing-cifs/SMB.html



NTLM🔍

8 Source: https://davenport.sourceforge.net/ntlm.html



NTLM🔍
"the same RC4 keystream is used for both signing and sealing […] An RC4 cipher 
is initialized using the previously negotiated key. This is done once (before the first 

signing operation), and the keystream is never reset."

9 Source: https://davenport.sourceforge.net/ntlm.html



NTLM🔍
Encryption by client/server

EncryptMessage(req1, keystream)
MakeSignature(req1, keystream)

EncryptMessage(req2, keystream)
MakeSignature(req2, keystream)
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Decryption by Wireshark

DecryptMessage(req1, keystream)
MakeSignature(req1, keystream)

DecryptMessage(req2, keystream)
MakeSignature(req2, keystream)



Wireshark bug 🪲
Encryption by client/server

EncryptMessage(req1, keystream)
MakeSignature(req1, keystream)

EncryptMessage(req2, keystream)
MakeSignature(req2, keystream)
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Decryption by Wireshark

DecryptMessage(req1, keystream)
MakeSignature(req1, keystream)

DecryptMessage(req2, keystream)
MakeSignature(req2, keystream)



Fixed 💪
fixed in v4.0.6
backported to v3.6.14

12 Source: https://gitlab.com/wireshark/wireshark/-/merge_requests/10474



Fixed 💪
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Fixed 💪
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Fixed 💪

15


