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Ivan Kwiatkowski
- Senior Security Researcher @ Kaspersky

- Threat Intelligence

- Reverse engineering

- @JusticeRage

# whoami
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December 2022

The month of “can ChatGPT do 

my job?”

A story
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What is my job?
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Yea that was 
super hard

Took me two 
whole weeks
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10Why does it work???

What LLMs are good at What we have

Processing language
(i.e., summarizing, explaining…)

• Pseudo-C

• Programming language

• Strict rules

Processing code
• Trained on all of GitHub

• GitHub copilot *works*

Translation
• Convert C to English

• DeepL *works*
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Write an IDA plugin that 

automatically queries 

ChatGPT

Ask ChatGPT to write an IDA 

plugin that automatically 

queries ChatGPT

Obvious next step





13Features
- Analyze functions / rename variables

 But is it useful?

 Look for security vulnerabilities?

- Multi-model support (GPT-3.5, GPT-4)

 More models waiting in a PR (ChatSonic, Bing…)

- Multi-language support (EN, FR, ES, IT, KO, CN…)

 https://www.transifex.com/gepetto/ 

 (If you don’t help I’ll make ChatGPT or DeepL do it)

Limitations
- API costs: ~$3 / reversing session

- Token limit

https://www.transifex.com/gepetto/
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Gepetto

# FOSS (GPL 3.0)
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MARCHAPRILMAYJUNE
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The future
- GPT-4 is a general purpose model.

 Can we fine-tune LLaMA for RE?

 How to evaluate the output of the LLM?

- Recursive program analysis

https://github.com/moyix/gpt-wpre 

 Quite expensive to test (~$30 / attempt)

 Risk of compounding errors

- Train dedicated models

 Image function recognition

 Right-click > What C++ STL function is this? > kthxbye

https://github.com/moyix/gpt-wpre
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