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zekrom IS A LIBRARY FOR BUILDING PRIVACY-PRESERVING
APPLICATIONS BASED ON ZK-SNARKS

IT PROVIDES STATE-OF-THE-ART AUTHENTICATED-ENCRYPTION AND
HASHING FUNCTIONS FOR zk-apps.

IT RELIES ON THE RECENTLY PROPOSED SAFE API

IT IS EASY TO EXTEND

WRITTEN IN RUST
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WHAT ARE ZK-SNARKS ?WHAT ARE ZK-SNARKS ?11..
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Zero-Knowledge Succinct Non-Interactive Arguments of
Knowledge

They are a powerful building block for creating privacy-
preserving applications. Most recent developments in the last
7-8 years

They allow us to convince someone that a particular statement
is true without revealing any information about it

KEY APPLICATIONS: accountability and compliance of a party
need to be demonstrated

ZK-SNARKSZK-SNARKS  

WHAT CAN WE BUILD WITH ZK-SNARKS ?
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I know the pre-image of SHA3(m) 

I have the secret key sk corresponding to this public key pk. 

I have correctly performed the signature algorithm using my secret key SK.

My identity is part of the list of authorized peers

Validation of some attributes e.g. my age is > 18, I live in a set of valid

countries according to the application, my name and surname are well-formed. 

Common use-cases

EXAMPLESEXAMPLES

the secret values are never revealed
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I KNOW A SECRET: I know the pre-image of SHA3(m) 

PROOF OF CORRECT EXECUTION: I have the secret key sk corresponding to this

public key pk. I have correctly performed the signature algorithm using my

secret key SK.

private authentication: My identity is part of the list of authorized peers

Validation of some attributes e.g. my age is > 18, I live in a set of valid

countries according to the application, my name and surname are well-formed. 

Common use-cases

EXAMPLESEXAMPLES

the secret values are never revealed

Proving that a certain vulnerability exists [Green ET AL., 2022]

Proving that Network traffic is encrypted according to policy [Grubbs et al,

2021]

Proving properties about inference models in machine learning

Fighting disinformation through proving an image origin and transformations

[BONEH ET AL., 2023] 

Recent proposals
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2. USING AUTHENTICATED2. USING AUTHENTICATED
ENCRYPTION AND HASHINGENCRYPTION AND HASHING
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HASHING AND ENCRYPTIONHASHING AND ENCRYPTION

Many of the use-cases require aead/hashing as the underlying

cryptographic primitive

However, in proving schemes we do computations with field

elements by design, and measure the performance in terms of

add/mul operations in the computation

This means that MANY traditional SOLUTION (e.g. Sha2, aes)

WILL NOT PERFORM well in circuits. Their DESIGN RELY ON

COSTLY OPERATION (TYPICALLY BITWISE OPERATIONS, LIKE XORING)
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One solution is Arithmetization-oriented constructions, new

permutations designed to use field elements (E.g Rescue-Prime*)

HASHING AND ENCRYPTIONHASHING AND ENCRYPTION

9* CREDITS TO THE Rescue-pRIME specIFICATION BY Alan Szepieniec, Tomer Ashur and Siemen Dhooghe



Then, using the SAFE API*

ALLOWS US TO TRANSFORM

SAID PERMUTATIONS TO

DIFFERENT CRYPTOGRAPHIC

PRIMITIVES (aead, HASHING,

MERKLE TREE, ETC.)

HASHING AND ENCRYPTIONHASHING AND ENCRYPTION

* SAFE (Sponge API for Field Elements) - PROPOSAL BY DmItry KhovratovIch ET. AL.
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3. HOW CAN I USE ZK-3. HOW CAN I USE ZK-
SNARKS IN MY PROJECT ?SNARKS IN MY PROJECT ?
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The hard way (write the circuit)

Possible with a DSL (circom, leo)

Or a lower level library

DESIGN THE APPLICATIONDESIGN THE APPLICATION
Use an existing library gadget

Easier without prior knowledge

Done in circomlib, halo2, zekrom 

VSpICK YOUR
Approach

SCHEME VERIFY TIME trusted
setup

Groth 16 Constant, few ms Per circuit

PLONK (2019) Constant, few ms Universal

Marlin (2019) Constant, few ms Universal

Halo2 (2020)
Variable, but in
general short

Universal

CHOOSE A PROVING SCHEMEPrivate AND PUBLIC INPUTS

Constants AND OUTPUTS

oPERATIONS (ADD/mul), CONSTRAINTS

dESCRIBE
YOUR APP

nOW USE THE api IN YOUR APP

PERFORM THE SETUP PHASE IF NEEDED

THEN PROVING AND VERIFYING STEPS

eNJOY !
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We transform our application in an arithmetic circuit with public inputs (x), private
inputs (witnesses), gates (add, mul, custom), wires and public outputs.
We decide how to constraint the circuit e.g. a public message should be equal to the
secret output of a hash function.

ARITHMETIC CIRCUIT DEFINITION

UNDER THE HOODUNDER THE HOOD
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We transform our application in an arithmetic circuit with public inputs (x), private
inputs (witnesses), gates (add, mul, custom), wires and public outputs.
We decide how to constraint the circuit e.g. a public message should be equal to the
secret output of a hash function.

The circuit is transformed in a set of constraints and encoded in interpolation
polynomials according to the parameters of the circuit.
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ENCODING POLYNOMIALS
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We transform our application in an arithmetic circuit with public inputs (x), private
inputs (witnesses), gates (add, mul, custom), wires and public outputs.
We decide how to constraint the circuit e.g. a public message should be equal to the
secret output of a hash function.

The circuit is transformed in a set of constraints and encoded inTO interpolation
polynomials according to the parameters of the circuit.

We prove different properties of the polynomials using a pcs and an (non-interactive)
proof system

ARITHMETIC CIRCUIT DEFINITION

ENCODING POLYNOMIALS

PROVING SYSTEM

UNDER THE HOODUNDER THE HOOD
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4. ZEKROM4. ZEKROM
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https://github.com/kudelskisecurity/zekrom-arkworks

https://github.com/kudelskisecurity/zekrom-halo2

https://github.com/kudelskisecurity/zekrom-example

ZEKROMZEKROM

TRY IT YOURSELF

SCHEMES: RESCUE-PRIME, GRIFFIN, NEPTUNE, REINFORCED CONCRETE & CIMINION

pROVING SYSTEMS: GROTH16, MARLIN (ARKWORKS-RS), HALO2 (HALO2)

tOOLS: BENCHMARK 101, CONSTANTS VERIFICATION 

EASE-OF-USE: HIGH-LEVEL API, Choices guide and research article

cAPABILITIES

Originally a master's thesis/research project

Now released as an open-source library

with the goal to be friendly towards implementers 

Context
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QUESTIONSQUESTIONS
??

 


