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Who am I

§: chrisr3d
ø: @chrisr3d@infosec.exchange
�: chrisred_68

Interoperability Wizard @ CIRCL
MISP core development team
STIX SC co-chair

� & � enthusiast
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Summary

A quick recap
From an ocean of unknown errors...
⇒ the difficulty to parse STIX content
... To a more & more accurate support
⇒ misp-stix - The Holy Grail for MISP & STIX
... And even further
⇒ Evolution & improvement perspectives
The magic word: interoperability
Examples

2 22



STIX - Quick recap

Structured Threat Intelligence Expression
▶ Focused on Threat Intelligence exchange
▶ 2 major versions with different formats

1.x - mainly XML
2.x - mostly JSON

Trusted Automated Exchange of Intelligence Information
▶ Exchange Protocol
▶ Specifically designed to support the exchange of CTI represented in STIX
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STIX 1.x - a tough beast to handle
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STIX 1.x - a tough beast to handle

Excessive complexity in certain advanced XML constructs
▶ Difficult to implement & parse

Multiple ways to represent information
▶ Challenging for interoperability

A plethora of different objects
▶ Only a common subset of capabilities widely used
▶ Many others poorly understood and in many cases never used

A majority of properties are optional
▶ Parsing challenges for consumers of STIX 1 content
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STIX 2.x - an improvement
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STIX 2.x - an improvement

Lightweight & flattened representation of the objects
More required properties
▶ Easier to parse

Extension definitions
▶ More flexibility
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STIX 2.x - the (still not perfect) improvement

Lightweight & flattened representation of the objects
More required properties
▶ Easier to parse

Extension definitions
▶ More flexibility

Number of objects reduced to a set of well-understood features
� Clearer for everyone
E Some definitions lost in the process
Introduction of patterns within Indicator objects
� Ability to use different patterning languages (STIX 2.1)
E Observations and Indicators require alternate parsing implementations
Still multiple ways to represent the same data
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The reality about STIX parsing
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Struggling with various STIX pattern creation designs

Handling the multiple ways of reprensenting the same concept

Understanding the meaning of data
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Struggling with various STIX pattern creation designs
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The unbearable weight of a massive mess
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The constant validation issues

We want to keep UUIDs for referencing

Not everyone validates their content properly

Issues with UUIDs validation
▶ Unable to load content
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An easy fix - Making the UUIDs validation more flexible

STIX 2 python library fork1

▶ No change on the content validation
▶ Differs only on the UUIDs validation

⇒ Same UUID requirements on MISP & STIX

Handling the "worst" UUIDs
▶ Generating a v5 UUID to be used as the new identifier
▶ Keeping a reference to the initial UUID

1https://github.com/MISP/cti-python-stix2 -
https://pypi.org/project/misp-lib-stix2/
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The infinite madness of empty references

TAXII is designed to give STIX objects
A STIX file can include a wide variety
of information
No check on the references
▶ The TAXII server doesn’t need to

know
▶ Neither does a STIX file

MISP needs to get the information
from the data we ingest
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misp-stix - The Holy Grail for MISP & STIX interactions

1
1https://github.com/MISP/misp-stix - https://pypi.org/project/misp-stix/
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misp-stix - The Holy Grail for MISP & STIX interactions

Used in MISP
▶ Conversion only

Can be used as a stand-alone tool 1

▶ Converting input file(s), saving results in output file(s)
Enabling automation with python code
▶ Handles both conversion and input(s)/output(s)
▶ Supports all the available input formats

file names, JSON, PyMISP, STIX Packages or Bundles

A complete mapping documentation2

1i.e Command line
2https://github.com/MISP/misp-stix/tree/main/documentation
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Continuous work

Members of the OASIS CTI TC
▶ Co-chairing

Supported changes to make the TC go for the open source way
▶ Participating to the development process

Working Groups
▶ More visibility & easier to contribute

Collaboration with STIX users/producers
▶ Get feedback & provide support
▶ Fill the mapping gaps
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The Magic Word
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Examples - Command line help
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Examples - Command line usage

Conversion of STIX files

The MISP OSINT feed converted in STIX 2.1 format:
https://codeberg.org/adulau/misp-circl-feed
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Thank you for your attention

How to report issues / ask questions?
▶ https://github.com/MISP/misp-stix/issues
▶ https://github.com/MISP/MISP/issues

More information
▶ https://github.com/MISP/misp-stix/tree/main/documentation
▶ https://www.misp-project.org/blog/

Follow updates on MISP
▶ ø: https://misp-community.org/@misp
▶ �: https://twitter.com/MISPProject
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