Cybersecurity governance
Standards as in free beer

[ How to work without open standards? |
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RTFM

If you want to implement
standards, you need to access it.




Some good examples.

RFC Editor

The Series

For Authors

Mailing Lists
C-C C g is for RFC publication
announcements. ric-interest@ is
for discussion of M:I\\L\x:m:,.i wU elated

functions

Sponsor

Internet
Society

The RFC Series

The RFC Series (ISSN 2070-1721) contains technical and organizational documents about the Internet, including the

specifications and policy documents produced by five streams: the Internet Engineering Task Force (IETF), the Internet

Research Task Force (IRTF), the Internet Architecture Board (IAB), Independent Submissions, and Editorial.

Browse the RFC Index
HTML (ascending) « HTML (descending) « TXT = XML

MNote: These files are large.

Browse RFCs by Status

Internet Standard

Official Internet Protocol Standards

/\ Center for

Internet Securlty

onficlerice in the Connected World

CIS Benchmarks

CIS Benchmarks List

The CIS Benchmarks are prescriptive configuration recommendations for more
than 25+ vendor product families. They represent the consensus-based effort of
cybersecurity experts globally to help you protect your systems against threats

more confidently.

DOWNLOAD BENCHMARKS -

man
| Langue: fr H
| Version: 2010-02-1 Autres versions - méme langue i
| Section: 1 (C: [ Autres sections - méme nom H
Sommaire
b 4

man - Interface de consultation des manuels de référence en ligne

»

man [-¢|-w|-tZ] [-H[navigateur]] [-T[périphérique]] [-adhu7V] [-i|-1] [-m systéme],.. 1] [-L langue]
[-p chalne] [-C fichier] [-M chemin] [-P afficheur] [-r invite] [-S liste] [-e extension] [[section]
page ] .

man -1 [-7] [4Z] [-H[navigateur]] [-T[périphériquel] [-p chalne] [-P afficheun [-r invite] fichier ..
man -k [apropos options] expression_rationnelle ..

man -f [whatis options] page ...



We are CISO / CSO, we are working in true fields.
We are Judge, Jury and Executioner
We don’t need technical things
We need standards valued by our customers
We need
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| do Wikipedia

o 'F .“l ' WIKIFEDIA Search Wikipedia Search

'/ The Free Encyelopedia

e

ISO/IEC 27001 MA 25 languages v

Contents  hide Article Talk Read Edit View history Tools v
{Top) From Wikipedia, the free encyclopedia
How the standard works (Redirected from 1S027001)

History of ISQ/IEC 27001

Key Principles of ISO/IEC 27001 This article needs additional citations for Please help improve this article by

= adding citations to reliable sources. Unsourced material may be challenged and removed.

Certification = S
- I Find sources: "ISO/EC 27001" — news - newspapers - books - scholar - JSTOR (Apnil 2014) (Learn how
S8 also
and when to remove this message)
References
Cxternal links ISOJ/IEC 27001 is an international standard to manage information security. The standard was originally published jointly by the

International Organization for Standardization (1SO) and the International Electrotechnical Commission (IEC) in 2005,[1] revised in
2013,121 and again most recently in 2022 3! There are also numerous recognized national variants of the standard. It details
requirements for establishing, implementing, maintaining and continually improving an information security management system
(ISMS) — the aim of which is to help organizations make the information assets they hold more secure 4] Organizations that meet the
standard's requirements can choose to be certified by an accredited certification body following successful completion of an audit. A
SWOT analysis of the ISO/IEC 27001 certification process was conducted in 2020.%]



Ok, let’s search for official website

P =y

Connexion Panier
ISO/IEC 27001:2022
octobre zo22
- Yersion(s) : Frangais
NORMES '—| Norme internationale En vigueur Emrratc] ” P
INTERMNATIONALES — Formatis): Numerique (i
. - ) X . - . . . MNombre d'utilisateurs : 3
P Sécurité de l'information, cybersécurité et protection de la vie privée - Optionis) - Veille (offert) (T)
Iso Systémes de management de la sécurité de l'information - Exigences h
parz g Le présent document spécifie les exigences relatives a I'établissement, 4 la mise Votre prix
en ceuvre, 8 la mise & jour et & 'amélioration continue d'un systéme de
management de la sécurité de l'information dans le contexte d'une organisatio...
VOIR PLUS
ou
Composez votre offre
Choix de la langue ()
Choix du format
Document joint alanorme Choix du nombre d'utilisateurs

Choix des options

Un ou plusieurs fichiers sont associés 3 cette norme. Aprés votre achat, vous le(s) trouverez directement depuis
voire espace client, au méme endroit que la norme.




Ok, let’s search Official Official source

Search Torrents Browse Torrents Recent Torrents TV shows Music Top 100

[is027001 | | Pirate Search |

[ audio Ll video ] applications |l Games _Jporn LI Ot"er|.-’-‘a|| ~

Search results: iso27001

Type MName View: Single / Double Uploaded Size SE LE ULed by

ThePirateBay | The Pirate Bay | Pirate bay proxy

Login | Register | Language [/ Select language | About | Blag
Usage pelicy | TOR | Doedles | Forum

BitCoin: 1Fjekd4AKSnKT GzpmvFVijifXOXS5Z21IctLp3

Empty ;-(



Ask a friend?

https://technique-et-droit-du-numerique.fr/

« A standard has to be
freely available to be
recognized as it by law »

« Pourvoi - Accés aux documents des institutions de ['Union
européenne - Reglement (CE) no 1049/2001 - Article 4, paragraphe 2 -
Exceptions - Refus d'accés a un document dont la divulgation porterait
atteinte a la protection des intéréts commerciaux d'une personne
physique ou morale déterminée, y compris en ce qui concerne la
propriété intellectuelle - Intérét public supérieur justifiant Ila
divulgation - Normes harmonisées adoptées par le Comité européen de
normalisation (CEN) - Protection découlant du droit d'auteur - Principe
de I'Etat de droit - Principe de transparence - Principe d'ouverture -
Principe de bonne gouvernance »

Lhttps://curia.europa.eu/juris/document/document.jsf?text=&docid=283443&pag%3C/body%3E%3C/html%3E
2 Unfortunately, ISO is in Switzerland, not in Europe...




So, what the heck?




Use the source, Luke!

End-user Documentation

Check out the online documentation on https://intuitem.gitbook.io/

CISO ASSistant Supported frameworks £

Extra arms for your 1501270012022
cyber securiby program

. NIST Cyber Security Framework (CSF) v1.1 us
. NIST Cyber Security Framework (CSF) v2.0 us
.NI52 eu

. 50C2 us

.PCID5540 =

. CMMC v2 us

. PSPF au

9. GDPR checklist from GDPR.EU Eu

S T T L T

=l o

oo

|

: 10. Essential Eight au

I 11. NYDFS 500 with 2023-11 amendments us
I
I

12. DORA EU



Warning!

(i Note

* These frameworks require an extra manual step of getting the latest Excel sheet through their website as their license prevent direct
usage.




Problem solved! (and in yaml format!

[ intuitem / ciso-assistant-community = Public
<> Code (%) Issues 73 [1 Pull requests 10 (® Actions [ Projects (@ Security |~ Insights
[l Files ciso-assistant-community / backend / library / libraries / iso27001-2022-fr.yaml| D

F main - Q

o~ ——

protocolpaladin Add 15027001 FR translat

[1#]
]
x

———— - . Code Blame 978 lines (978 loc) 39.3 KB
[ hds-v2023-ayam
1 urn: urn:intuitem:risk:library:iso27881-2822-fr
(3 is027001-2022-fr.yaml 3 locale: fr
e e 3 ref_id: ISO/IEC 27881:2022
[ is027001-2022.yaml . .
4 name: Morme internatilonale ISO/IEC 27881:2822
D Ipm-oiv-2019.yam 5 description: "Sécurité de 1'information, cybersécurité et protection de 1z vie privée “u2@l4 Information®

h

' systéme de management de la sécurité w28l Exigences"

e-jac-

i | 1 ec-rit B
D matrice-des-risgues-critiques... 7 copyright: See https://www.iso.org/standard/27881



You are welcome!

We are also available for birthdays, weddings...
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