
Make money fast
Using AI



How I almost become rich on 2024/06/23

• End of evening
• Went on Youtube
• Got proposed video on an announce by Tesla



Video

https://www.smh.com.au/national/ai-generated-deepfake-of-elon-musk-tou
ts-crypto-scam-in-youtube-hack-20240627-p5jp9b.html

https://www.smh.com.au/national/ai-generated-deepfake-of-elon-musk-touts-crypto-scam-in-youtube-hack-20240627-p5jp9b.html
https://www.smh.com.au/national/ai-generated-deepfake-of-elon-musk-touts-crypto-scam-in-youtube-hack-20240627-p5jp9b.html


Impact

• More than 40k people watching video
• There was 7 others stream going
• Teslafond.io was a nginx server

•  Just with error
• Was it taken down ?
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Whois teslafond.io

Domain Name: teslafond.io

Registry Domain ID: c08b68d7db21436089a5c87f1d40627e-DONUTS

Registrar WHOIS Server: www.nic.ru/whois/en/

Registrar URL: https://www.nic.ru/en/

Updated Date: 2024-06-28T14:29:45Z

Creation Date: 2024-06-23T14:29:32Z

Registry Expiry Date: 2025-06-23T14:29:32Z

Registrar: Regional Network Information Center, JSC dba RU-CENTER

Registrar IANA ID: 463

Registrar Abuse Contact Email: tld-abuse@nic.ru

Registrar Abuse Contact Phone: +7.4950091333

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited

Registrant Organization: 

Registrant State/Province: Kurganskaya obl.

Registrant Country: RU



Network detection anyone ?

• teslafond.io was registered the same day of the attack
• Stamus Networks publish ready to use in Suricata signatures:

• All Newly Registered Domains
• Phishing NRDs
• High Entropy NRDs

• Free with subscription

Access on https://www.stamus-networks.com/blog/introducing-open-nrd

https://www.stamus-networks.com/blog/introducing-open-nrd

