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Protecting 
Godot Games 
from hackers

26/02/2024
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• My game for a CtF challenge: Flag Quest
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• My game for a CtF challenge: Flag Quest

• Goal is to do memory analysis/modification
with CheatEngine/Pince
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• My game for a CtF challenge

• Goal is to do memory analysis/modification

• Made with Godot Engine:
lightweight, simple to use, Open-source.
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What prevents players from reversing the binary?

• Godot games are entirely reversable
with Gdsdecomp, as code is interpreted.



F
in

d
 m

o
re

 P
o
w

e
rP

o
in

t 
te

m
p
la

te
s 

o
n
 p
re

z
e
n
tr
.c
o
m

!

What prevents players from reversing the binary?

• Gdsdecomp reverses Godot projects

• Binaries can be encrypted
with an AES key.
(needs engine recompilation)
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What prevents players from reversing the binary?

• Gdsdecomp reverses Godot projects

• Binaries can be encrypted

• The key is inside the binary,
and can be extracted
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What prevents players from reversing the binary?

• Gdsdecomp reverses Godot projects

• Binaries can be encrypted

• The key is inside the binary,

• Gdsdecomp dev won't give
documentation on how to extract it.
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What prevents players from reversing the binary?

• Gdsdecomp reverses Godot projects

• Binaries can be encrypted

• The key is inside the binary,

• no documentation on how to extract it.

• But someone else did it: gdke
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Rewrite in Rust (with GD extensions)

What do?

GDscript >  Obfuscation
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Rewrite in Rust (with GD extensions)

What do?

GDscript >  Obfuscation >  Intermediate language
In Godot 4.3 (beta)
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Rewrite in Rust (with GD extensions)

What do?
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Coins :0

Finding values 
in memory
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Finding values 
in memory

Coins :4
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Finding values 
in memory

Coins :20
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Finding values 
in memory

Coins :4000
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• Apply random operations to value

• Create canary values

• On multiplayer games:
Never trust the client.

Protecting your values 
in memory
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Only ,
for now…
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Thank you
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