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My game for a CtF challenge: Flag Quest

Goal is to do memory analysis/modification
with CheatEngine/Pince

P PINCE v A X

Match count: 23148 (10000 shown)

. | Mew Scan || Mext Scan | Undo Scan
Address Value Previous =
0x56077681e520 4 4 () Bits
0x560776831380 4 4 () Decimal |4 <> 6
0x5607768313f0 4 4 Hex
0x560776831804 5 5 S |BEMEEH - |
0x560776831bfa 4 4
0x560776831eb0 4 4 Value Type: | Int32 -
0x560776831eb4 4 4 Scan Scope: | Normal .
0x560776831eec 4 4
0x560776831f10 5 5
0x560776831f14 5 5 I~
Memaory View | J | |_EI| |E| Add Address Manually



A ® My game for a CtF challenge

Goal Is to do memory analysis/modification

® Made with Godot Engine:
lightweight, simple to use, Open-source.
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extends Area2D

signal hit

export var speed = 400 # How fast the player will move (pixels/s

x

var screen_size # Size of the game window.

v func _process(delta):
var direction =
var velocity = direction * speed

v if velocity.length() > 0:
$AnimatedSprite.play()

v else:
$AnimatedSprite.stop()

position += velocity * delta
position.x = clamp(position.x, 0,
position.y = clamp(position.y, 0,

calculate move direction()
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<

Errors  Profiler

W |

Visual Profiler

Network Profiler  Monitors  Video RAM  Misc

Parser Error: Class "ItemAsset" hides a global script class.

Stack Frames
0-:1 - at function:

e Output Debugger

Filter Stack Variables

Globals
PlayerVariables

Interface
Inventory

Dialog

Search Results Audio Animation Shader Editor

Object ID: 26508001699
Object ID: 28856811951

Object ID: 23494346908

Object ID: 31306286266

(28, 1)

4.0.betad Tt

P Il B 3 @ c
Inspector

E & O (
@ PostProcessing

Fiter properties

@ WorldEnvironment

Environment ) @ Loviron
v Background
Mode € Canvas
Energy 1

Canvas MaxLla O

> Amblent Light

> Fog

» Dof Far Blur

» Dof Near Blur

y Glow

v Adjustments
Enabled £ v On

Brightness

L

Contrast

L

Saturation € A

§ -

Cotor Correctio  [empty)
v Resource

Local To Scene on
Path £) res://Worl
Name

O Node



» .

What prevents players from reversing the binary?

Godot games are entirely reversable
with Gdsdecomp, as code is interpreted.

Information:

Total files: 44; Checked: 0; Broken: 0
Files:

File name
v Bmres://
v [ Asteroid.gdc
v I AsteroidManager.gdc
~ B Background.gdc
v i DupedAsteroid.gdc
v B Game.gdc

v [l Game.tscn

v Il Hiohernra ordr
Options:

Extract only

® Full Recovery




4 What prevents players from reversing the binary?

/
9) ®  Gdsdecomp reverses Godot projects

®  Binaries can be encrypted

with an AES key.
(heeds engine recompilation)




What prevents players from reversing the binary?

/
f') ®  Gdsdecomp reverses Godot projects

®  Binaries can be encrypted

) 13 :] H this
? copy_on_writefl? $CowData@iD@EAEAATXZ

®  Thekey is inside the binary,
and can be extracted




What prevents players from reversing the binary?

Gdsdecomp reverses Godot projects
ikitalita commented on Jul 23, 2022

Binaries can be encrypted you can use IDA to get the decryption key.

Originally, specific steps were provided, but after carefu

onsideration, it may affect the enthusiasm of Godot

The key IS INside the binary, developers, so the specific practice was deleted
© &

Gdsdecomp dev won't give
documentation on how to extract it.




What prevents players from reversing the binary?

Gdsdecomp reverses Godot projects

Binaries can be encrypted

Getting key, please wait..
8218D3DA8B1812C2442BA8B2014219042DFBF281

Close this window when done.

The key Is inside the binary,

no documentation on how to extract it.

But someone else did it: gdke




What do?
<4

,’ GDscript > Obfuscation
7

extends Node 1 extends Node
signal __YCFK(__gell : int)
@export var __XgqYA : int
var __j2IW : int = 4
func __WpQR(__fgec : float
__j2IW += 1
if true:
var __vRHj : bool
__VvRHj = false
__BECz("__j2aw", 1)
func my_func(paraml : float, param2 : bool) -> void: 11 var __N703 : __87_g = __S87_g.new()
my_var += 1 1 __N703.__69Qh = "my_var"
if true: 1 var __jidx : Dictionary = { "my_var": 0, }
var my_var : bool __J22W = __jidx.my_var
my_var = false 1 __YCFK.emit(__j21W)
func __BECz(name : String, valuve) -> void:
custom_setter("my_var", MY_CONST) 1 set(name, value)
class __S7_g:
var class_inst : MyClass = MyClass.new() ] var __69Qh : String
class_inst.class_member = "my_var"

signal my_signal(paraml : int)

enum MyEnum { FIRST_KEY, SECOND_KEY = 3, THIRD_KEY, }

const MY_CONST : int = 1 #TODO , —_MOKi : bool) -> void:

@export var my_export_var : int
var my_var : MyEnum = MyEnum.THIRD_KEY

=0 02 =] O~ 0 I~ Cd B3 b

2
3
4
5
6
7
8
9

Y
(=]

var dict : Dictionary = { "my_var": 0, }
my_var = dict.my_var

my_signal.emit(my_var)



What do?
<4

,’ GDscript > Obfuscation > Intermediate language
7 In Godot 4.3 (beta)

1  extends Node edx,DWORD PTR [ebp-8x1c]
9 eax,WORD PTR [ebp-6x38]
L signal my_signal(paraml : int) [.-:ﬁwnnn PTR [ebp-8xic]
4 enum MyEnum { FIRST_KEY, SECOND_KEY = 3, THIRD_KEY, } edx,DWORD PTR [ebp-8x3a]
5 const MY_CONST : int = 1 #TODO EUAg RS
. <, BYTE PTR [e
~dx, Bx63 )
7 @export var my_export_var : int BYTE PTR [eax],d )
8 var my_var : MyEnum = MyEnum.THIRD_KEY DWORD PTR [« 'E“lf;iﬁ“!
9 eax,WORD PTR [ebp-8xlc]
1%, Bx196
10 Bx8048a8a
11 func my_func(paraml : float, param2 : bool) -> void: e
12 my_var += 1 eax, ds: BxBR4I34E
) . .-‘. .. ..I.. =3 % )
13 1f true: eax, WORD PTR [ebp-8x38]
14 var my_var : bool Edx
15 my_var = false i
) esp, x4
16 Bx197
17 custom_setter("my_var", MY_CONST) BxE )
18 DWORD PTR [ebp-8x36]
19 var class_inst : MyClass = MyClass.new() o :gETE:b
L B 1E
20 class_inst.class_member = "my_var" ,Bxc
271 BxB
292 var diet DiCtiC’l‘lﬂl‘Y = { "l‘ﬂ‘y’_‘u"ﬂr"": 91 }_ Bxf7el57eld <exit>
my_var = dict.my_var
24, esp, [ebp-8x18]

1= mv e3anal emitl(mv var)
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What do?

m Rewrite In Rust (with GD extensions)

#[method ]

fn _ready(&mut self, #[base] owner: &Area2D) {
let viewport = owner.get viewport rect();
self.screen size = viewport.size;

owner.hide();

#[method ]
fn _process(&mut self, #[base] owner: &Area2D, delta: f32) {
let animated sprite = unsafe {
owner
.get node as::<AnimatedSprite>("animated sprite”)

-unwrap()

input = Input::godot singleton();

mut velocity = Vector?2:'new(@.6. 8.6



Finding values

4 N memory Next Scan

153,518,055 (shown: 10,000,000)

Address Value

i

O Coins:




Finding values

4 N memory | New Scan |

4 Coins:




Finding values

4 N memaory ‘ New Scan ‘

20 Coins:




Finding values
<4 N memory

/
»
| | coins 00000000
| | coins 15C0DD859784 Bytes 20
4000 Coins : | | coins 15CODD859A(4 Bytes 20

| | coins  15COEC83FD84 Bytes 20
D coins 15C0DD859C84 Bytes

Change Value

what value to change this to?
4000




Protecting your values
<4 N memory

»

class AnticheatInt:
- var falseValue: int
Apply random operations to value e
var hiddenvalue: int
var r : int
var value: get = getter, set = setter
Create canary values
func _init() -=> void:
r = RandomNumberGenerator.new( }.randi();

On mU[tipl.ayer games. func setter(newvalue: int):
Never trust the client. falseValue = newvalue

hiddenvalue = (newValue * 3) - r;

func getter() -> int:
var trueValue = { hiddenvalue + r ) / 3;

assert(trueValue == falseValue, "ERROR: Dirty cheater"),

return trueValue;




ANTI-CHERT
TOOLKIT
# Common features 2023

- - |
Protects variables in memory.
Protects and extends Player Prefs and binary files. u n I y
Generates build code signature for tampering checks.

Detects non Play Store installations on Android. only
y

Detects speedhacks.

Detects time cheating. for NOW...
Detects 3 common wallhack types.

Detects foreign managed assemblies.

Has Obscured Prefs [ Player Prefs editor.

Anti-Cheat Toolkit 2023 “& ’,

s Obscured Types P tutorial
Keeps your sensitive variables away from all memory scanners

<+
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° Thank you .
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