
Yeti 
Forensics Intelligence
An open-source story…



● A story about a problem that needed to get fixed

● How we attempted to fix that problem

● The friends we made lessons we learned along the 
way

● Flipping our problem upside down

An open source story…



new phone who dis?
Thomas Chopitea

@tomchop_

Creator and core dev Yeti 

DFIR @ Google

Sébastien Larinier

@sebdraven

Core dev Yeti

Security Researcher/Teacher at 
ESIEA

https://twitter.com/tomchop_
https://twitter.com/sebdraven


wtf is Tom looking at?



● Reverse engineering is hard and no 
one has time for it (esp. IR)

● Network indicators are much better

○ Easy to collect and search for

○ Just need tcpdump + ebpf

● Run sample, extract network 
indicators, search in knowledge 
base

What is Tom looking at?





● Simple API, insane amounts of JavaScript, really 
what was I thinking

● *LIVE* network captures x “threat feed” ingestor

● Result: overengineered way of visualizing badness 
in network traffic

● It worked okay! But we needed more…

Malcom



Seb got into the game

● In 2014, Suricata (IDS) has an unix socket to send a pcap file.
● So,I try to replace scapy by Suricata to extract IOCs, send to Malcom and tag 

IOCs network with metadata of alerts Suricata
■ Suricata extract all in 2014 in json file
■ Many issues of synchronisation

● I’m focused on FastIR with my team at Sekoia (Live Forensic Endpoint)

 



“ok, let’s start from scratch”

— tom, ca. 2014



● “Observables”, “Indicators”, “Entities”
● Lots of tags everywhere
● Python (Flask), JavaScript (again!), Bootstrap CSS
● MongoDB (oops), Redis

● A threat intel platform oriented towards DFIRers

Yeti, Your Everyday Threat Intelligence



Feeds



Analytics



Entities



Indicators



Investigation



Time passed…



● MISP becomes the golden standard of CTI sharing

● Commercial vendors enter the game

● (2017) STIX2

● (late 2016-2017) Hippocampe, Cortex, TheHive

● (jan 2018) MITRE ATT&CK

● (late 2018) OpenCTI

Meanwhile, in Veracruz…

https://github.com/TheHive-Project/Hippocampe/graphs/code-frequency
https://github.com/TheHive-Project/Cortex/graphs/code-frequency
https://github.com/TheHive-Project/Cortex/graphs/code-frequency
https://attack.mitre.org/resources/versions/
https://github.com/OpenCTI-Platform/opencti/graphs/code-frequency


● Few significant external contributions

● Core devs had competing priorities

● Licencing problems + rotting codebase…

● Intermediary rewrite (TibetanBrownBear) in 2018

As for Yeti…

● Some people still using Yeti!



“ok, let’s start from scratch”

— tom, ca. 2018



“ok, let’s start from scratch”
no wait lol



● Do less things, do them well
● Don’t pre-optimize for use-cases you don’t have
● Simple & clear >>>>> elegant
● Healthier codebase: code smell, tech debt, code 

churn, toil…
● Testing is trusting

Lessons learned (OR DID WE??)



Some changes…

● Apache 2.0 licenses everywhere

● Fully embracing the graph (ArangoDB 🥑) + redis

● (still) lots of tags everywhere

● Python 3.10 ✨ (FastAPI, Pydantic)

● Frontend… in VueJS (JavaScript!!!1 not again!!)



Some changes…

● Data model based on STIX2, but not really STIX2

● Easy to import MITRE ATT&CK, MISP galaxies

● Support for more indicator types: Yara, Sigma, 
generic queries

● Vendor agnostic



Arango with YETI



● Strict data model 
validation

● Full JSON 
serialisation

● Self-documenting 
API

FastAPI ❤ Pydantic



Shiny new VueJS UI ✨



Analytics



The CTI we all know and love

● Entities

○ Malware, tools…

● Indicators

○ Yara, Regex…

● Observables

○ IPs, hashes…



● Threat graph: Entities ← → Indicators

○ APT28 → uses → XAgentOSX

○ YaraRule → detects → XAgentOSX

● Tag graph: Observables ← → Entities

○ Observable → tag ← Entity {malware,group,etc.}

Heavy focus on graphs



Graphs



wait, didn’t you say this was about DFIR



wait, didn’t you say this was about DFIR
😅



wtf am Tom looking at?



wtf am Tom looking at?
what should Tom be looking at?



…right, DFIR 💡
● I want my tools to tell me where to look at

● Where’s the malware?

● How do I find lateral movement?

● Where do I see persistence?

● Where are all the binaries?



what do you mean… all the binaries?



Cyber Threat 🦠 Intelligence?



Cyber Threat 🦠 Intelligence?
Forensics 🔬 intelligence



Non-malicious indicators

● Classification rules (e.g. “$mz at 0”)
● Simple feature extraction (e.g. “this log line 

contains an IP address”)
● artifact catalog (e.g. “where is persistence? 

browser history?”)
● hashr, LOLBAS, LOOBins, LOLDrivers, GTFOBins
● ForensicArtifacts

https://github.com/google/hashr
https://lolbas-project.github.io/
https://www.loobins.io/
https://www.loldrivers.io/
https://gtfobins.github.io/
http://forensicartifacts.com


https://github.com/ForensicArtifacts/artifacts



https://github.com/ForensicArtifacts/artifacts



DFIR-oriented indicators

● Forensic Artifacts

● Regexes

● Queries

● Yara

● Sigma



cool combos - noisy for hunting, good for analysis

● [execution] + [base64 blob]
● [lolbas] + [{domain, IP}]
● [file creation] + [ELF] - [known good]
● [SSH login] - [known networks]

Can be captured as Queries, ingested in e.g. 
Timesketch



DFIQ



DFIQ - Digital Forensics Investigative Questions

● forensics questions & 
answers

● YAML markdown

● https://DFIQ.org/

https://dfiq.org/


DFIQ - Digital Forensics Investigative Questions







DFIQ - Digital Forensics Investigative Questions



● Yeti is an open Forensics Intelligence store
● Timesketch analyzers
● Send classification Yara rules to Turbinia / plaso
● Store, share, improve, iterate upon useful queries
● DFIQ: sharing approaches to investigations

Integration avenues



Integration avenues



Part of the https://osdfir.blogspot.com/ family

https://osdfir.blogspot.com/


Demo time



roadmap 🗺
● MISP integration

● Graph visualization

● Dynamic artifact generation (eg from tagged 
Observables)

● RBAC, dashboards, review system…



● Yeti moves from a CTI platform to a DFI platform
● Acts as a automated, reusable forensics KB, 

leveraging DFIQ
● Helps forensic analysts automatically weed out the 

bad by providing ways to slice and dice data

(Tom can’t help it and keeps doing 
full software rewrites)

takeaways



Documentation https://yeti-platform.io/

GitHub org https://github.com/yeti-platform/

Thanks!

https://yeti-platform.io/
https://github.com/yeti-platform/
https://twitter.com/sebdraven
https://twitter.com/tomchop_

