
The Future of CryptPad, an End-to-End
Encrypted Collaborative Office Suite

Fabrice Mouhartem
July 3rd, 2024. Pass the Salt, Lille



CryptPad

I End-to-End Encrypted

I Open-Source
Kerckhoffs’ principle
AGPLv3

I Collaborative

I Office Suite

Fabrice Mouhartem The Future of CryptPad, an Open-Source E2EE Collaborative Office Suite 03/07/2024 1/19



CryptPad

I End-to-End Encrypted

I Open-Source
Kerckhoffs’ principle
AGPLv3

I Collaborative

I Office Suite

Fabrice Mouhartem The Future of CryptPad, an Open-Source E2EE Collaborative Office Suite 03/07/2024 1/19



CryptPad

I End-to-End Encrypted

I Open-Source
Kerckhoffs’ principle
AGPLv3

I Collaborative

I Office Suite

Fabrice Mouhartem The Future of CryptPad, an Open-Source E2EE Collaborative Office Suite 03/07/2024 1/19



CryptPad

I End-to-End Encrypted

I Open-Source
Kerckhoffs’ principle
AGPLv3

I Collaborative

I Office Suite

Fabrice Mouhartem The Future of CryptPad, an Open-Source E2EE Collaborative Office Suite 03/07/2024 1/19



CryptPad

Fabrice Mouhartem The Future of CryptPad, an Open-Source E2EE Collaborative Office Suite 03/07/2024 1/19



CryptPad: A Collaborative Office Suite

Fabrice Mouhartem The Future of CryptPad, an Open-Source E2EE Collaborative Office Suite 03/07/2024 2/19



CryptPad: A Collaborative Office Suite

Fabrice Mouhartem The Future of CryptPad, an Open-Source E2EE Collaborative Office Suite 03/07/2024 2/19



CryptPad: A Collaborative Office Suite

Fabrice Mouhartem The Future of CryptPad, an Open-Source E2EE Collaborative Office Suite 03/07/2024 2/19



CryptPad: A Collaborative Office Suite

Fabrice Mouhartem The Future of CryptPad, an Open-Source E2EE Collaborative Office Suite 03/07/2024 2/19



CryptPad: A Collaborative Office Suite

Fabrice Mouhartem The Future of CryptPad, an Open-Source E2EE Collaborative Office Suite 03/07/2024 2/19



CryptPad: A Collaborative Office Suite

Fabrice Mouhartem The Future of CryptPad, an Open-Source E2EE Collaborative Office Suite 03/07/2024 2/19



CryptPad: A Collaborative Office Suite

Fabrice Mouhartem The Future of CryptPad, an Open-Source E2EE Collaborative Office Suite 03/07/2024 2/19



CryptPad: A Collaborative Office Suite

Fabrice Mouhartem The Future of CryptPad, an Open-Source E2EE Collaborative Office Suite 03/07/2024 2/19



CryptPad: A Collaborative Office Suite

Fabrice Mouhartem The Future of CryptPad, an Open-Source E2EE Collaborative Office Suite 03/07/2024 2/19



Needs for Privacy

https://www.dexerto.com/tech/romance-author-gets-locked-out-of-google-docs-for-inappropriate-content-2713004/
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Collaboration and Privacy
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Key Points

CryptPad offers:

I Pseudonymity of users

I Protection of pads’ content and metadata

I Easy to use interface

I Accessibility
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How CryptPad Works

Logging in

Login + Passphrase KDF Keys

I Identifier: a public verification key

⇒ No link username ↔ public key
⇒ No password recovery

techcrunch.com/2024/05/08/encrypted-services-apple-proton-and-wire-helped-spanish-police-identify-activist/
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CryptPad = Crypt + Pad

Historically
CryptPad = Encrypted Etherpad

I An editable computer file is often a text file

⇒ Collaborative edition can be generalised to
multiple document types
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Document Security

editKeyStr

docPwd

vk

sk

viewKeyStr

chanID

K

H(·)

H(·)

Σ.KGen(·)

32..63

0..31

0..15

16..47

I https://cryptpad.fr/pad/#/2/pad/edit/[editKeyStr]/
I https://cryptpad.fr/doc/#/2/doc/view/[viewKeyStr]/
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So Far

I Built around cryptography
Encryption

Signatures

Hash Functions

⇒ Secure by design

I With some limitations…
Password recovery

Revocation

Strong trust on the server
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Blueprints

I

I Security and usability analysis for CryptPad
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Blueprints

https://blueprints.cryptpad.org/

Multiple resources:

I User-story based analysis

I A whitepaper
I Good practices: a blog post

Threat model
I Prototypes
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Threat Model

Instance Admin (us)
Honest but Curious

I Especially to deliver the correct code

Collaborators
Honest but Curious

Adversaries
Active adversary
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Blueprints Prototype: Password Recovery

CryptPad: Recall
I No password storage on server
I No link between user public key and password

⇒ How to safely store the password?

Issue
The cryptography-based design is a blocker

Solution: Use more cryptography!
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Secret Sharing

t-out-of-n Secret Sharing
Coined by [RS60, Bla79, Sha79]:

I A secret S is split in n shards

I t shards are needed to reconstruct S

I Information-theoretic secure

I Used in threshold-cryptography

I Used in some electronic voting schemes
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Social Secret Sharing

••••••••••••••••••••••••••••••••••••••••••• • ••••

secret secret

c2VW

cmV0

c2Ny
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Social Secret Sharing in CryptPad?

Core Idea
Share your private keys to trustworthy contacts

I Unconventional system for users:
UI/UX?
Risk explanations

I Displacement of the risk:
Trustees may not be trustworthy…

• Collusion
• Not available?
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Other Prototypes

I Revocation

Now: duplicate the file with the updated accesses
Introducing key rotation
A step toward forward-secrecy

I Offline-first editing

Now: when offline, CryptPad switches to RO-mode
Using conflict-free replicated data types (CRDTs)
Prototype using Yjs
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Conclusion

I CryptPad is an E2EE collaborative office suite
I Specific collaboration tools: calendars, teams…
I Aims at making cryptography accessible to all

I Future works:
Integrating aforementioned prototypes
Keep users informed with the Blueprints website
Crypto-agility (⇒ toward post-quantum security)
Less trust on the server: proof of correct execution?
Less trust on the browser: dedicated client?
Mobile application
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cryptpad.org

David - CryptPad Team Lead
Daria - Junior Developer
Diana - Junior Developer
Fabrice - R&D Engineer
Mathilde - Deployment Engineer, Community & Support
Wolfgang - R&D Engineer
Yann - Privacy Engineer
Zuzanna - Developer
Ludovic - XWiki CEO

Fabrice Mouhartem The Future of CryptPad, an Open-Source E2EE Collaborative Office Suite 03/07/2024 19/19

https://cryptpad.org/


cryptpad.org

Thank you for your attention. Questions?
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Pingus: https://github.com/EagleoutIce/tikzpingus
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