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Background: phishing detection using machine learning

2023 CRIME TYPES

By Complaint Count

Crime Type Complaints Crime Type Complaints
Phishing/Spoofing 298,878 Other 8,808
Personal Data Breach 55,851 Advanced Fee 8,045
Non-payment/Non-Delivery 50,523 Lottery/Sweepstakes/Inheritance 4,168
Extortion 48,223 Overpayment 4,144
Investment 39,570 Data Breach 3,727
Tech Support 37,560 Ransomware 2,825
BEC 21,489 Crimes Against Children 2,361
Identity Theft 19,778 Threats of Violence 1,697
Confidence/Romance 17,823 IPR/Copyright and Counterfeit 1,498
Employment 15,443 SIM Swap 1,075
Government Impersonation 14,190 Malware 659
Credit Card/Check Fraud 13,718 Botnet 540
Harassment/Stalking 9,587

Real Estate 9,521

FBI Internet Crime Report 2023
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The Dataset

e WikiPhish is a new open-access dataset for phishing
website classification

e 110,606 URLs, HTML web pages, and screenshots
e Benign samples: Wikipedia references

e Phishing samples: OpenPhish, and PhishTank



WikiPhish Advantages
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Data Collection Challenges

e Evolving ecosystem due to concept drift
o Phishing detection is truly adversarial

e Phishing websites are often short-lived
o Phishers quickly remove their websites
o URLs are quickly blocked by providers

e Collecting relevant legitimate documents is difficult
o New frameworks, development practices



Limitation of Existing Datasets



Limitation of Existing Datasets

e Many datasets are limited to URLs, omitting HTML and visual content
o Limited features for machine learning



Limitation of Existing Datasets

e Many datasets are limited to URLs, omitting HTML and visual content
o Limited features for machine learning

e Few datasets serve as benchmarks for phishing detection
o Studies are conducted using their own dataset



Limitation of Existing Datasets

e Many datasets are limited to URLs, omitting HTML and visual content
o Limited features for machine learning

e Few datasets serve as benchmarks for phishing detection
o Studies are conducted using their own dataset

e Standardization is limited, making comparison difficult
o Dataset sizes, collection protocol, and time periods are different
o Resulting machine learning models are hardly comparable



WikiPhish Collection (benign)

e Extract URLs from random
Wikipedia page references

e Add login page by appending
“/login” or “/signin” subpath

e Includes lesser-known and

"out-of-distribution" websites.
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WikiPhish Collection (benign screenshots)
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Henry Vianden: Pioneer Artist in Milwaukee

by Peter C. Meril

Inthe year 1849 Mitwaukee was a fastgrowing frontier city. About a third of the city's twenty thousand residents were imn
that was to remain stable for the rest of the century. The Milwaukee of 1849 was a oty of unpaved streets and bulldings o
construction. Cultural ife was fimited and there were few opportunities for a professional artist to ear a living. Nonetheles.
the city by this time. Among these were wo Scotsmen, Burnard Durward and George Robertson, and the English-born Sam
these D

Mitwaukee, Brook  leaving in 1862. Henry Vane Thome, a young English gentlen
ocal scenery and the firt such enterprise in the state. His promising ca
however, when he was killed in an accident a few years lateras

Inlate 1849 Heinrich Vianden arrived from Germany and joined the smail group of artsts who had already taken up reside
professional and the first Germar-born arist 1o seltle permanently n the city. Known in America as Henry Vianden, he soo
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WikiPhish Collection (phishing)

e We monitor the public phishing databases OpenPhish and
PhishTank from January 11, 2023, to October 22, 2023

e We collect every page as soon as they are listed, and only add
them to the dataset if they are further validated by
moderators

OpenPhish PhishTank



WikiPhish Collection (preprocessing)

e We limit the number of items per Fully Qualified Domain Name
(FQDN) to 10 to limit redundancy and enhance diversity

Legitimate Occurrences ” Phishing Occurrences
web.archive.org 10,398 storageapi.fleek.co 402
geohack.toolforge.org 9,236 ipfs.io 167
books.google.com 5,309 ipfs.fleek.co 63
scholar.google.com 4,522 s3.amazonaws.com 52
www.wikidata.org 3,857 tinyurl.com 45
doi.org 3,177 storageapi-stg.fleek.co 45
www.jstor.org 2,935 go-citien.duckdns.org 39
www.worldcat.org 2,584 dev.awit.ae 37
pubmed.ncbinlm.nih.gov 2,234 v.ht 32
www.imdb.com 1,958 s.id 30
Total before filtering 268,333 || 29,222

Total after filtering 87,563 || 23,043




Importance of Legitimate URL Diversity

e Comparison with collection strategies of two other datasets
(Apruzzese et al. 2022, Ariyadasa et al. 2021)
o Top, middle, and bottom part of Alexa
o Keywords used in Google search engine: “Google Queries”

Feature Index Description Feature Index ~ Alexa  Google Queries WikiPhish

1 URL subdomains count 1 1 4% 15 >x1
2 36 219 + 280 + 10
2 URL:length, 3 4 1343 16+ 5
3 Count of dot (.) symbols in URL 4 1 941 51
4 Count of at (@) symbols in URL 5 4 30 + 2 34 + 2
5 Count of hyphens (-) symbols in URL 6 1 19+ 2 23+ 2
6 Count of underscore (_) symbols in URL 7 1 14+1 18+ 1
d Count of slash (/) symbols in URL ¢ 2 ke e
8 Count of www in URL Average gain from Alexa X7 %10




Training and Evaluating Classifiers

e Training and evaluation of a Random Forest model
e 8 URL features, and 11 HTML features
o 1) Train on older datasets, evaluate on WikiPhish
o 2) Train and evaluate on WikiPhish



Train on older datasets, evaluate on WikiPhish
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Train and evaluate on WikiPhish
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Conclusion

e WikiPhish is a new dataset for phishing website detection

e |t emphasizes diversity, up-to-date samples, and
transparency

e [t provides a valuable benchmark for research and
development of new phishing detectors



Thank you!



