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The Dataset

● WikiPhish is a new open-access dataset for phishing 
website classification

● 110,606 URLs, HTML web pages, and screenshots

● Benign samples: Wikipedia references

● Phishing samples: OpenPhish, and PhishTank



WikiPhish Advantages

Diversity Up-to-date 
samples Transparency

Wide variety 
of benign 

and phishing 
samples

Recent 
phishing 

campaigns 
and benign 
documents

Reproducible 
and 

updatable
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Data Collection Challenges

● Evolving ecosystem due to concept drift
○ Phishing detection is truly adversarial 

● Phishing websites are often short-lived
○ Phishers quickly remove their websites
○ URLs are quickly blocked by providers

● Collecting relevant legitimate documents is difficult
○ New frameworks, development practices
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Limitation of Existing Datasets

● Many datasets are limited to URLs, omitting HTML and visual content
○ Limited features for machine learning

● Few datasets serve as benchmarks for phishing detection
○ Studies are conducted using their own dataset

● Standardization is limited, making comparison difficult
○ Dataset sizes, collection protocol, and time periods are different
○ Resulting machine learning models are hardly comparable
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WikiPhish Collection (benign)

● Extract URLs from random 
Wikipedia page references

● Add login page by appending 
“/login” or “/signin” subpath

● Includes lesser-known and 
"out-of-distribution" websites.



WikiPhish Collection (benign screenshots)



WikiPhish Collection (phishing)

● We monitor the public phishing databases OpenPhish and 
PhishTank from January 11, 2023, to October 22, 2023

● We collect every page as soon as they are listed, and only add 
them to the dataset if they are further validated by 
moderators



WikiPhish Collection (preprocessing)

● We limit the number of items per Fully Qualified Domain Name 
(FQDN) to 10 to limit redundancy and enhance diversity



Importance of Legitimate URL Diversity

● Comparison with collection strategies of two other datasets 
(Apruzzese et al. 2022, Ariyadasa et al. 2021)
○ Top, middle, and bottom part of Alexa
○ Keywords used in Google search engine: “Google Queries”



Training and Evaluating Classifiers

● Training and evaluation of a Random Forest model
● 8 URL features, and 11 HTML features

○ 1) Train on older datasets, evaluate on WikiPhish
○ 2) Train and evaluate on WikiPhish
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Conclusion

● WikiPhish is a new dataset for phishing website detection

● It emphasizes diversity, up-to-date samples, and 
transparency

● It provides a valuable benchmark for research and 
development of new phishing detectors



Thank you!


