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HUNT FOR PHISHING URLS
SCAMMERS
AND THEIR MATERIALS

StalkPhish g



Who?

Thomas ‘tAd’ Damonneville

. Blue team (CERT)
. StalkPhish company founder
. Coding phishing detection tools

. (Hackito Ergo Sum, /tmp/lab, ...)




Why?

.too much phishing for SOC

.not very familiar threat, for me
.Who are these people?

.what do they want?

.how they work?

.how to detect?

.how to takedown?
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How?

lurking
learning
GO
lurking
learning
. stalking
ooyl plfa
. learning
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1age.

phishing

7 220

urpose: parsing company logs to find phishing

hy: “phishing kits” sometimes use official
les of a page

threat-hunting  fraud-prevention  phishing-attacks

%?ﬁd

&[8 GNU Affero General Public License v3.0

https://qgithub.com/t4d/PhishingKitHunter
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-= Phishing Kit Hunter - vB.8.1 =-

[+] http://badscam.org/includes/ap/?a=2
| Timestamp: 01/May/2017:13:00:03
| HTTP status: can't connect (HTTP Errc
http://scamme.com/aple/985884e5h60732b1245fFdfaf2a4t
| Timestamp: 01/May/2017:13:00:49
| HTTP status: can't connect (<urlopen
f/badscam-er.com/eb/?e=4
| Timestamp: 01/May/2017:13:01:06
| HTTP status: can't connect (<urlopen
//assur.cam. tech/scam/brand/new/2bd5a55bcbe76E
| Timestamp: 01/May/2017:13:01:14
| HTTP status: UP
| HTTP shash : GB32588b8d93a807cfTOT4Bat
| DOMAIN registrar: ASCIO TECHNOLOGIES,
| DOMAIN creation date: 2008-07-10 00:C
| DOMAIN expiration date: 2017-B87-10 BC
f/phish-other.eufassur/big/phish/2belc6afdbfct
| Timestamp: 01/May/2017:13:01:15
| HTTP status: UP
| HTTP shash : 2a545c4d321e3b3cbb34af6:z
| DOMAIN registrar: Hostmaster Strato
| DOMAIN creation date: None found
| DOMAIN expiration date: None found
6974751t [@6:41, 1208.14it/s]




PhishingKitHunter - goal

—>» Parsing RP logs to check HITP_REFERER

—>» Search for specific|strings (file names) mostly used by a kit

[21/Apr/2024:13:14:47 +0200] "GET /assets/img/content/carte-paiement-AFM.svg HTTP/1.1" 200 629368 "http://bad-url.com/phishing/"

"Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/57.0.2987.110 Safari/537.36" "-" 443

e numéro de télépaiement et la cleé se situent sur la carte de paiement. Le numéro de télépaiement

br=
elmg src="https://www.amendes.gouv.fr/assets/img/content/carte-paiement-AFM.svg" width="100%">
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PhishingKitHunter - output
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-= Phishing Kit Hunter - vB@.8.1 =-

http://badscam.org/includes/ap/?a=2
| Timestamp: 01/May/2017:13:00:03

_9 S t d O U t | HTTP status: can't connect (HTTP Errc

http://scamme.com/aple/985884e5h60732b1245fFdfaf2a4t
Timestamp: 01/May/2017:13:00:49

L a I
—‘a C S V f | ] e . | HTTP status: can't connect (<urlopen

S/badscam-er.com/ebs/?e=4
| Timestamp: 01/May/2017:13:01:06

P K_ U R L: fO U n d U R L | HTTP status: can't connect (<urlopen
//assur.cam. tech/scam/brand/new/2bd5a55bcher6E

Domain: extracted domain name

H T T P — S h a 2 5 6 : p a g e h a S h DOMAIN registrar: ASCIO TECHNOLOGIES,

HTTP_status: connexion status | ek axpivacaon Aniis Bais s e

//phish-other.eu/assur/big/phish/2belc6afdbfct

| Timestamp: 01/May/2017:13:01:14

| HTTP status: UP

| HTTP shash : G032588b8d93a807cTOT48at
I

|

date: date of connexion Timestamp: 01/May/2017:13:01:15
HTTP status: UP
1 1 HTTP shash : 2a545c4d321e3b3chb34afsé:
d o m a I n r e g I s t r a r DOMAIN registrar: Hostmaster Strato k

DOMAIN creation date: None fTound

dO ma i n Creatio n date DOMAIN expiration date: None found
. . e : [06:41, 1208.14it/s]
domain expiration date
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PhishingKitHunter - configuration

|
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Phishing Kit Hunter - v0.8.1 =-

-h --help Prints this

-1 --ifile Input logfile to analyse

-0 --ofile OQutput CSV report file (default: ./PKHunter-report-'date
-¢ --config Configuration file to use (default: ./conf/defaults.conf
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PhishingKitHunter - configuration

—>» 4 configuration items:

[DEFAULT]

# tracking file request:

# Provide a RegEx describing the name of the file used by a Phishing kit
# ex: tracking file reguest = \.specific\.js$

tracking_file request = (.)+file\.min\.js

# legitimate referer:

# Provide a RegEx describing legitimate URL referer

# ex: Legitimate referer = '\.google(user)?\.fr(:443)7%'
legitimate referer = \ .my-orga(-andme)?\.org(:443)7%

# log pattern:

# Provide a RegEx used to parse your log file

# You need 3 parameters in this order: timestamp, HTTP file request, HTTP referer

# ex: Big-IP:

log_pattern = “[*\[]+\[([*\SI+)I\S[\ST+NINSH\"[\STHNS+H([\ST+)NSH[ N THN" [N T4\ ([N ] +)

[CONNECT]

# http proxy:

# (optional) Declare a HTTP proxy to use for HTTP Get informations
# ex: http proxy = http://127.0.0.1:8080 for a HTTP proxy server

# ex: http proxy = socks://127.0.0.1:96850 for a SOCKS proxy server

‘http proxy = socks://127.0.0.1:9050
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PhishingKitHunter - output

$ ./PhishingKitHunter.py -i LogFile2017.log -o PKHunter-report-20170502-013307.csv -c¢ conf/tes

1
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-= Phishing Kit Hunter - v0.8.1 =-

[+] http://badscam.org/includes/ap/?a=2

| Timestamp: 01/May/2017:13:00:03

| HTTP status: can't connect (HTTP Error 404: Not Found)
[+] http://scamme.com/aple/985884e5b60732b1245fdfaf2a49cdfe/

| Timestamp: 01/May/2017:13:00:49

| HTTP status: can't connect (<urlopen error [Errno -2] Name or service not kne
[+] http://badscam-er.com/eb/7e=4

| Timestamp: ©01/May/2017:13:01:06

| HTTP status: can't connect (<urlopen error [Errno -2] Name or service not kn
[+] http://assur.cam.tech/scam/brand/new/2bd5a55bc5e768e530d8bdaB80a9bB593/
Timestamp: ©01/May/2017:13:81:14

l
| HTTP status: UP
| HTTP shash : 0032588b8d93a807cf0f48a806ccf125677503a6fabe4105a6dc69eB81laceb09:
| DOMAIN registrar: ASCIO TECHNOLOGIES, INC. DANMARK - FILIAL AF ASCIO TECHNOL!
| DOMAIN creation date: 2008-07-10 00:00:00
| DOMAIN expiration date: 2017-07-10 00:00:00

//phish-other.eu/assur/big/phish/2belcéafdbfc065c410d36ba88e7edca/

| Timestamp: 01/May/2017:13:01:15
| HTTP status: UP
| HTTP shash : 2a545c4d321e3b3cbb34af62e6e6fbfbdbcoad00bf70280cho0f4f6bboeac4.
| DOMAIN registrar: Hostmaster Strato Rechenzentrum
| DOMAIN creation date: None found
| DOMAIN expiration date: None found

6974751t [@6:41, 1208.14it/s]

m Pass
[} | the SALT



... but |l can get much more ...



StalkPhish-0SS

St I‘t' 2 01 8 -= StalkPhish-035 - The Phishing Kit stalker - wE
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i, 234 stalkPhish.py - INFO -
16, 234 - StalkPhash.py - INFO -
6,234 - StalkPhish.py - INFO -
16, 235 stalkPhish.py - INFD -
:16, 235 SstalkPhish.py - INFO -
6,235 stalkPhish.py - INFO -

i, 235 - StalkPhaish.py - INFO -
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Purpose: use OSINT to get phishing URLs, get
material (phishing kits), enrich data
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Why: expand your knowledge of the threat
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StalkPhish-OSS - goal

—>» Search specific strings in available OSINT data

—>» Enrich datas

—>» Iry to get phishing_kit.zip

—>» Extract data from phishing kit (emails, TG to come)
—>» Store data in a database (SQLite)

‘ Pass talkPhic
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StalkPhish-OSS - usage
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-= StalkPhish-0S5 - The Phishing Kit stalker - v0.10 =-

-h --help Prints this help

-¢ --config Configuration file to use (mandatory)

-G --get Try to download zip file containing phishing kit sources (long and noisy)
-N --nosint Don't use OSINT databases

=1l ==url Add only one URL

-8 -~-search Search for a specific string on OSINT modules

= | Pass StalkPhish P
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StalkPhish-OSS - OSINT modules

[URLQUERY]
, # urlquery.net search web crawler
—>» Phishtank activate = yes
: OSINT url = https://urlquery.net/search
—>» Openphish 2
. [PHISHTANK]
—> Phishstats # Phishtank OSINT feed
aphl hina.D activate = yes
2 9 atabase OSINT url = https://data.phishtank.com/data/online-valid. js
9 U R |_ Q uer U kEEp_filEﬁ = nNo

API key =

URLScan.io
e [OPENPHISH]
# Openphish OSINT feed
activate = yes
OSINT url = https://www.openphish.com/feed. txt
keep files = no

() | Pass CkalkPhick o
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StalkPhish-OSS - main conf

—>» Strings you look for

3
i
2

. 0ogs path

Download directories

Database (SQLite)

. ————

# External source keywords to search for (keywords separated by a comma)
search = webmail, secure,email

[PATHS]

# Logging

log conf = ./conf/logging.conf
log dir = ./log/

log file = stalkphish.log

# Where you download Phishing kits
Kits download Dir = ./dl/

# Where you download external source files to parse
Ext src Files = ./files/

[DATABASE]

# Where you store your Databases

Databases files = ./db

sqliteDB filename = %(Databases files)s/StalkPhish.sqlite3
sqliteDB_tablename = StalkPhish

saliteDB Investia tablename = StalkPhishInvestia

! 11 =~ LB
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StalkPhish-OSS - connect conf

—>» Proxy (Socks5/HTTP)

due to geo-location filtering:

allowCountry: ["FR “cI", "MA", "BE"], // Allowed Country code

ISP filtering:

if ($status == "hotisp") {
header('lLocation: Antil
die('<!DOCTYPE HTMI

ormanti—bot lists:

$bannedIP = array("~81.161.59.*", "~66.135.200.*",
if (in_array($ SERVER['REMOTE ADDR'], $bannedIP)) ({

exit(header('Location: httg

Pass
the SALT

[ CONNECT]

# http proxy:

# (optional) Declare a HTTP proxy to use for
# (you can comment the 'http proxy' line if \
# ex: http proxy = http://127.0.0.1:8080 for
# ex: http proxy = socks5://127.0.0.1:9050 fc

http proxy = socks5://127.0.0.1:9650

# StalkPhish's default user-agent (don't remc
http UA = Mozilla/5.0 (Windows NT 10.0; Winb!
# Use a HTTP user-agents file to use for phi
UAfile = ./useragent list.txt




StalkPhish-OSS - connect conf

" [ CONNECT]
—» User-Agent # http proxy:

due to UA filtering: # (optional) Declare a HTTP proxy to use for
# (you can comment the 'http proxy' line if \
# ex: http proxy = http://127.0.0.1:8088 for
# ex: http proxy = socks5://127.0.0.1:9050 fc

'ct = new Mobile Detect;
if(!¢detect->isMobile() AND strtolower($block pc) == "yes"){

hEEdEf(‘ngatiﬂn: DUt;phph};
exit;

http proxy = socks5://127.0.0.1:9650

# StalkPhish's default user-agent (don't remc
http UA = Mozilla/5.0 (Windows NT 10.0; Winb!
# Use a HTTP user-agents file to use for phi
UAfile = ./useragent list.txt

or anti-—-bot lists:

$hostname = gethostbyaddr(s SERVER[ 'REMOTE ADDR']);
$blocked words = array("above", "google", "softlayer", "amazonaws", "cyveillance", "phishtank"
foreach($blocked words as Sword) {

if (substr count($hostname, Sword) > 0) {
exit(header('lLocat https: /. Qo

113

}

Efj‘ Pass
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StalkPhish-0OSS - phishing kit collect

—>» we can sometimes find ZIP files Index of /wp-includes

> N O pen Dir Name Last modified Size Descriptior
=» or still available on the website Pt Dty _
plugin.php 2023-01-06 01:15 35K
fnbnorth.com/ 2023-01-04 23:01
assets/ 2023-01-04 15:33

office/ 2023-01-04 05:47 -
office.zip 2023-01-04 05:46 21K
cgi.php 2023-01-04 01:48 381K
cok/ 2023-01-04 01:36

[200] http://donnarogersimagery.com/wp-includes/pomo/login.alibaba.com/
Alibaba Manufacturer Directory - Suppliers, Manufacturers, Exporters &amp; Importers
trying http://donnarogersimagery.com/wp-includes.zip

trying http://donnarogersimagery.com/wp-includes/pomo.zip ehiet oo = S 3T

unzip.php 2023-01-03 14:58 12K

TRAATRETRE Md MNT 4 AT

trying http://donnarogersimagery.com/wp-includes/pomo/login.alibaba.com.zip
[DL ] Found archive, downloaded it as: ./test/dl/http donnarogersimagery.com wp-includes po
[Email] Found: shaddyokoh@hotmail.com

= Pass ,g;; kA ILDRi C ;T@‘%
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StalkPhish-OSS - why collect phishing kits?

—>» So much information: O edalat == well-known 522 octets
- D well-known adl.apk 3 6 Mo

» More strings to look for

 Develo per 0 acme-chall... ¢ app.php 10,3 Ko

» Actor + appV.php 1.3 Ko

» Exfiltration vector & Byekan.ttf 104,3 Ko

» Targets/victims - a0 ro

. Malwares cartV.php 2,9 Ko

> Other tricks config.php 414 octets

L C...
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StalkPhish-OSS - why collect phishing kits?

# Mail

—>» Telegram stolen data exfiltration: REaCEERLILE

$my mail = "";

{
#Telegram

cend = true;

“"bot info": {
"first name": "sgmvt7575",
“username™: "sgmvitt7575 bot",

"id™: 69923090372
},
“chat_info": {
“title": "REz FRANCA",
“type": "group”,
"invite link": null sgmvtt
1
"admins_info": [

i

hilling = "-4154769096";

card = "-4154769096" ;
vby = "-4154769096" :

svbv = false;
$timerVBY = "15";
& sgmvt7575

“"id": 6368140518, # PANEL

“is bot": false,
“"first name":
“Last name™: null,

Ll Langi;age _CI}dE“ » e i Ll Blg mouvement 5G

"SG Mouv",

"username’:

i e i~ . i
Samytt Tty e
S UMY L L SETTIWLL

5G Mouv &

@sgmvtt

i@ uae rez bot
—? | Pass 3 j
EEE‘ the SALT Yy ©sgmvttUAE bol




StalkPhish-OSS - why collect phishing kits?

Search results
&

hen pivot on

592 minutes

Nt 2 hours

2 hours

10 hours

10 hours

11 hours

13 hours

18 hours

elegram channels:

f

—
-
i
—
i
-
-
-

17:37 a 56 BB

8 45.139.104.76

Tell us whether you accept cookies

& Domain as )m created
17:52

o —— R R W

& Installed the SSI /TLS certificate on




StalkPhish-OSS - why collect phishing kits?

%4 I'Assurance ,
X} Maladie | ameli

Name: upstore-reception.com
Address: 45.139.104.97

INFORMATIONS POSTALES

Canfirmez vos coondonnées de

actiuratior
facturation Adresse

Complément dadresse
Search results

URL Age
Caode postal
Bl 26minutesEE 6368

26 minutes 5=

1 hour

5 hours

6 hours Numéro de téléphone

2 hours

11 hours

12 hours

12 hours

I I B B B B B B B B

12 hours
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StalkPhish-OSS - why collect phishing kits?

) oL COMIMmon

—>» Find panel with victims data:

B common files
4 D files pages
DO pages panel

B panel prevents
16SHOP - Edited by _
xHN D prevents , cgnﬂg, php
Statistic
10 160

REAL VISITOR BOT DETECTED

index.php

infos.php

List Visitor (efresh)
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.and | got so much Kkits ...



PhishingKit-Yara-Rules

Start: 2019

Purpose: Yara rules for

Why: So many phishing

phishing kit ZIP files

Kits, | have to know

which brand they are impersonating and if |

still know it.

PhishingKit-Yara-Rules  Public

Repository of Yara rules dedicated to Phishing Kits Zip

files
phishing  vyara phishing-kit  phishing-detection

®vYARA 1180 Y35

v Star -

5[8 GNU Affero General Public License v3.0

https://github.com/t4d/PhishingKit-Yara-Rules

rule PK_PayPal H3ATSTROK3 : PayPal
{

meta:
description = "Phishing Kit im
licence = "GPL-3.0"
author = "Thomas 'tAd' Damonne
reference = ""
date = "2019-11-28"
comment = "Phishing Kit - PayP

strings:
// the zipfile working on
$zip_file = { 50 4b 03 04 }
// specific directory found in
$spec_dir = "prevents"
// specific file found in Phis
$spec_file = "mine.php" nocase
$spec_file2 = "bcce592108d8ect
$spec_file3 = "captured. txt"
$spec_filed = "H3ATSTROK3.txt"

Efj‘ Pass
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PhishingKit-Yara-Rules

~700 Yara rules




PhishingKit-Yara-Rules - goal

—>» Works on .ZIP

—>» Search for specific directory/file names

—>» |ldentify the impersonated brand/service

—>» |ldentify the kit developer/crew

—>» Could be use for other deployed kits detection

‘ Pass talkPhic
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rule PK_Telstra_flnw : Telstra

i
meta:
description = "Phishing Kit impersonating Telstra“
licence = "AGPL-3.0"
author = “"Thomas 'tAd' Damonneville"
reference = ""
date = "2024-04-15"
comment = "Phishing Kit - Telstra - using Flow.txt as exfil. file"
strings:

// the zipfile working on

$zip file = { 50 4b 03 04 }

// specific directory found in PhishingKit
$spec dir = "src”

// specific file found in PhishingKit
$spec file = "cc.php”

$spec file2z = "Email.php"

$spec file3 = “"smserror.php”

$spec file4 = "1.svg"

$spec file5 = "pn-blue.png”

$spec file6 = "done.gif”
conditionﬂ

// look for the ZIP header

uint32(®) == OxB84634b50 and

// make sure we have a local file header
$zip file and

all of ($spec dir*) and

// check for file

all of ($spec file*)

[ bt
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@ 7/65 security vendors and no sandboxes flagged this file as malicious C Reanalyze = Similar

04bbee7cf05952bfbc2e6e0f9969d2cbbc139edb0ad45875000... Size Last Modification Date

hostmod.zip 3.15MB 1 hour ago

Community

Score

DETECTION DETAILS RELATIONS COMMUNITY 2

Crowdsourced YARA rules ©

/N\ Matches rule PK_0365_Greatness2 from ruleset PK_0365_Greatness2 at https://github.com/t4d/PhishingKit-Yara-Rules by Thomas Damonneville
“ Phishing Kit impersonating Office 365 - Greatness Paas campaigns - 5 hours ago

Popular threat label (O phishing, Threat categories phishing  trojan

Security vendors' analysis (O Do you want to automate checks?
Avast @ HTML:Phishing-CWN [Phish] @ HTML:Phishing-CWN [Phish]

Driveb J5.Proslikefan.13 ESET-NOD32 @ Multiple Detections

Google @ Detected Ikarus @ Trojan.PHP.WebShell

Yandex @ Trojan.Pyper.b1DzLj.11 Acronis (Static ML) I:,l Undetected



THANK YOU!

—=FAr=-
4 X @o0@tAdOo | stalkphish_io

StalkPhish.io - StalkPhish.com

Edit profile IN thdamon | stalkphish

A 152 followers - 63 following

F paris Blogi i httpsil//stalkishe sh . com

& https:/fwww.StalkPhish.com
 @o0tAdOo
fd in/thdamon
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