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WHOAMI

•

•

•

• olefile since 2005 (to parse MS Office documents)

• exefilter since 2008 (to scan many file formats and clean them from active content like

macros)

• oletools since 2012 (to analyse MS Office files, detect malicious documents)

•

https://decalage.info/
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• VBA Macros, XLM macros, OLE objects, DDE, Remote Templates/OLE

•

https://github.com/decalage2/oletools/wiki/olevba


• oletools are used by a number of projects and online malware analysis services, including:

• ACE, ADAPT, Anlyz.io, AssemblyLine, Binary Refinery, CAPE, CinCan, Cortex XSOAR (Palo 

Alto), Cuckoo Sandbox, DARKSURGEON, Deepviz, DIARIO, dridex.malwareconfig.com, EML 

Analyzer, EXPMON, FAME, FLARE-VM, GLIMPS Malware, Hybrid-analysis.com, InQuest

Labs, IntelOwl, Joe Sandbox, Laika BOSS, MacroMilter, mailcow, malshare.io, malware-

repo, Malware Repository Framework 

(MRF), MalwareBazaar, olefy, Pandora, PeekabooAV, pcodedmp, PyCIRCLean, QFlow, Qu1cksc

0pe, Tylabs QuickSand, REMnux, Snake, SNDBOX, Splunk add-on for MS O365 

Email, SpuriousEmu, Strelka, stoQ, Sublime 

Platform/MQL, Subparse, TheHive/Cortex, ThreatBoook, TSUGURI 

Linux, Vba2Graph, Viper, ViperMonkey, YOMI, and probably VirusTotal, FileScan.IO.

https://github.com/IntegralDefense/ACE
https://www.blackhat.com/eu-23/briefings/schedule/index.html#unmasking-apts-an-automated-approach-for-real-world-threat-attribution-35162
https://sandbox.anlyz.io/
https://www.cse-cst.gc.ca/en/assemblyline
https://github.com/binref/refinery
https://github.com/ctxis/CAPE
https://cincan.io/
https://cortex.marketplace.pan.dev/marketplace/details/Oletools/
https://cortex.marketplace.pan.dev/marketplace/details/Oletools/
https://github.com/cuckoosandbox/cuckoo
https://github.com/cryps1s/DARKSURGEON
https://sandbox.deepviz.com/
https://diario.elevenpaths.com/
https://dridex.malwareconfig.com/
https://github.com/ninoseki/eml_analyzer
https://github.com/ninoseki/eml_analyzer
https://pub.expmon.com/
https://certsocietegenerale.github.io/fame/
https://github.com/fireeye/flare-vm
https://www.glimps.fr/en/glimps-malware-2/
https://www.hybrid-analysis.com/
https://labs.inquest.net/
https://github.com/certego/IntelOwl
https://www.document-analyzer.net/
https://github.com/lmco/laikaboss
https://github.com/sbidy/MacroMilter
https://mailcow.email/
https://malshare.io/
https://github.com/Tigzy/malware-repo
https://github.com/Tigzy/malware-repo
https://www.adlice.com/download/mrf/
https://www.adlice.com/download/mrf/
https://bazaar.abuse.ch/
https://github.com/HeinleinSupport/olefy
https://github.com/pandora-analysis/pandora
https://github.com/scVENUS/PeekabooAV
https://github.com/bontchev/pcodedmp
https://github.com/CIRCL/PyCIRCLean
https://www.quarkslab.com/products-qflow/
https://github.com/CYB3RMX/Qu1cksc0pe
https://github.com/CYB3RMX/Qu1cksc0pe
https://github.com/tylabs/quicksand
https://remnux.org/
https://github.com/countercept/snake
https://app.sndbox.com/
https://splunkbase.splunk.com/app/5365/
https://splunkbase.splunk.com/app/5365/
https://github.com/ldbo/SpuriousEmu
https://github.com/target/strelka
https://stoq.punchcyber.com/
https://docs.sublimesecurity.com/docs/enrichment-functions
https://docs.sublimesecurity.com/docs/enrichment-functions
https://github.com/jstrosch/subparse
https://github.com/TheHive-Project/Cortex-Analyzers
https://s.threatbook.com/
https://tsurugi-linux.org/
https://tsurugi-linux.org/
https://github.com/MalwareCantFly/Vba2Graph
http://viper.li/
https://github.com/decalage2/ViperMonkey
https://yomi.yoroi.company/
https://www.virustotal.com/
https://www.filescan.io/


OLE/CFB format OpenXML format 
(ZIP+XML)

Other

DOC - Word 97-2003 DOCX/M – Word 2007+ RTF

XLS – Excel 97-2003 XLSX/M/B – Excel 2007+ Word 2003 XML

PPT – PowerPoint 97-2003 PPTX/M – PowerPoint 
2007+

Word XML - FlatOPC

PUB - Publisher VSDX - Visio Excel 2003 XML

VSD - Visio XPS PowerPoint XML - FlatOPC

MPP/MPT – Project MSIX MHT – Word/Excel 
MHTML

Outlook messages SLK

FlashPix images CSV

StickyNotes

MSI



OLETOOLS
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OLETOOLS



OLETOOLS

Input File

Deobfuscation
Hex, Base64, StrReverse, 
Dridex, Hex+StrReverse, 

StrReverse+Hex, …
Suspicious Keywords
Downloads, File writes, 

Shell execution, DLL calls, 
known-bad Win32 calls, 

Registry changes, … 

Extract VBA 
Macros 

source code

Potential IOCs
URLs, IP addresses, 

Executable filenames, …

Supported Formats:
• Word .doc, .docm
• Excel .xls, .xlsm, .xlsb
• PowerPoint .ppt, .pptm
• Publisher .pub
• Word 2003 XML
• Word 2007+ XML (FlatOPC)
• MHT/ActiveMime .mht
• SYLK/SLK
• VBA source code

• Even encrypted with password

VBA String 
Expressions 

Deobfuscation
(mini VBA Parser)

Auto Execution Triggers
AutoOpen, Document_Open, 
Document_Close, ActiveX, …

Other Detections
VBA Stomping

XLM / Excel 4 Macros



OLETOOLS

•

•

• A: Automatic triggers

• W: Any write operation that 
may be used to drop a payload

• X: Any execute operation

•



OLETOOLS
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oleid

olevba

ViperMonkey

VBA/XLM Macros mraptor
Detect Malicious VBA

Emulate / Deobfuscate 
VBA

oleobj

OLE Objects
Remote Refs

rtfobj

RTF

ftguess

File
Format

msodde

DDE Links



Why are documents still a threat 
today ?



ATTACK TECHNIQUES
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WHAT CAN A MALICIOUS MACRO DO?

VBA 
Macro

Run 
Automatically

Download files

Create files

Execute a file

Run a system 
command

Call any DLL 

Inject 
shellcode

Call any 
ActiveX object

Simulate 
keystrokes

Note: It is possible to write malware 
completely in VBA. 
But in practice, VBA macros are 
mostly used to write Droppers or 
Downloaders, to trigger other stages 
of malware.

All this simply using native MS Office features available since 1997, 
no need for any exploit !



A HISTORY OF MACROS

Office 95/97

• 95: WordBasic

• 97: VBA - simple 
Yes/No prompt to 
enable macros

1995-2003

• Macrovirus era

• Concept, Laroux, 
Melissa, Lexar

Office 
2000/XP/2003

• Unsigned macros 
are DISABLED BY 
DEFAULT

2004-2013

• VBA winter

• Attackers prefer
exploits

Office 2010 / 
2013 / 2016 / 
365

• Single “Enable 
Content” button 
AFTER seeing the 
document 
(Lures)…

• Sandbox against 
exploits 
(Protected View)

2014-2023

•VBA Macros come 
back

•Used as first stage to 
deliver malware

•100,000s of phishing 
e-mails per day

•Banking Trojans, 
Ransomware, APTs, …



ATTACK TECHNIQUES

•

• 2023 : Blocked by default for files coming from the Internet

•

• 2022 : Disabled by default

•

• 2017 : disabled by default in Word

• 2019 : disabled by default in Excel

•

• 2020 : Blocked for executable files

•

• CVE-2017-11882 (Equation Editor), CVE-2021-40444, CVE-2022-30190 (Follina), CVE-2023-
36884, ...



ATTACK TECHNIQUES

● LockBit ransomware 
using Remote 
Templates with VBA 
Macros :

● AgentTesla using XLAM 
– Excel Add-ins with 
VBA Macros



ATTACK TECHNIQUES

•

• Threat actors still use exploits from 2017 !

• In 2024 malicious macros are still coming in.

• Attackers only need one unpatched computer to enter.

•

• Finance department getting XLS files every day from partner

•

• Example : the new MS Outlook CVE-2024-21413 allows a link to 
launch a document without Protected View

•

• Documents on SharePoint/OneDrive can still run macros

• Documents sent by email within a company can still run macros

•

• Blocked features are not 100 % blocked

• Example : Document with macros in an ISO image file, OLE 
Package with drag and drop



https://www.linkedin.com/posts/emeric-nasi-84950528_extended-
slides-activity-7211761335305437184-
9nG_?utm_source=share&utm_medium=member_desktop 

https://github.com/X-C3LL/congresos-
slides/blob/master/Offensive%20VBA.pdf 

https://www.linkedin.com/posts/emeric-nasi-84950528_extended-slides-activity-7211761335305437184-9nG_?utm_source=share&utm_medium=member_desktop
https://www.linkedin.com/posts/emeric-nasi-84950528_extended-slides-activity-7211761335305437184-9nG_?utm_source=share&utm_medium=member_desktop
https://www.linkedin.com/posts/emeric-nasi-84950528_extended-slides-activity-7211761335305437184-9nG_?utm_source=share&utm_medium=member_desktop
https://github.com/X-C3LL/congresos-slides/blob/master/Offensive VBA.pdf
https://github.com/X-C3LL/congresos-slides/blob/master/Offensive VBA.pdf
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Ftguess – File Format 
Identification
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MSI / MSIX
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https://support.microsoft.com/en-gb/office/blocked-attachments-in-outlook-434752e1-02d3-4e90-9124-8b81e49a8519


•

•

• Msidump is great to analyse malicious MSI but requires Windows

• Lessmsi also requires Windows 

• Msitools require Linux, not security oriented

• Not found any suitable tool or parser for MSIX

•

• Done: decode OLE stream names from MSI

• MSI: Extract embedded files from streams and CAB files

• MSI: Parse databases, extract custom actions

• MSI: Extract scripts

• MSIX: Parse manifest

• MSIX: Parse config.json

• MSIX Extract embedded files and scripts

• Detect suspicious MSI / MSIX



Any questions:

@decalage2 on X

@decalage@mastodon.social
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