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Forensic expertise: expectations
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Forensic expertise: reality
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What is OpenRelik?

Live Demo

http://localhost:3000/folder/112
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What is OpenRelik?

● OpenRelik is an open-source platform designed to streamline 
your digital forensic investigations

● Collaborative processing and analysis engine
● Built for everyone, novices and experts
● Strong focus on community contributions

Streamline DFIR investigations
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What is OpenRelik?

● OpenRelik is an open-source platform designed to streamline 
your digital forensic investigations

● Collaborative processing and analysis engine
● Built for everyone, novices and experts
● Strong focus on community contributions

Collaborative workflows 
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What is OpenRelik?

● OpenRelik is an open-source platform designed to streamline 
your digital forensic investigations

● Collaborative processing and analysis engine
● Built for everyone, novices and experts
● Strong focus on community contributions

Novices and experts
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What is OpenRelik?

● OpenRelik is an open-source platform designed to streamline 
your digital forensic investigations

● Collaborative processing and analysis engine
● Built for everyone, novices and experts
● Strong focus on community contributions

Focus on community contributions



10

● Workers tightly integrated with the codebase

● Wrappers upon wrappers for task scheduling

● "just a processing pipeline": Originally no UI, hard to debug runs, 

hard to obtain intermediary data

● No easy access to artifacts or files besides what the workers 

produced

Blast from the past
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Lessons learned

● Worker isolation is a must - easier dependency management 
and maintenance

● Use native Celery functions instead of reinventing the wheel
● Need for a central repository of all files in your investigations
● More collaboration features - clone workflows that worked, edit 

the ones that didn't
● Make it extendable and resilient - extensions don't depend on 

the core system and vice-versa
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Tell me what you really, really want

● Easy access to files, artifacts, forensics tools that work

● Dynamic workflows: compose reusable workflows from the UI

● Collaborative: Share & remix workflows across users or cases

● Deep dives: Support for detailed analysis, manual and automatic

● Resilience: Distributed architecture with self-contained workers

● Extensible: Easy to add new tools to the mix, internal or external
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Full-stack familiarity

● FastAPI (API backend)
● PostgreSQL (Storing metadata)
● Celery (Schedule workers)
● VueJS (Web UI)
● Docker/Podman (every component is a container)
● Shared file system (eg. Filestore, NFS)
● k8s ready (Scalable deployment)
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Artifacts are organized and collaborative



16



17



18



19

What can we do with plain Celery? 

● chain

The chain primitive lets us link together signatures so that one is called after the other, essentially 

forming a chain of callbacks (pipeline).

● group

The group primitive is a signature that takes a list of tasks that should be applied in parallel.

● chord

A chord is just like a group but with a callback. A chord consists of a header group and a body, 

where the body is a task that should execute after all of the tasks in the header are complete.
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Chain (pipeline) 
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Group (parallel) 
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Easy to develop new workers

● No dependencies on the core system
○ Auxiliary functions, e.g. create_output_file 

1. Fork https://github.com/openrelik/openrelik-worker-template
2. Add your cmdline invocations
3. Start your container
4. Profit!!

https://openrelik.org/guides/create-a-new-worker/
https://github.com/openrelik/openrelik-worker-template
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https://openrelik.org/marketplace/ 

https://openrelik.org/marketplace/
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✨ AI-enhanced investigations ✨

Demo 1
File Summary and Chat

http://localhost:3000/folder/117/file/2090
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https://docs.google.com/file/d/1KL8y7H6G6B_ipqeIw0vEncVx_eC_jC4y/preview
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✨ AI-enhanced investigations ✨

Demo 2
What DFIQ is happening?

http://localhost:3000/folder/128
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http://www.youtube.com/watch?v=f52GyWf1dHk
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AI-enhanced investigations

● Model agnostic
● No vendor lock-in
● No tight coupling with AI features
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Key takeaways

● Server-based forensic processing and analysis platform

● Fully open-source stack

● De-coupled architecture allows for easy integration of 

custom, internal workflows

● Augment analysis using AI-powered features

● Enable everyone to contribute


