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What is MalHour




OO » We routinely collect and analyse large volumes of

DD malware samples

limited in a cloud-first world

P FO b I e m T$l  Traditional sandbox solutions are expensive and

Statement(s)

so we can deliver threat intel to customers

<> » We need a mechanism for quickly extracting loCs




What do we currently have?

@ YETI

Open Source TIP
e Highly-extensible
e Helps having a contributor on the team &

e Ingests all honeynet data

¥ bataDoG



What do we currently have?

d\)—:°7> Workload Protection Agent

eBPF Security Agent

Excellent for monitoring Linux hosts and
containers

Works well in the environments our customers
use

Malware cannot easily evade kernel-level
monitoring

¥ bataDoG



What do we currently have?

Honeynet

<L°

Multi-honeypot Infrastructure

Heavily based on Docker

Incoming feed of malware samples/malicious
images etc

Allows us to gather cloud-specific threat intel

¥ baTADOG



What do we currently have?

AssemblyLine4
—7
&~
Malware Analysis Pipeline

o Developed by the Canadian CERT
e Processes queues of files and hands
them off to other services for analysis

¥ bataDoG



® Maybe we can unite these
technologies @



Leveraging FOSS for
Malware Analysis



Assemblyline4

Front-end to pipeline
e Samples/models
submitted via a web Ul
Services
e Jobs in the pipeline
e  Static/dynamic
e  Written in Python
Conveyor-belt design
e Services executed in series
e Unique ID added to file,
identify during processing

Assemblyline

HASH/URL

Custom Analysis

¥ baTaDOG



Could we use AL4 and our
eBPF agent in combination as
a “sandbox”?



MalHound

Detonate malicious samples

from ELF to models or docker images

Rely on docker containers as
execution unit

Automates all the burden of old school
sandbox

Use Datadog open source agent

To profile processes activities (files,
netflows, syscalls, ...) and applications
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INFO
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ERROR - Error while running pre-run script: b'\nWARNING: apt does not have

INFO
INFO
INFO
INFO

INFO
INFO

19 Pull requests

alopezz Build ddot-only packages instead of ...

Starting malhound execution...

Bootstraping BaseSandbox sample detonation
Container cws-agent already running (id: 9f2c41c1d59b).

Initializing detonator container

Container c340e3d3ae7f769b4e88204dd08aadf7b0145dffafel64d8e@9c39b5aH
Container c340e3d3ae7f769b4e88204dd08aadf7b0145dffafel64d8e@9c39b5a6
Bootstraping container c340e3d3ae7f769b4e88204dd08aadf7b0145dffafeld

Pulling image ubuntu:latest
Pulling from library/ubuntu
Pulling fs layer 5a7813e@71bf...
Verifying Checksum

Download complete for ubuntu:latest. Extracting...

Pull complete

Digest: sha256:72297848456d5d37d1262630108ab308d3e9ec7ed1c3286a32fed
Status: Downloaded newer image for ubuntu:latest

Container cws-agent already running (id: 9f2c41c1d59b).

Container c340e3d3ae7f769b4e88204dd08aadf7b0145dffafel64d8e@9c39b5a6

Starting container c340e3d3ae7f769b4e88204dd08aadf7b0145dffafel64d8e
Container c340e3d3ae7f769b4e88204dd08aadf7b0145dffafe164d8e@9c39b5ad

Stopping activity dump for 5dcdb54a90085530cd4c7e954d3c551ceddd@546h
Waiting 5 seconds for dump termination...

Listing activity dumps...

Running command ./c340e3d3ae7f769b4e88204dd08aadf7b0145dffafel64d8ed

Let container c340@e3d3ae7f769b4e88204dd08aadf7b0145dffafe164d8e09c39

[SAMPLE OUTPUT START]

[ Notifications % Fork 1.3k ¥ Star 3.2k

621 ) Discussions (*) Actions () Security |~ Insights

Go to file <> Code ~

638ac93 - 6 minutes ago @

Update developer docs depen... 2 months ago
Update CODEOWNERS to tran... 3 weeks ago
CEL Filter base [CONTP-809] ... 4 days ago
Build ddot-only packages inst... 6 minutes ago
chore: use registry.ddbuild.io f... 3 months ago
Migrate Cl to dda (#33587) 4 months ago
Build images in two steps to c... 5 days ago

About

Main repository for Datadog
Agent

@ docs

hqg.com/

go  monito

00 Readme
&8 Apache-2.0 license



Datadog agent 101

Security Asen‘t

& Linux Kernel
a System-Probe N

(" eBPF Programs o
CWS forwarder
Low level tracers maps @ —-
kprobes | CWS events &

e eBPF (kernel land) /A/“Mtv B
/
e System-probe (userland) Tracepaints —
ule engine e O
Logs-like z
. g A/etwork k ) pm/|oao(s
Application tracers filters
. . . - x Remote WM
e Profile application for several A Hostname
programming languages Flare. Se;::z‘éf;ﬁ;/ Remoti fagger
Support runtime injection for Python Inventory ST heg
or Nodejs for example
Compatible with OTel

( Core Agent J

¥ pAtADOG




Aws account

Uniting AL4 & a PP R
Malhound Meoe ) Prys ™

e Rely on AL4 to handle Ingester Malhound
storage / analysis / Ul / SRy
i scaler Service N N
scalability plumber

Add Malhound as a dynamic

Tef : Docker socket
analysis service over ssh

Detonation host

Renders Malhound results in a De‘tono‘tiovm
AL4: container 1

I0CS monitors

Process tree Agent . Detonation
Mom‘tors
Syscalls table container container ...

Files table monitors

Netflows table Detonation
K container MJ

¥ baTaDOG



How does this
look to an
analyst?

Custom submission

parameters

e Execute sample with
argument

e Override container start
command

e Configure
networking/execution
timeout

e Apply custom policies and
filtering expressions

Hash/URL to Analyze
20b4d8894898768c7¢3516db97dee9646508a...
A valid URL requires a scheme, i.e. https://www.example.com
Type of Analysis

Custom Analysis

Select the following external sources

M MalwareBazaar

4 VirusTotal

Dynamic Analysis
@ Malhound

Timeout

300

4 Enable Network

Default

Detonation Image

Detonator:Latest

Workdir

/

Pre Run Command

Command Override

Command Prefix

Command Arguments

Post Run Command

¥ baTaDOG




Detonation
Environments

Environment is configurable

Support for ELFs, Python
and Node scripts along
with PyTorch models
Guarddog - requirement to
analyse heavily-obfuscated
nodedS and Python scripts
Can easily modify
container to introduce new
detonation environments

S

Dynamic Analysis

“

Malhound
Timeout

300

%4 Enable Network

Default

Default
Node
Python

Torch

Pre Run Command

Command Override

Command Prefix

¥ baTaDOG



X
File Identification A
MD5 b9c08eadf7b5088fe6a521da83e00d26
SHA1 ac5da35aaa92f0@8fce5¢c7551d96e6c41b1217775
a O u n SHA256 9cd3d63baal39794dbc415d3d4848844702c43b001a835598d4af578f36e484f
SSDEEP 393216:L0+DC196Tw2HdcqW60PS02ywmifx9a/etYFkx4V4jc03nHBGgMEN3skwidTY/: L+10W6LytKapBVIHiESskwmM/
TLSH T1FDE63397277AB269D5343333165B8D9EE325C5880B3E284B4452DD3D0CE9397BF8A782
Expiration date in a month (2025-07-31 14:17:27)
out ut Size 14273618 (14 MB)
Type archive/zip
Mimetype application/zip
Magic Zip archive data, at least v2.0
Entropy 7.450920687610866
Rely on activity dumps
° D | t File Frequency ~
ISplays process tree
. First Seen 2 hours ago (2025-07-01 14:11:35)
([ ] Ca n teSt deteCt|0n Last Seen 21 minutes ago (2025-07-01 15:46:58)
Count 3
engineering rules
e Displayed in Datadog for DMl onsl sy -
slide but output from S axadmin
MalHound is all JSON
. ) Service Results ~
e  Easily trace malware’s
8 Malhound T : 4.6 latest A
behaviour
. . Execution tree ~
e Similar to a sandbox, but
) . 292057 sh
tracing done via eBPF or a ST
profiler
/usr/bin/bash
292240 python
> /usr/bin/python3.12 -c import torch;
torch. load('./9cd3d63baal39794dbc415d3d4848844702c43b001a835598d4af578f36e484f",
weights_only=False)

DOG







Skidmap Overview

Cryptojacking malware targeting Linux
e Originally discovered in 2019 by Trend Micro

Hides mining activities using malicious kernel modules (rootkits)

e (getdents()hooking - hide dropped files
e Fakes CPU and network usage statistics to conceal mining

Constantly evolving family, new variants frequently discovered

e Trustwave variant in 2023 - Redis targeting
e We notice Skidmap activity in our own honeypot in Q2 2025

21


https://www.trendmicro.com/en_gb/research/19/i/skidmap-linux-malware-uses-rootkit-capabilities-to-hide-cryptocurrency-mining-payload.html
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/honeypot-recon-new-variant-of-skidmap-targeting-redis/

Skidmap
Analysis

selinuxdefconed

e UPX-packed x86-64 ELF

e Primary payload for 2025
campaign

e  Multiple embedded
payloads

e Malformed UPX header

e upx_dec works for the
“parent” but not the rest

e Could extract each payload
and unpack but let's use
MalHound!




"syscall_nodes": [

{ "image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall':
"image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall":
"image_tags": ["latest"], "syscall":

Skidmap
Analysis

MalHound Raw JSON Output
e Quickly identify syscalls
used by the malware
Useful for binary triage
Looks like the binary writes

additional payloads

B e e T T T T e o ey

1,

"network_devices": []

Key Insights for Malware Analysis

1. The malware process (PID 140643) shows significantly more syscall diversity - typical of malicious behavior
2. File access is tracked separately - you can correlate file access patterns with syscall usage

3. Syscalls 87 (unlink) and 90 (chmod) in the malware process suggest file manipulation

4. Syscall 257 (openat) indicates modern file opening operations

¥ baTaDOG




"image_tags": ["latest"],

Skidma "name": "reviews",
p "is_pattern': false,

° "EElats {
Analysis o,
user": "root",
“gid": @,
Additional payloads "group": "root",
. . "mode': 33188,
identified “ctime": “1750691192431070471",
e Sample is a loader that "mtime": “1750691192431070471",
. h fO“OWin "mount_id": 2186,
writes out the g "inode": "2152064",
files: “in_upper_layer": false,
o reviews “"path": "“/usr/bin/reviews",
. "basename": "reviews",
o mldconflgs “"filesystem": "overlay",
o  kmod (masquerade) “package_name": "*,
“"package_version": "",

Hashes displayed for each

Additional payloads “hashes": [

Se|f-extracted from main "shal:6306T546bbb787f7aad8c32089262ec984b%e2cc",
"sha256:8deel9b985b6d50da3a44063¢c91c6d9dc91640T57e58e31bdddccc90aasb54c8",
"md5:6bdb3c971821e6262626c93e71caf27c"

"package_srcversion': "",

binary

TTP overlap with 2023 1,
variant "hash_state": "DONE"

¥ paTADOG 24




Detonating a Malicious
Model - Live Demo



What's next

Open source Malhound and AL4 service

Soon™ (&

Improve integration between AL4 and Yeti
Yeti plugin to submit command_line to AL4

AL4 plugin to submit selected 10Cs to Yeti

Support other tracers and container runtimes

Kunai, Tracee, Falco... And move from default docker runtime to kata container.

¥ baTaDOG



Takeaway

Relying on Open Source is important when dealing with sandboxes

You need to understand how things work to be sure you're not missing something.

Cloud environment is not well supported in the sandbox ecosystem, FOSS
helps to build your own pipeline.

We needed support for packages, docker images, models, ...

FOSS community is always helpful!

AL4 community was super helpful and the project is very well thought.

¥ baTaDOG






