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This applies to:
e online digital archives (The Internet Archive, ...)

e other entities "distributing documents” (in a wide sense)

We will not focus on "how” these documents are distributed:

We want to authenticate their
"when” & "where”
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Roleplay (as a cryptographer)

Why do we need to establish trust into digital archives?

e Imagine you are a cryptographer named Alice 4

e Bob gives you a NIST paper he downloaded ten years ago
e You search for it online, to "verify” the document is legitimate

+You check the domain name (e.g nist.gov not nist.rip)
+You check that your connection is secure

e The NIST website seems to be the document’s primary origin
The website & document metadata say "published in 2015"
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Why do we need to establish trust into digital archives?
e Imagine you are a cryptographer named Alice
e Bob gives you a NIST paper he downloaded ten years ago
e You search for it online, to "verify” the document is legitimate
[ ]

The NIST website seems to be the document's primary origin
trusting metadata? in this economy?
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Roleplay (as a cryptographer)

Why do we need to establish trust into digital archives?

e Imagine you are a cryptographer named Alice

Bob gives you a NIST paper he downloaded ten years ago

You search for it online, to "verify” the document is legitimate

The NIST website today seems to be the document’s primary origin

You learned two things from that informal protocol:

e The "where”, some server you securely connected to

The "when”, today, you have learned nothing about the past

You were not there ten years ago!
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Informal Primary Origin Authentication

This informal protocol is very limited in its results:

e | saw that document today on the (official) website «/

e Nothing proves to you that it was the same in the past X

Maybe-you're-talking to-a-bad-actor?
Some legitimate modification not listed explicitly?
Some security issue, was modified 5 years ago, no one noticed?

Some new management, a new board with new policies?
You just don’'t know what could have happened!
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Informal Pri thentication

This informal protocol is very limited in its results:
e | saw that document today on the (official) website «/
e Nothing proves to you that it was the same in the past X

There is no way around it:
You have to trust someone (someone in the past, ten years ago)

What about people ten years in the future? !

Inote that to these future people, we are that "someone in the past” :)



Is this really an issue?

no problem if document stored on me computer



2. What is the problem?
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The informal approach is flawed, because it is online & interactive
(primary origin)*

e A chain of trust relying on its weakest link :(
e Funding? Oceanic cables? Neglect?
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The informal approach is flawed, because it is online & interactive
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e An informal chain of trust relying on its weakest link :(

e Sooner or later, you will loose your online source of trust :(

What if a bad actor tampers with our digital records?
(or merely convincingly claims it has)
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We have no way to "revert back” to a "trusted past”



Relying on an Informal Chain of Trust

The informal approach is flawed, because it is online & interactive

OO0 O
0@ @ ©

e An informal chain of trust relying on its weakest link :(

e Sooner or later, you will loose your online source of trust :(

What if a bad actor tampers with our digital records?
(or merely convincingly claims it has)

The digital past is indistinguishable from backdated data



"Just go to The Internet Archive”

There exist online digital archives with snapshots of the past %




"Just go to The Internet Archive”

There exist online digital archives with snapshots of the past %

e They become the new weakest link of the chain of trust :(




"Just go to The Internet Archive”

There exist online digital archives with snapshots of the past %
e They become the new weakest link of the chain of trust :(

e We can not expect perfect operational security for decades :(




"Just go to The Internet Archive”

There exist online digital archives with snapshots of the past %
e They become the new weakest link of the chain of trust :(
e We can not expect perfect operational security for decades :(

e They can not afford becoming a target for bad actors :((




"Just go to The Internet Archive”

There exist online digital archives with snapshots of the past %
e They become the new weakest link of the chain of trust :(
e We can not expect perfect operational security for decades :(

e They can not afford becoming a target for bad actors :((

Bad actors capabilities? to generate convincing fakes are expanding fast

2as well as their economic incentives to attempt such attacks



"Just go to The Internet Archive”

There exist online digital archives with snapshots of the past %
e They become the new weakest link of the chain of trust :(
e We can not expect perfect operational security for decades :(

e They can not afford becoming a target for bad actors :((

Bad actors capabilities? to generate convincing fakes are expanding fast

We need to fix this now® @

2as well as their economic incentives to attempt such attacks

3and we should have started 5 years ago
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The fix is digital signatures, no?

You're in luck!

Iimisomething of ‘a,,c'r;yptographer myself



3. How can we fix this?




What about Trusted Timestamps?

"RFC3161: Internet X.509 PKI Time-Stamp Protocol (TSP)" 2001
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at about Trusted Timestamps?

"RFC3161: Internet X.509 PKI Time-Stamp Protocol (TSP)" 2001
e A trusted third-party signing a "current now” together with a hash*
e Other more elaborate constructs are available® (blockchains yay!)
e Some public tools available around trusted timestamps
& trailofbits / rfe3161-client ' Pubiic

<> Code (©) Issues 3 19 Pull requests
[Meta] Support for various TSAs #46

e DarkaMaul opened on Oct 30, 2024 Collaborator =+ Assignees
No one assigned

TSA Validation Results

Labels
No labels
Status  TSA Details
x digicert Invalid Set Ordering Error Type
No type
X globalsign Invalid Set Qrdering Error "
X sectigo Invalid Set Ordering Error Projects
X sectigo_2 Invalid Set Ordering Error No projects
) entrust Invalid name verification
Milestone
) swisssign Invalid name verification No milestone

] quovadisglobal Invalid name verification 6



https://www.ietf.org/rfc/rfc3161.txt
https://webrecorder.net/
https://perma.cc
https://lil.law.harvard.edu/

t Trusted Timestamps?

"RFC3161: Internet X.509 PKI Time-Stamp Protocol (TSP)" 2001
e A trusted third-party signing a "current now” together with a hash*
e Other more elaborate constructs are available® (blockchains yay!)
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e Some existing usage in WebRecorder® — a web archiving tool!
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t Trusted Timestamps?

"RFC3161: Internet X.509 PKI Time-Stamp Protocol (TSP)" 2001
e A trusted third-party signing a "current now” together with a hash*
e Other more elaborate constructs are available® (blockchains yay!)
e Some public tools available around trusted timestamps

e Some existing usage in WebRecorder® — a web archiving tool!

Let's take a look at what they are doing! 9

“may be used as a proof of existence of the hashed data at the signed timestamp
Swe'll first use RFC3161 as "good cryptography” is not our limiting factor here
Snotably used by perma.cc from the Harward Library Innovation Lab
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8trusted timestamps are easier to scale than archival (b/c storage, copyright issues...)
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We do NOT? want to store any document ourselves!
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1. Build | (2 WACZ archive) Hecti
2. Use your domain certificate’ to sign an inventory of the documents
3. Reach out to a public RFC3161 server and get a trusted timestamp

It's simple & sound, but not really what we want! &

We do NOT? want to store any document ourselves!

e Most documents existing today do not have any signature attached
e |s there a public database of trusted timestamps of all the things?

e |s there an "oracle” somewhere that can answer the "when” &
"where"

"WebRecorder own tool uses an ACME-issued Let’s Encrypt certificate, for example
8trusted timestamps are easier to scale than archival (b/c storage, copyright issues...)
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The missing "“chronology

(a look at an existing usage of trusted timestamp in digital archives)
1. Build | (2 WACZ archive) Hecti
2. Use your domain certificate’ to sign an inventory of the documents
3. Reach out to a public RFC3161 server and get a trusted timestamp

It's simple & sound, but not really what we want! &

We do NOT? want to store any document ourselves!

e Most documents existing today do not have any signature attached
e |s there a public database of trusted timestamps of all the things?

e |s there an "oracle” somewhere that can answer the "when" &
"where"” based on a huge collection of historical trusted timestamps?

"WebRecorder own tool uses an ACME-issued Let’s Encrypt certificate, for example
8trusted timestamps are easier to scale than archival (b/c storage, copyright issues...)
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A way to build a "chronology oracle”

(the way X.509 certificates work today seems to be a good starting point)
e a model centered around independent authorities signing stuff
e a third-party acting as observer, signing the "when" & "where" online
e these observers would produce as much timestamps as possible (only)

e their output is manifest files fit to be stored, distributed & archived

All the pieces are already there!



Where are the transparency logs?

transparency in title but not in talk??
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Digital Archive Transparency

Why using transparency logs in digital archives?
e # of new certificates today far exceed # of new documents published

e help build a more "formal” trust model for independent observers

o focus on "when"+"where" as it can be verified by a third-party
o help identify bad observers (sign-now-release-later, other attacks...)

e put all manifests® in a transparency log to make them discoverable
e an existing technology acting de facto as a "chronology oracle”

Let's add a transparency log in our trust model! :

90r even all documents ever produced, several billions of them %


https://letsencrypt.org/2024/03/14/introducing-sunlight/

Let’s build it now!

gonna build it meself




Let’s build it no

gonna build it meself 0

103 very humbling experience in software engineering



5. Where I'm at?
(a work in progress)
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Step 1/4: getting the documents

m done = wip started m later

Where to get documents?
o i £ d : .
e mintegrate with existing archiving formats (warc/wacz, ..)

e mget documents from the already-existing!® digital archives!

mstart with the documents you have on the local filesystem :)

! also collect document metadata for cross-reference !

In most cases, write custom code!? on a case-by-case basis...

Hmost only exposes md5 or shal in their metadata (unfit for digital signatures...)

125ch as some = batch PDF processing with some basic metadata extraction
11
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B3see bitcoin’s BIP-0173 and BIP-0350
12


https://github.com/bitcoin/bips/blob/master/bip-0173.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0350.mediawiki

: specifying "what we sign”

We are not going to sign each document hash+metadata separately...
e We aggregate data about a document collection in a manifest file

o pick a format fit for long-term storage & archival (!)
o opiniated choice: ASCll-encoded text files?

o make it human-readable, printable, and fully specified!
Lots of hashes & short byte strings to store as text..

o base32 with error-correction: bech32m-inspired'® "r2value” format

B3see bitcoin’s BIP-0173 and BIP-0350


https://github.com/bitcoin/bips/blob/master/bip-0173.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0350.mediawiki

: specifying "what we sign”

We are not going to sign each document hash+metadata separately...
e We aggregate data about a document collection in a manifest file

o pick a format fit for long-term storage & archival (!)
o opiniated choice: ASCll-encoded text files?

o make it human-readable, printable, and fully specified!
Lots of hashes & short byte strings to store as text..

o base32 with error-correction: bech32m-inspired'® "r2value” format

e we also need structure for resilience to minor file corruptions

B3see bitcoin’s BIP-0173 and BIP-0350


https://github.com/bitcoin/bips/blob/master/bip-0173.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0350.mediawiki

: specifying "what we sign”

We are not going to sign each document hash+metadata separately...
e We aggregate data about a document collection in a manifest file

o pick a format fit for long-term storage & archival (!)
o opiniated choice: ASCll-encoded text files?
o make it human-readable, printable, and fully specified!

e Lots of hashes & short byte strings to store as text...
o base32 with error-correction: bech32m-inspired'® "r2value” format

e we also need structure for resilience to minor file corruptions
o ..

B3see bitcoin’s BIP-0173 and BIP-0350

12
R R R R RRRBRRBRRRERES=ESSBE©EBIBEBBEES=ESSS


https://github.com/bitcoin/bips/blob/master/bip-0173.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0350.mediawiki

: specifying "what we sign”

m done = wip started m later

We are not going to sign each document hash+metadata separately...
e mWe aggregate data about a document collection in a manifest file

o pick a format fit for long-term storage & archival (!)
o mopiniated choice: ASCll-encoded text files?
o 1 make it human-readable, printable, and fully specified!

e Lots of hashes & short byte strings to store as text..
o mbase32 with error-correction: bech32m-inspired™® "r2value” format

e ~we also need structure for resilience to minor file corruptions
° ..

What does your "manifest” look like?

B3see bitcoin’s BIP-0173 and BIP-0350
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What does these "manifest” looks like?

documents are referred to using their sha256 hashes
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What does these "manifest” looks like?

other identifiers / "codes” are included for cross-reference
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What does these "manifest” looks like?

document metadata is explicitly stored for third-party analysis
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Step 3/4: getting a trusted timestamp & signing the manifest

We have everything in a manifest, we still need some signatures!
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Step 3/4: getting a trusted timestamp & signing the manifest

m done = wip started m later

We have everything in a manifest, we still need some signatures!
o mfirst we get a rfc3161 trusted timestamp of the manifest content

o muse rfc3161-client & rfc3161ng to process query & responses
o mvalidate against 34 (!) public TSA'™ and openssl-ts as reference

e mthen we append a signature!® bound to a given mobserver identity

e = then add some tooling (like a m CLI) to work around all that

We now have a digitally-signed "certificate-like way"
to archive & share the "when” & "where”

4 Time-Stamp Authority — each with a subtly unique & non-standard behavior
Blikely some hybrid ed25519+MAY03 digital signature scheme (wip pgc yadiyada)
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B sorry, this is future works'®

16insert meme_not_much_but_honest_work. jpg
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Conclusion & Thank you

To sum it up:

e we need timestamping services signing everything at scale »/ (fast)
e cheap to operate with good tooling to be accessible to anyone

e the technology already exists and is ready to be used

e we "just” need to build the thing — and I'm trying to! 1’

Transparency logs are a perfect fit for our use case!
To keep you posted, write to:

contact@archive.rip

thank you for listening! #‘3‘

7hut I'm short on staff & resources — come see me after that talk!
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Appendix: Links & Resources

Several resources for the curious mind:
e The Century Scale Storage as an introduction to digital archiving
e The LOCKSS / CLOCKSS project as precursor in distributed archives
e The WACZ Signing & Verification from WebRecorder for reference
Both Signed HTTP Exchanges & HTTP Message Signatures

and many more I'm sure :)


https://lil.law.harvard.edu/century-scale-storage/
https://www.lockss.org/
https://clockss.org/
https://specs.webrecorder.net/wacz-auth/0.1.0/
https://webrecorder.net/
https://wicg.github.io/webpackage/draft-yasskin-http-origin-signed-responses.html
https://datatracker.ietf.org/doc/html/rfc9421
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