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Goal of the talk

Show how to use rcat for :

● interactive reverse shells ✨
● encrypted reverse shells 🔒
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Reverse Shell

A reverse shell is a technique where :
● The targeted server connect back to us
● We can execute commands like in a terminal
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Rcat

rcat receiving an HTTP request made with curl

● rcat is a clone of netcat 
written in Rust 🦀

● Nice features for 
reverse-shells

● Support of TLS

● Colors !
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Basic features
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TCP connection 

Listen with  rcat -l [PORT] Connect with rcat [HOST] [PORT]

         or rcat [HOST:PORT]



Is my file transferred ?
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TCP Half-sockets

Say we have a connection established with netcat.
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TCP Half-sockets

If netcat or the server sends EOF to close the connection.

Netcat keeps the other half open.
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TCP Half-sockets

This is the reason why we don’t know if a file transfer is finished.

You can use -q 0 to close the connection.
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TCP Half-sockets

rcat close the connection when EOF is received.
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What are TTY ?
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TTY

● A TTY or (PTY) transforms some shortcuts to signals.
● Gives you a buffer to edit your command.
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https://jvns.ca/ascii
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TTY in Raw mode

ASCII control chars are ignored.
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Shell Upgrade 
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Classic Shell 
Upgrade 

netcat reverse shells can be 

upgraded with a few commands.
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--pwn

This option will automatically 

upgrade the reverse shell to a

fully interactive shell.
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Upgrade Windows 
reverse shells

It can also upgrade the 

reverse shell from Windows

Thanks to ConPtyShell.
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Auto resize

The upgraded shells will be resized
automatically based on the size of 
your terminal.
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https://docs.google.com/file/d/19QMY62IRNJ8Wq5OD-WEqyq3_5MXzGRCp/preview


TLS
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TLS connection

Open TLS connection with the

--tls flag.
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TLS server

You can create a  TLS server with

● --key for the private key

● --cert for the certificate

Or use --self-signed to 

generate a certificate 
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revshells.com

Today most reverse shells 
are unencrypted.
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Encrypted
reverse shells

You can use the following 
commands to create 
encrypted reverse shells.
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Encrypted reverse shells

You can use the following commands to create encrypted reverse shells.

Listener:

Reverse shell one liner:
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Future works
(a.k.a all known bugs)
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Windows
Shell Upgrade
fails on TLS

Probably because ContPTYShell
hijack the socket of the current 
process.

I should probably rewrite this 
without the Socket Hijacking.

(help welcome!)
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Support TLS 1.1 and 
1.0

rustls make you write you 
own TLS validator to accept 
insecure ciphers.

#
#
#
#


Port C# to 
PowerShell with
PSReflect

Add-Type will eventually be detected.

PSReflect could allow us to call
the C windows API without
writing to disk.
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Handle resizing like 
SSH

SSH uses a special signal to indicate a 
window resize.

It would avoid clogging the session.
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Change the name

rcat is a very common name.

⭐ Star it on github 🐙
or help me find a new name.
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Github

● .deb package

● static binaires

● https://github.com/ 
0xfalafel/rcat
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https://github.com/0xfalafel/rcat
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