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Overview

Keycloak presenaon and denion

Why i’s challenging o audi Keycloak conguraon

How KCMapper works

Demo

Conclusion
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Keycloak
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Keycloak
Keycloak presentation

Open-source Ideny & Access Managemen (IAM) plaorm mainained by Red Ha

Provides Single Sign-On, ideny brokering & social login

Suppors OIDC, OAuh 2.1, SAML 2.0 proocols

Communiy momenum: 50 000+ GiHub , 400+ conribuors
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Keycloak
Keycloak login workflow

User

User

Browser

Browser

Application

Application

Keycloak

Keycloak

Access

open /home

GET /home

302 to Keycloak

Login

OIDC auth request

login form

credentials

validate credentials

build roles & groups

302 code=XYZ

Token exchange

GET /callback?code=XYZ

POST /token

access_token & id_token

(with roles & groups)

Done

302 /home

protected page
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Keycloak
Core entities snapshot

Entity Purpose Supports nesting?

Realm Top-level securiy boundary; isolaes users, cliens, roles —

Client Applicaon or API being proeced; holds credenals & proocol setngs —

Role Coarse-grained permission; can be realm-level or clien-level Composite roles (role-of-roles)

Group Logical collecon of users; inheris roles Sub-groups

User Human or service accoun; inheris groups & roles —

Mapper Adds/ransforms claims in okens, federaon, or user sorage —
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Audit challenges
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Audit challenges
Why it’s challenging to audit Keycloak conguration

Deep nesng of roles & groups obscures eecve permissions

Keycloak UI can be misleading – a role ab may show “No direct users” while many users inheri he role via groups or composie roles
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Audit challenges
Why it’s challenging to audit Keycloak conguration

Need o check many screens o collec permissions

No single repor showing all eecve righs

Easy o miss inheried roles hrough composies or groups

Manual review is me-consuming and error-prone
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KCMapper
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KCMapper
How KCMapper works

Export – uses he pyhon-keycloak library byMarcos Pereira

(hps://gihub.com/marcospereirampj/pyhon-keycloak) o pull realms via he Admin

REST API

Map – normalise JSON ino a Neo4j graph

Analyze – dynamic web UI: pre-wrien queries
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KCMapper
What is Neo4j?

Nave graph database soring nodes & relaonships

Query language: Cypher (SQL-like for graphs)

Suppors fas raversals on large graphs

Used by securiy ools such as BloodHound, which maps privilege-escalaon pahs in

Acve Direcory

KCMapper loads each realm snapsho ino Neo4j for ineracve analysis
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KCMapper
Noe4j graph after export
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KCMapper
Cypher query samples

1. Lis all pah beween roles wih he sring admin and user

MATCH path = (r:Role)-[]-(u:User)
WHERE toLower(r.name) CONTAINS 'admin'

RETURN path;
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KCMapper
Cypher query samples

2. Lis objecs link o he user linda.legal

MATCH path = (u:User {username: "linda.legal"})-[*1..2]->()
RETURN path

LIMIT 25;
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Demo
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Conclusion
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Conclusion

Manual Keycloak audis are brile and slow

KCMapper auomaes mapping & analysis wih a graph-based approach

Dynamic UI + Cypher queries expose hidden inheriance issues

Open-source: ry i, give feedback, share rule ideas!

-> hps://gihub.com/synackv/kcmapper
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Thanks!
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