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Why do we need Administrative Privileges on OS ?
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each server…

1 admin
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Why do we need Administrative Privileges on OS ?

image: Flaticon.com

each server…

1 admin team
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1 admin team per department

Why do we need Administrative Privileges on OS ?

image: Flaticon.com

each server…

> 120 admins just for 
basic system!
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Why do we need Administrative Privileges on OS ?
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But concretely ? 
What can-we do on our (linux) systems?
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From the beginning, 
granting privileges on Linux

The great "Root", with all its privileges The users

Repas de paysans - LENAIN. FECIT
Louis XVI

su,sudo
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26 years ago, the destitution

Separation of privileges
Linux Capabilities
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What can-we do with these privileges?

Admin Software Admin IAMAdmin Network

Distribute administrative roles!
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Admin Software

● Update system

Admin IAM

● Add new user

Admin Network

● Update firewall

● Create network

What can-we do with these privileges?
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RootAsRole: A memory-safe and security-oriented 
alternative to sudo/su commands
● Role-based access control

● Role hierarchy & Separation of Duties

● More configuration features

● JSON & CBOR interchangeable policy format

● glob & PCRE2

● Documented

● Heavily tested

● Written in Rust

The main tool name is 

sr

https://dl.acm.org/doi/10.1145/501978.501980
https://dl.acm.org/doi/10.1145/501978.501980
https://www.json.org/
https://cbor.io/
https://docs.rs/glob/latest/glob/
https://www.pcre.org/
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Demo time!
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Did you know?

When you want :
1. find a file, you can open a new terminal?
2. backup your data, you can open a new terminal?
3. use a text editor, you can open a new terminal?
4. … and many more can be found on GTFOBINS website

Around 390 binaries can be exploited to perform a malicious attack… let’s see how with 
this demo.
Of course you can find the equivalent list for Windows on LOLBAS website
Beware Microsoft users!! 👻

https://gtfobins.github.io/
https://lolbas-project.github.io
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let’s find a file… with sudo

Install a malware in the kernel
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And now, find a file with sr
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setcap?? doas sudo sudo-rs sr (for Switch Role)

Change user/groups mandatory mandatory mandatory mandatory and optional

Centralized policy no LDAP-based no planned (RDBMS)

Authentication management PAM PAM, standalone, etc. PAM PAM

Logging features syslog syslog, logsrvd, etc. syslog syslog

Set capabilities on files only no no no Ambient-based

Prevent direct privilege escalation no no no “Bounding set” based

Untrust authorized users no no no using Immutable file flag

???
not 

planned
planned good better
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Using CBOR format (Work in Progress)
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Let’s install apache2 with RootAsRole
1. Create a role, i.e. “deploy_apache”

5. Grant capabilities on the “install Apache2” task

2. Assign the group to this role : “ansible”

3. Create the task : “install_apache2”

a. Run “sr capable -j apt install apache2”

4. Add the command “apt install apache2” in the task

7. Ansible group can now execute “sr apt install apache2”

a. Authenticating, and it works

Complicated, Right?
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But Linux capabilities are only for specific 
administrative tasks.

Let’s do more!
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Now let’s simplify the process
with Infrastructure as Code
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The Ansible example

sudo 

sudo 

sudo 

task

task

task
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Organisation

The Ansible example

website-content tasks
(by Dorine)

network-related content
(by Mallory)
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Organisation

The Ansible example

website-content tasks
(by Dorine)

network-related content
(by Mallory)
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The Ansible example
Organisation

Supply chain attack !

website-content tasks
(by Dorine)

network-related content
(by Mallory)
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sr 
become
plugin

Link a RootAsRole policy to Ansible deployments
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As we don’t want to do it by our hands

(PoC) gensr
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Conclusion

● We propose “sr”, which is better solution than sudo

● We provide automation tools to help lazy people

● We integrate the solution to Ansible IaC solution
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A PhD open to Opportunities in Cybersecurity
Seeking Roles in:

● Secure System Design & Architecture

● Cybersecurity Expert or R&D

● Or propose a better one 😁
What I Bring:

● Expertise in Linux security (SELinux, eBPF, nftables, etc.)

● Foundations in secure coding and access control models

● Proven successes in R&D and vulnerability analysis

Contact Me:

📧 eddie.billoir@gmail.com

mailto:eddie.billoir@gmail.com


Airbus Amber

Copyright Airbus Protect 2023

Let’s talk !

Questions ?

Give us a star 🌟 
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