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What is Yoyodyne IT

● Based in Bordeaux
○ Full remote \o/

● Building tools to help users make informed decisions
○ Actual intelligence is still our best bet
○ Opensource or GTFO

● Infosec trainings
○ Mostly to at-risk communities, journalists

● The tools are co-developped with (or invented by) Quinn Norton



(some of the) Tools maintained by CIRCL





Phishing and scams

● The leanest websites you’ll see today
● Use interesting techniques to block the analysts

○ Or just use Cloudflare, they’re the phishers best friends.
● Sometimes hard to reproduce a capture



Navy Federal Credit Union
https://lookyloo.circl.lu/tree/260406eb-1219-4379-a80d-3f3bad2bd683

https://lookyloo.circl.lu/tree/260406eb-1219-4379-a80d-3f3bad2bd683


Bank of America
https://lookyloo.circl.lu/tree/b500a676-ac38-4737-93bd-b03c83e5a89e

https://lookyloo.circl.lu/tree/b500a676-ac38-4737-93bd-b03c83e5a89e


Credit Agricole
https://lookyloo.circl.lu/tree/91015905-fdc9-456f-a4d4-6fc5d5e7ff61

https://lookyloo.circl.lu/tree/91015905-fdc9-456f-a4d4-6fc5d5e7ff61


Tracking on legitimate websites

● GDPR is actually doing good things
● Everything is so much worse outside Europe
● It is still very bad
● Use an adblocker.



What is My IP Address - GDPR & no click
https://lookyloo.circl.lu/tree/e85d939a-e25b-480e-94e2-3cd72794bb18

https://lookyloo.circl.lu/tree/e85d939a-e25b-480e-94e2-3cd72794bb18


What is My IP Address - GDPR & Click
https://lookyloo.circl.lu/tree/e67f2969-0a04-4ad6-94ca-7ffb1bf9f99b

https://lookyloo.circl.lu/tree/e67f2969-0a04-4ad6-94ca-7ffb1bf9f99b


What is My IP Address - No GDPR
https://lookyloo.circl.lu/tree/fb750aa2-79b2-4f0d-af50-de27ff283796

https://lookyloo.circl.lu/tree/fb750aa2-79b2-4f0d-af50-de27ff283796


https://lookyloo.circl.lu/tree/06d8eadd-e19e-4d3b-8e27-f1846
de55b23

https://lookyloo.circl.lu/tree/06d8eadd-e19e-4d3b-8e27-f1846de55b23
https://lookyloo.circl.lu/tree/06d8eadd-e19e-4d3b-8e27-f1846de55b23


POST to https://pbs-eu-central.ay.delivery/cookie_sync



Response to POST 





User data



Browser data



POST -> https://pbs-eu-central.ay.delivery/openrtb2/auction



Response to bid





WAT

● Crypto?
● Crypto scam?
● AI slop?
● AI slop crypto scam?



https://lookyloo.circl.lu/tree/5ddd3718-6d85-470c-b9f0-a9ef43a41dad 

https://lookyloo.circl.lu/tree/5ddd3718-6d85-470c-b9f0-a9ef43a41dad


https://lookyloo.circl.lu/body_hashes/597dd1ea582622aa1e30366c988851df60ab9b1372c5
5a4850312f05a656baa44ab0b458614de66a5c261ffe220d13f948d724a203079d3f0ef3f3a5
6c47120d?from_popup=True 

https://lookyloo.circl.lu/body_hashes/597dd1ea582622aa1e30366c988851df60ab9b1372c55a4850312f05a656baa44ab0b458614de66a5c261ffe220d13f948d724a203079d3f0ef3f3a56c47120d?from_popup=True
https://lookyloo.circl.lu/body_hashes/597dd1ea582622aa1e30366c988851df60ab9b1372c55a4850312f05a656baa44ab0b458614de66a5c261ffe220d13f948d724a203079d3f0ef3f3a56c47120d?from_popup=True
https://lookyloo.circl.lu/body_hashes/597dd1ea582622aa1e30366c988851df60ab9b1372c55a4850312f05a656baa44ab0b458614de66a5c261ffe220d13f948d724a203079d3f0ef3f3a56c47120d?from_popup=True


https://lookyloo.circl.lu/tree/e4b35086-cadd-4e3c-903f-9d7993a08a82

https://lookyloo.circl.lu/tree/9286ffba-bfd0-4175-809c-378ba7cb01f5

https://lookyloo.circl.lu/tree/473107ed-085e-410b-8a77-ed285b6a5f36 - Swiftcoin ?!

https://lookyloo.circl.lu/tree/e4b35086-cadd-4e3c-903f-9d7993a08a82
https://lookyloo.circl.lu/tree/9286ffba-bfd0-4175-809c-378ba7cb01f5
https://lookyloo.circl.lu/tree/473107ed-085e-410b-8a77-ed285b6a5f36


https://lookyloo.circl.lu/tree/9d968095-3eaa-4b97-
94d0-ef166a96ffbe

https://trojan-trading.pages.dev/

https://lookyloo.circl.lu/tree/9d968095-3eaa-4b97-94d0-ef166a96ffbe
https://lookyloo.circl.lu/tree/9d968095-3eaa-4b97-94d0-ef166a96ffbe


https://lookyloo.circl.lu/tree/c8f43dfe-ea18-47bd-8e5c-a0feadeae4d3

littlepepe.com 

https://lookyloo.circl.lu/tree/c8f43dfe-ea18-47bd-8e5c-a0feadeae4d3


https://lookyloo.circl.lu/tree/38aab6c8-0fd3-48f9-a7c3-6cbe0286c4b0

www.lilxpepe.lol 

https://lookyloo.circl.lu/tree/38aab6c8-0fd3-48f9-a7c3-6cbe0286c4b0


https://lookyloo.circl.lu/tree/76daa149-056a-4b80-bb94-778320117a33

https://lookyloo.circl.lu/tree/76daa149-056a-4b80-bb94-778320117a33


https://lookyloo.circl.lu/tree/089c6909-57f8-4d89-a96c-b8f06b93922d

https://lookyloo.circl.lu/tree/089c6909-57f8-4d89-a96c-b8f06b93922d


Name and shame

● Boring phishing CMS
○ glitch.me

● Crypto scam CMS
○ webflow.io
○ teachable.com

● Everything as long as it’s bad
○ r2.dev -> Cloudflare \o/

http://glitch.me
http://webflow.io
http://teachable.com


Demo interfaces 

● https://lookyloo.circl.lu
● https://pandora.circl.lu/
● https://phishtankapi.circl.lu/
● https://monitor.circl.lu/

https://lookyloo.circl.lu
https://pandora.circl.lu/submit
https://phishtankapi.circl.lu/
https://monitor.circl.lu/


Contact

● raphael@yoyodyne-it.eu
● info@circl.lu
● Twitter: @rafi0t
● Mastodon: @rafi0t@social.yoyodyne-it.eu
● Github: https://github.com/rafiot

mailto:raphael@yoyodyne-it.eu
mailto:info@circl.lu
https://github.com/rafiot

