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Android

~4.69 billion People
Own a smartphone

70% Mobile Market
Powered by Android OS

~1.54 Million Apps
Hosted in Google Play
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Tracking in Android

Fingerprinting
High entropy 

attributes

PII
(email, phone, …)

Persistent IDs
(Serial number, 
IMEI, IMSI …)

Temporary IDs
(sharedPrefs, 
Android ID)

Protected by permissions

Protected by permissionsEasily removed or changed



44

Device Fingerprinting 

Kernel Timezone

Language Android API 
level

Manufacturer Device Model

APIs
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Related Work

● Manual methodology
● Identifier-based
● Outdated due to Android 

ecosystem evolution (2016)

● Automatic methodology
● Only two manufacturers and single 

Android version, limited 
generalizability, (2020)



Research questions
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How to perform device fingerprinting 
automatically and exhaustively ?

How does Android diversity impact the device 
fingerprints (uniqueness, stability) ?

What sensitive information is leaked 
without permissions on Android devices ?
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Overview of EXADPrinter
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● 6,022 documented classes*
● 65,259 documented fields
● 212,599 documented methods

● Idea : Java Reflection
○ Access hidden and custom APIs defined 

by vendors

Approach
Scraping the API

// Samsung:
android.widget.DigitalClock.SEM_DICTIONARY_ID
android.os.UserManager.semHasBaseUserRestriction

*Scrapping done in September 2024
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Approach
Extracting attributes

● 6,022 Java classes to kickstart the 

Java Reflection process

● 43 Shell commands from toybox

● 3 content providers: 

Settings.Global, Settings.System 

and Settings.Secure
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Approach
Attribute importance

● Number of unique values of attribute

● Attribute Relevance by Shannon Entropy

● Normalized Entropy
 

 



Collecting our dataset
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● Android application

● Real world devices 

● (Almost) permission-less

● In Google’s Play Store since 

October 2024

○ Please Install me 😃
Scan QR code 

and install 
AmIUnique



Dataset: 6 months
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● 1151 fingerprints from 
833 devices

● 7 versions of Android
○ versions 9 to 15

● 41 manufacturers
● Large fingerprints 

containing ~ 200.000 
attributes



Results
Detected Unique Identifiers
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*20,65% of devices identified by at least one unique identifier
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AOSP  Vendor Customizations

MAC @

Settings.Global.bluet
ooth_headset_priority
_[MAC address]

Emergency contact Email

Settings.Secure.key_
miui_sos_emergency
_contacts

Settings.System.sam
sungaccount

* 38 Affected devices * 6 Affected devices * 8 Affected devices

Detected Identifiers
Examples of unique identifiers



Results: Attribute examples
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Results
Fingerprintability of the Android ecosystem
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● 100% of uniqueness
with 2 attributes 

● Under stability constraints
100% uniqueness with 
6 attributes

● Example of unique
attribute combinations:
○ (Device uptime, Boot count)

○ (Device name, TAC)



Contributions
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EXADPrinter: an Exhaustive Fingerprinting Framework for Android

Dataset: 1,151 fingerprints coming from 833 devices

Highlighting the impact of user and vendor customizations

20.65% of devices identified by at least one unique identifier

Disclosed issues to concerned parties

100% Fingerprint Uniqueness with just 2 attributes 

100% Stable Fingerprint Uniqueness with just 6 stable attributes 
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Limitations Future Work

● Dataset size. Small scale of our 
dataset

● Stability analysis. Limited 
number of fingerprints coming 
from same device

● Permissions Impact. How do 
permissions influence 
fingerprinting?

● Fingerprint Evolution. How do 
fingerprints evolve over time ?



● User preferences make devices identifiable
● Vendor customizations enhance device 

fingerprinting
● Way too many attributes not protected by 

default
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Conclusion

Thank you ! 
Questions? 

Please Install Am I 
Unique for Android

https://github.com/ExadPrinter/

sihem.bouhenniche@inria.fr 

https://github.com/ExadPrinter/
mailto:sihem.bouhenniche@inria.fr

