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Just a FYI

• Some enterprise Wi-Fi systems are particularly aggressive when 
you try to mess with them
• (and even when you don’t try!)

• Please, don’t annoy the event nor the venue 



Context

• Pass the Salt is hosted by Université Catholique de Lille
• The Wi-Fi name (SSID) is ICL_INVITE.



ICL_INVITE

• Just an open Wi-Fi
• With a captive portal

• Probably based on MAC addresses

• Traffic is in cleartext over the air

Should we recommend the 
University to migrate on an 
Encrypted Open Wi-Fi?



OWE?

• WPA-3 equivalent of Open Wi-Fi (thus without password)
• Sometimes named “WPA3-Open”

• Defined in the IEEE 802.11 standard
• Enforced by “Enhanced Open ” certification, defined by the Wi-Fi 

Alliance “Opportunistic Wireless Encryption Specification”

• Has a “transition” mode
• Uses internal security requirements of WPA3

• Requires Management Frame Protection, PMK caching, etc.
• Uses the SAE Handshake

https://www.wi-fi.org/system/files/Wi-Fi%20Enhanced%20Open%20specification%20v1.2.pdf
https://www.wi-fi.org/system/files/Wi-Fi%20Enhanced%20Open%20specification%20v1.2.pdf
https://www.wi-fi.org/system/files/Wi-Fi%20Enhanced%20Open%20specification%20v1.2.pdf
https://www.wi-fi.org/system/files/Wi-Fi%20Enhanced%20Open%20specification%20v1.2.pdf


SAE variant for Open Wi-Fi

• SAE stands for “Simultaneous 
Authentication of Equals”

• ECDH exchange before the 
Wi-Fi 4 way-handshake
• Based on Dragonfly protocol 

(RFC 7664), based on SPEKE

• Derives a PMK from the ECDH 
exchange



Encrypted Open Network, end of the game?

• In transition mode, some previous clients are using only the 
unencrypted network

• No AP Authentication (“Evil-Twin”/“Rogue AP”).
• AP transition based on the RSSI & technology (and other variables).

• “Think out of the box”
• Wi-Fi configurations

• Using different bands, channels and bandwidth
• Configuration inconsistencies between BSS

• Network Pentest Edition
• Multicast & broadcast traffic, Isolation between clients
• MAC address filtering
• Attacks on routers and on clients, network interceptions via ARP or ICMP type 5
• Social Engineering

(spoiler: nope!)



What should you use at Pass-The-Salt?

• Eduroam. Always. But you need credentials. From any university in 
EU.
• No, the absence of certificate is not really a vulnerability in Enterprise

Wi-Fi
• Speak to me to know more

• Your 5G
• Or a VPN and cross fingers
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