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HI !

• OSS maintainer (unblob, jefferson, ubi-reader, 
sasquatch, arpy)

• Reverse engineer working in R&D on a vast 
array of embedded firmware (Linux, Android, 
QNX, VxWorks, FreeRTOS, Zephyr, eCOS, …)

• Trying to apply/develop modern techniques 
and tooling to analyze those firmware

• @qkaiser everywhere
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AGENDA

• TARGET A – BOOTLOADER

• TARGET B – BOOTLOADER

• TARGET C – LINUX KERNEL DRIVER

• TARGET D – LINUX KERNEL CUSTOM FS

• TARGET E – UPDATE BINARY

MAY 2025
PASS THE SALT - JUNE 2026



BOOTLOADER - PRINTER MANUFACTURER
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BOOTLOADER - PRINTER MANUFACTURER

• u-boot.srec - Motorola S-Record

• Convert to raw binary with srec_cat ("srec_cat u-boot.srec -Output u-
boot.plain.bin -Binary")

• Get the load address (0x0)

• Get the architecture (AARCH64 little-endian)

• Load into Ghidra and:
o Search for "TPCE" (ECPT)

o Search for "decrypt"

o Use FindCrypt Fto find AES S-Box
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BOOTLOADER - PRINTER MANUFACTURER

• Manufacturers do make mistakes

• Always make sur you look at every artifact
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BOOTLOADER - DAHUA

• Initial coverage by at Offzone Moscow 2022

• Talk and slides in Russian - [insert take on language  barriers still creating 
islands of security research in 2026]
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BOOTLOADER - DAHUA

• Encryption is AES-CBC-128, hard part is key reconstruction

• Firmware decryption stays the same, but:

• They change which key slot is used for kernel or filesystem over time

• They change how encryption is applied
o All blocks

o Even blocks

o Every third block

• They change how IV is derived

• Manageable through proper heuristics
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BOOTLOADER - DAHUA

• Encryption is AES-CBC-128, hard part is key reconstruction

• Firmware decryption stays the same, but:

• They change which key slot is used for kernel or filesystem over time

• They change how encryption is applied
o All blocks

o Even blocks

o Every third block

• They change how IV is derived

• Manageable through proper heuristics
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ENCRYPTED RAMDISK - ALCATEL-LUCENT

• Let's look at boot_setup !
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BINARY - STORMSHIELD

• StormShield is a french manufacturer of firewalls. Like any good firewalls, 
stormshield runs on FreeBSD.

• Firmware are encrypted, but Stormshield provides virtual machine images. Or 
at least did provide, I found one on Internet Archive 
(https://archive.org/details/MyStormshield)

• Reversing the decryption has been our secret challenge for internship 
candidates. A bit sad to release it :)

• Right balance of easy to find information and PITA analysis (aka setting up 
FreeBSD)
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BINARY - STORMSHIELD

• After a quick look around, you quickly realize decryption is performed by a 
binary named fwupdate. This binary calls fwcrypto_decverif_maj_file from 
libncrypto.so, some kind of crypto wrapper library developed by Stormshield.

• Within fwcrypto_upd_init, an EVP_CIPHER_CTX object is built
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BINARY - STORMSHIELD

• Dynamic analysis on BSD ? Dtrace !
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YEALINK

MAY 2025

• Initially investigated by Synacktiv in 2019

• Since then, they continued experimenting
o Different crypto schemes

o Different file systems formats

o Sometimes with hardware backed key derivation (but not really TPM)

• We had to keep track of this, and we know we're not the only ones :)

• Transparent decryption by the VFS layer in Linux kernel

• Made to mess with reversers, not protect (customer) data
o UBIFS implementation only encrypts inode metadata, not content
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ADVICE TO MANUFACTURERS

• Stop spending precious engineering time trying to encrypt and obfuscate.

• With current tooling - including AI frontier model – custom baked encryption 
can be reversed with little efforts.

• Either do it right, or don't.
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ADVICE TO MANUFACTURERS

• If a vacuum cleaner (Ecovac) or a loudspeaker (Sonos) can implement 
encryption with eFuses, so can you !

• fscrypt / LUKS for encryption

• dmverity for integrity

• eFuses or TPM for key storage / key derivation
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ADVICE TO MANUFACTURERS (CAVEAT)

• TPM is hard to get right
o Lack of parameter encryption leaves it open to hardware sniffing

o Just using RSA primitives instead of key sealing leaves it open as decryption oracle

o Not implementing measured boot / attestation means we can talk to the TPM anyway

o Make sure the whole Secure Boot chain is protected.

o Make sure your BL31 is bl4sty-resistant
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WORKSHOP TOMORROW !

• Hands-on Firmware Extraction, Exploration, and 
Emulation

• 2026-07-01 - 14:15–17:00 @ Room LW112 

If you signed up: having a Debian derivative virtual machine at hand will speed 
things a lot. Use your hotel network to get your ISOs :)
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REFERENCES

• Ghidra FindCrypt - https://github.com/TorgoTorgo/ghidra-findcrypt

• "No grave but the SIP": Reversing a VoIP phone firmware - Synactkiv -
https://www.synacktiv.com/en/publications/no-grave-but-the-sip-reversing-a-
voip-phone-firmware

• WHY 2025 - Die Hardcoded: Unlocking Yealink's (weakest) secrets - 
https://youtu.be/hIcnTBa8IEk 

• Юрий Васин IP камера Dahua. Как посмотреть, где почесать - 
https://www.youtube.com/watch?v=01uPmePiN0A
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Q&A.
Incendiary emails can be sent out to research@onekey.com
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