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What does this function do?

int FUN_0806c160(uint param_1) {
  int iVar1;
  uint *puVar2;
  uint uVar3;
  puVar2 = (uint *)(param_1 & 0xfffffffc);
  iVar1 = -(param_1 & 3);
  uVar3 = *puVar2;
  if ((param_1 & 3) != 0) {
    uVar3 = uVar3 | 0xffffffffU >> ((iVar1 + 4U & 0x1f) << 3);
  }
  while( true ) {
    puVar2 = puVar2 + 1;
    uVar3 = uVar3 + 0xfefefeff & ~uVar3 & 0x80808080;
    if (uVar3 != 0) break;
    uVar3 = *puVar2;
    iVar1 = iVar1 + 4;
  }
  return iVar1 + (0x1fU - LZCOUNT(uVar3 & -uVar3) >> 3);
}
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What does this function do?

undefined4 FUN_0400eede5(undefined4 *param_1) {
  *param_1 = 0;
  param_1[1] = 0;
  param_1[2] = 0x6a09e667;
  param_1[3] = 0xbb67ae85;
  param_1[4] = 0x3c6ef372;
  param_1[5] = 0xa54ff53a;
  param_1[6] = 0x510e527f;
  param_1[7] = 0x9b05688c;
  param_1[8] = 0x1f83d9ab;
  param_1[9] = 0x5be0cd19;
  return 0;
}
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What does this function do?

void FUN_08032ce4(undefined1 *param_1, undefined1 *param_2, uint param_3) {
  uint uVar1;
  int iVar2;

  if (param_1 == param_2) {
    do { } while( true );
  }
  if ((((uint)param_1 ^ (uint)param_2) & 3) == 0) {
    while( true ) {
      if (param_3 == 0) { return; }
      iVar2 = 0;
      if (((uint)param_1 & 3) == 0) break;
      param_3 = param_3 - 1;
      *param_1 = *param_2;
      param_2 = param_2 + 1;
      param_1 = param_1 + 1;
    }
    for (; 3 < param_3 + iVar2; iVar2 = iVar2 + -4) {
      *(undefined4 *)(param_1 + -iVar2) = *(undefined4 *)(param_2 + -iVar2);
    }
    uVar1 = param_3 >> 2;
    param_3 = uVar1 * -4 + param_3;
    iVar2 = uVar1 * 4;
    param_1 = param_1 + iVar2;
    param_2 = param_2 + iVar2;
  }
  for (uVar1 = 0; param_3 != uVar1; uVar1 = uVar1 + 1) {
    param_1[uVar1] = param_2[uVar1];
  }
}
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Let's continue (or not)

Those functions were "easy"

Reversing each function takes some time and effort

No information on provenance / SDK
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Let's continue (or not)

Those functions were "easy"

Reversing each function takes some time and effort

No information on provenance / SDK

A little scaling problem
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Renaming automatically in 2026

1. Open a chat with your favorite frontier model

2. Send all your data, boot up MCP / Tools / SKILLS / etc.

3. Set your favorite prompt:

Reverse this program. Find all the vulnerabilities. Make no mistakes.
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Renaming automatically in 2026

One small problem (among others: privacy / environmental / political issues)
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What is SightHouse?

SightHouse is a tool designed to assist reverse engineers by collecting information and metadata from programs

and recognizing similar functions.
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What is SightHouse?
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Demo - Pwn2Own 2025
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Demo - Pwn2Own 2025
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Wanna learn more?

See how SightHouse can help you accelerate your Reverse Engineering workflow

Learn how to create your own workers

Material Prerequisites:

A Linux laptop

Docker installed and working

A supported Software Reverse Engineering (SRE): Ghidra / Binary Ninja / IDA

Technical Prerequisites:

Basic reverse engineering knowledge

Basic Python development experience

See you tomorrow from 09:30 to 12:30, Room LW112!
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Questions?

Documentation & GitHub

quarkslab.github.io/sighthouse
github.com/quarkslab/sighthouse


