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Import /home/madsquirrel/Documents/formation/onboarding -embedded/1abs/18 |

Format: | Raw Binary

Language: |ARM:LE:32:Cortex:default
Destination Folder: | test/

Program Name:  lave2.bin

0K Cancel
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= . FUNCTION
ZD A O 8K R R O
0ee B: : S 33 undefined FUN_0800CeSC ()
0o D: C : . <UNASSIGNED= <RETURN=
0o0 2 5 b8 i FUN_0B000e8c X
000 ] 0800Ce8c Ol 68 ldr
088 : : ac AG . ] 0B000eBe 20 46 nov
880 0800090 04 46 mov
. . 0B0BBEOZ Gc 99 ldr
060 : 6 C k& 080BGe04 ed fe 67 90 cdp2
[e]ele H H 3 08000e98 4f fe 11 90 mcr2
000 : 1 Import /home/madsquirrel/Documents/ formation/onboarding -embedded/labs/168_identify .. 0B000ec Oa fO ed fe bl
0ee g g 1 B g 4C TApU. . 1. 1Ap Block Name | RAM 0BO0Cead Ga fO 46 fe bl
008 . Bl 76 . . pAp. .D. % ...! Rz | e 08000sad 08 98 ldr
[olee N g 1 1 1 ormat A J - Base Address 0xD2000000 . 0800Cea6 0a 10 07 90 b.v
[e]ele . . . . . Language: |ARM:LE:32:Cortex:default - g8000eaa Oa 0 40 45 ng
2 2 = = = = . e ' y 08000eae Ol 68 r
000 Detntion Fld : Rleioiel ox0 He 08000eh0 a fO do fe bl
estination Folder: | test. 08000eh4 Oa f0 cc fe bl
— Length | 0x4000 He 08000eb8 01 68 ldr
. Program Name: laveZ.bin 0BO00eba 3 20 movs
E:E:EIGE:EE: Apply Processor Defined Labels ] 08000sbe o5 fe 07 90 cdp2
Options... Anchor Processor Defined Labels (] ggggg:ﬁg ;1 12:; 12 90 ﬁ;:i
0B000ecE 0O 06 1sls
0B000ecd 21 46 mov
— ) 0BO0Geca 07 90 str
ok || cancel | oK Cancel 08008ecc 04 45 nov
0B000ece 17 48 ldr
080002d0 ©7 68 ldr
080QGed2 17 48 ldr
0B00Ced4 21 48 nov
f- 08000ed6 16 48 1dr
0: B4 FO E9 g g g . 0B8000ed8 a9 fe 05 90 cdp2
. 0B00Cedc Oa fO ad fe bl
JEELIE: X . y 0B000ee0 cO 07 1sls
0000O1ED: : ; o @ i 3. 0BODOEEZ 78 40 cors
00BPO1FO: i 45 £ L.- p. . [ 08000eed 0a fo 9c fe bl
- 08000ee8 0a fo 28 ff bl
08000eec Ba fO 24 ff bl
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Format: [Rameary

re

Language: | ARM:LE:32:Cortex:default

(=3

Destination Folder: |test:.f

L]

Program Name: | lave2 bin

Cos

Block Name

Base Address 0x0B000000 .,

Apply Processor Defined Labels (/]

Anchor Processor Defined Labels (]

Lo

& FUMCTION 1

undefined FUN_08000e8c ()

/8 <UINASSTGNED= <RETURMN=

FUMN_0B000e8c XREF[1]: FUN_0B0001ac : 080001b4 ()
08000e8c 01 68 ldr rl, [ro,#0x0]
08000e8e 20 46 mov ro, ré
08000290 04 46 mov r4, ro
08000e92 Oc 99 ldr rl, [sp.#Stack [9x30]]
08000e94 ed fe 07 90 cdp2 p0, Oxe,cr9,crl3, cr’, Ox0
08000e98 4f fe 11 90 mcr2 p0.0x2, r9,crls, crl, Oxd
08000e9c Oa f0O e4 fe bl SUB_0800bc6E
08000eal Oa fO 46 fe bl SUB_0800bb30
0800Cead 08 98 ldr ro, [sp.#Stack [0x20]]
08000za6 Oa fO 07 90 b.w LAB_O8cOache
0800Ceaa Oa fO 40 48 and rg, rl0, #0xc0000000
08000eae 01 68 ldr rl, [ro,#0x0]
08000eb0 0a fo do fe 1 SUB_0800kc54
08000eb4 0a f0O cc fe bl SUB_0800kcS0
08000ebs 01 68 ldr rl, [ro,#0x0]
08000eba 3f 20 novs ro, #0x3f
08000ebe ¢S5 fe 07 90 cdp2 p0, Oxc,cr9, crs, cr7, 0xo
08000ecO c1 fe 12 90 mcr2 po., 0%6, r8,crl, cr2, 0x0
0800Gecd 3f 20 movs ro, #0x3f
08000ec6 00 06 1sls ro, ro, #0x18
08008ec8 21 46 mov rl, rd
0800Ceca 07 90 str ro, [sp,#0xlc]
08000ecc 04 46 mov rd, ro
08000ece 17 48 ldr r0, [DAT_GB000f2c]
080002d0 07 68 ldr r7, [ro,#9x0] =>DAT_4ab71b00
080002d2 17 48 ldr ro, [DAT_Bs000730]
0800Qed4 21 46 nov rl, ré
08000ed6 16 48 1dr ro, [DAT_B8000730]
08000ed8 a9 fe 06 90 cdp2 p0, Oxa,cr9,cr9, cri, 0x0
08000edc Oa foO a4 fe bl SUB_0800bc28
0B000ee0 cO 07 1sls ro, ro, #0x1f
08000ee2 78 40 eors ro, r7
08000ee4 0a fO 9c fe bl SUB_0800bc20
08000ee8 Oa fo 28 ff bl SUB_0800bd3c
08000eec Oa fO 24 ff bl SUB_0800bd38
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& FUNCTION J

undefined FUN_08000e8c ()

2 <l NASSTGNED=> <RETURN=

FUN_0B000e8c XREF([1]: FUN_080001ac: 080001k4(c)
0BO0DeSc 01 68 ldr rl, [ro,#0x0]
0B8000e8s 20 46 mov ro, ré
0800090 04 46 mov r4, ro
08000292 Oc 99 ldr rl, [sp.#Stack [0x30]]
08000e94 ed fe 07 90 cdp2 p0, Oxe, cr9,crl3, cr7, Ox0
0B0G0e98 4 fe 11 90 ncr2 p0.,0x2, r9,crls, crl, Ox0
0B00Ce9c Ba fO e4 fe bl SUB_0800bcEE
0B000ea0 Oa fO 46 fe bl SUB_0800bb30
0BO0Cead ©8 98 ldr ro, [sp.#Stack [0x20]]
0B0G0:a6 Ga fO 07 90 b.w LAB_08cOache
0B00Ceaa Ba fO 40 48 and rg, rlo, #0xc000e000
08000eae O 68 ldr rl, [ro,#0x0]
08000eb0 Ba foO do fe b1l SUB_0800bcs4
08000eb4 Da fO cc fe b1l SUB_0800bcs0
0BO00ehE 01 68 ldr rl, [ro,#0x0]
08000eba 3f 20 novs ro, #0x3f
08000ebe 5 fe 07 90 cdpz2 p0, Oxc, cr9, crs, cr7, 0x0
08000ecO ¢l fe 12 90 mcrz2 po,0x6, r9,crl, cr2, 0x0
0B000ec4 3f 20 novs ro, #0x3f
0B000ecE 0O 06 1sls ro, ro, #0x18
0B000ecd 21 46 mov rl, rd
0BOGGeca ©7 90 str ro, [sp,#0xlc]
0B000ecc 04 45 mov rd, ro
08000ece 17 48 ldr ro, [DAT_08000T2c]
080002d0 ©7 68 ldr r7, [ro, #0x0]=>DAT_4ab71b0oo
080QGed2 17 48 ldr ro, [DAT_08000730]
0B00Ced4 21 48 nov rl, r4
08000ed6 16 48 1dr ro, [DAT_08000730]
08000ede a9 fe 06 90 cdp2 p0, Oxa, cr9, crg, cri, 0x0
0B000edc Da foO a4 fe b1l SUB_0800bc28
0B000ee0 cO 07 1sls ro, ro,#0x1f
0B8000ee2 78 40 eors ro, r7
08000eed 0a fo 9c fe bl SUB_0880bc20
08000ee8 0a fo 28 ff bl SUB_0800bd3c

0B00Ceec Ba fo 24 ff bl SUB_0800bd38



What does this function do?

int FUN_0806c160(uint param_1) i
int iVarl;
uint *puVar2;
uint uVar3;
puVar2 = (uint %) (param_1 & Oxfffffffc);
iVarl = -(param_1 & 3);
uVar3 = *puVar2;
if ((param_1 & 3) != 0) §
uVar3 = uVar3 | Oxffffffffu >> ((iVarl + 4U & 0Ox1f) << 3);
§
while( true ) 3
puVar2 = puVar2 + 1;
uVar3 = uVar3 + Oxfefefeff & ~uVar3 & 0x80808080;
if (uVar3 != 0) break;
uVar3 = *puVar2;
iVarl = iVarl + 4;
§
return iVarl + (Ox1fU - LZCOUNT (uVar3 & -uVar3) >> 3);




What does this function do?

undefined4 FUN_0400eede5(undefined4 *param_1) %
*param_1 = 0;
param_1[1] = O;
param_1[2] Ox6a09e667;
param_1[3] Oxbb67ae85;
param_1[4] Ox3c6ef372;

param_1[5] Oxab4ff53a;
param_1[6] Ox510e527%;
param_1[7] Ox9b05688c;
param_1[8] Ox1£83d9ab;
param_1[9] Ox5be®cd19;
return 0O;




What does this function do?

void FUN_08032ce4 (undefinedl *param_1, undefinedl xparam_2, uint param_3) {
uint uVaril;
int iVar2;

if (param_1 == param_2) {
do § % while( true );
%
if ((((uint)param_1 A (uint)param_2) & 3) == 0) {
while( true ) 1
if (param_3 == 0) { return; %}
ivVar2 = 0;
if (((uint)param_1 & 3) == 0) break;
param_3 = param_3 - 1;
*xparam_1 = *param_2;
param_2 = param_2 + 1;
param_1 = param_1 + 1;
ks
for (; 3 < param_3 + iVar2; iVar2 = iVar2 + -4) {
*(undefined4 ) (param_1 + -iVar2) = x(undefined4 ) (param_2 + -iVar2);
%
uVarl param_3 >> 2;
param_3 = uVarl x -4 + param_3;
iVar2 = uVarl = 4;
param_1 = param_1 + iVar2;
param_2 = param_2 + iVar2;
%
for (uVarl = 0; param_3 != uVarl; uVarl = uVarl + 1) {
param_1[uVarl] = param_2[uVarl];
¥




Let's continue (or not)

e Those functions were "easy"
e Reversing each function takes some time and effort

e No information on provenance / SDK



Let's continue (or not)

e Those functions were "easy"
e Reversing each function takes some time and effort
e No information on provenance / SDK

e A little scaling problem

Functions - 3 items (of 28788 )




Renaming automatically in 2026

1. Open a chat with your favorite frontier model
2. Send all your data, boot up MCP / Tools / SKILLS / etc.

3. Set your favorite prompt:

Reverse this program. Find all the vulnerabilities. Make no mistakes.



Renaming automatically in 2026

One small problem (among others: privacy / environmental / political issues)

Weekly limits

Learn more about usage

All models

Resets in too long




What is SightHouse?

SightHouse is a tool designed to assist reverse engineers by collecting information and metadata from programs
and recognizing similar functions.




What is SightHouse?




SightHouse Workflow

Scrapper

Looks up for new projects
to compile or analyze



SightHouse Workflow

Compiles source code into ‘

hinary files with metadata




SightHouse Workflow

Analyzes binaries and
extracts function signatures



SightHouse Workflow

Stores signatures and metadata
for later querying



SightHouse Workflow

Databasa Frontend

Framewoark-agnostic server that analyzes
programs using stored signatures



SightHouse Workflow

‘ Tailored plugin for each SRE



Demo - Pwh20wn 2025

Firmware analysis
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Wanna learn more?

e See how SightHouse can help you accelerate your Reverse Engineering workflow

e Learn how to create your own workers

Material Prerequisites:

e A Linux laptop

e Docker installed and working

e A supported Software Reverse Engineering (SRE): Ghidra / Binary Ninja / IDA

Technical Prerequisites:

e Basic reverse engineering knowledge

e Basic Python development experience

See you tomorrow from 09:30 to 12:30, Room LW112!



Questions?

Documentation & GitHub
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