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There are many 
signatures on the Web

Typically 5 signatures
and 2 public keys
when visiting a website.

Signature #5



Classical ❌ Algorithm Size (bytes)

Signature #1
(root on intermediate)

RSA4096 512

Public key #1
(intermediate)

RSA2048 256

Signature #2
(intermediate on leaf)

RSA2048 256

Public key #2
(leaf)

P-256 64

Signature #5
(leaf on transcript)

P-256 64

Signature #3
(signed certificate timestamp)

P-256 64

Signature #4
(signed certificate timestamp)

P-256 64

Total cryptography 1,280

Signature #5

Full certificate is almost double the size! Extra data is unavoidable for SAN & 
validity, but quite a lot  is bloat: eg. AIA, CRL DP, and certificate policy.





All ML-DSA ✅ Algorithm Size (bytes)

Signature #1
(root on intermediate)

ML-DSA44 2,420

Public key #1
(intermediate)

ML-DSA44 1,312

Signature #2
(intermediate on leaf)

ML-DSA44 2,420

Public key #2
(leaf)

ML-DSA44 1,312

Signature #5
(leaf on transcript)

ML-DSA44 2,420

Signature #3
(signed certificate timestamp)

ML-DSA44 2,420

Signature #4
(signed certificate timestamp)

ML-DSA44 2,420

Total 14,724

Signature #5

Using ML-DSA65 instead adds 20kB.



How many (bytes) is too many?
Sizing up post-quantum signatures, 2021: We found that every 1kB added to the 
TLS handshake slows it down by about 1.5% at the median.
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https://blog.cloudflare.com/sizing-up-post-quantum-signatures/


How many (bytes) is too many?
Sizing up post-quantum signatures, 2021: We found that every 1kB added to the 
TLS handshake slows it down by about 1.5% at the median.

Chromium Security Design Principles, 2024: “Adding ~7kB is implausible unless 
a cryptographically relevant quantum computer (CRQC) is tangibly imminent.”

Another look at PQ signatures, 2024: Median bytes transferred from server to 
client for the lifetime of non-resumed QUIC connections to Cloudflare is 4.4kB.
● Classical signatures and public keys already account for about 25% of all 

bytes transferred on over half the connections!

If PQ signatures are too expensive, the real risk is that we deploy too late!
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https://blog.cloudflare.com/sizing-up-post-quantum-signatures/
https://www.chromium.org/Home/chromium-security/post-quantum-pki-design/
https://blog.cloudflare.com/another-look-at-pq-signatures/


Protocol ossification
Bump in missing requests 
suggests some clients or 
middleboxes  do not like 
certificate chains longer 
than 10kB and 30kB.



… even if you wait
There are better, but still not 
perfect, signature algorithms on 
the horizon, but none of these 
(assuming they’re not broken) will  
be generally available before 2031.
That includes FN-DSA.

https://keymaterial.net/2026/05/13/so-you-want-to-deploy-fn-dsa/




ML-DSA will have to do.



There are many 
signatures on the Web

Typically 5 signatures
and 2 public keys
when visiting a website.
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What are those 
SCTs again?



(full article)

https://www.eff.org/deeplinks/2011/09/post-mortem-iranian-diginotar-attack


After the DigiNotar hack, browsers require CAs to publish every 
single certificate they issue with third party certificate 
transparency logs (CT log). CAs prove they did using SCTs.



(RFC 6962. By the way, CT v2 RFC 9162 is not used in practice. Instead CT logs are 
moving to Static CT which is easier to cache.)

https://datatracker.ietf.org/doc/html/rfc6962
https://github.com/C2SP/C2SP/blob/main/static-ct-api.md




Pain points Certificate Transparency today
Denial of Service: attackers pull certificates from one log and 
use it to hammer other logs.
Monitors need to follow every single log. One broken or 
slow-to-monitor log might have had certificates of any CA.
Certificates including public keys and and signatures are logged. 
With PQC this becomes quite a bit larger.
Tricky and costly to run. StaticCT does improve things a bit.

https://letsencrypt.org/2024/03/14/introducing-sunlight


Before we talk about the solution, what are those Merkle Trees 
built by CT logs again?



For certificate transparency, the leafs are (pre)certificates.



Easy to prove a certificate is in a tree with given tree head.



The certificate transparency tree is an ever growing tree.





StaticCT makes CT more cacheable by using the fact that almost 
all nodes in a tree are finished.





Merkle Tree 
Certificates
(MTC)

Signature #5

inclusion proof 
(<1kB)



MTC idea #1
Do not log what you issue, but issue by logging.



MTC idea #1: Issue by logging
CAs build and publish a log of to-be-signed-certificates 
themselves.
CAs issue the leafs by signing the tree head.
Replace public key in t.b.s.-certs by hash-of-public key.
Role of CT logs is replaced by mirrors. Much easier to run. 
Monitors only  need to follow one mirror for each CA.





Standalone Merkle Tree Certificate
Like a normal X509 certificate, but:
● Certificate is not signed directly, but include Merkle Tree 

inclusion proof to a tree head signed by the CA and a mirror.
Makes CT much easier to run and monitor. Saves a little space, 
but not much.
To properly solve the size problem, we need a second idea.



MTC idea #2
Sideload landmarks, hourly picked tree heads, to clients.



Landmark-relative Merkle Tree Certificate
CA picks a tree head, the landmark every hour.
Third parties, for instance browser vendors or upki, monitor 
CAs and mirrors, and sideload these landmarks to TLS clients 
(browsers.)
TLS clients tells the server which landmarks they have.
TLS server can leave out (co)signatures from Merkle Tree 
Certificate anchored at one of those landmarks.
Only crypto left is public key (1.3kB for ML-DSA-44) and 
inclusion proof (<1kB). Could be smaller than classical!

https://github.com/rustls/upki




Can’t always use landmark certificates
Clients need to have the latest landmarks. Think: opening 
laptop after a week of holiday.
When setting up a certificate for a new domain (or switching 
provider), it takes some time for the certificate to be included 
under a landmark.
In these cases we can fall back to standalone Merkle Tree 
Certificates.



MTC testing
Since late 2025 we’re experimenting MTC with classic keys with 
Chrome on thousands of domains, with good results so far.

P50: ~9% faster
(105ms vs 116ms)

P90: ~8% faster
(348ms vs 380ms)

Expect an even wider 
performance gap with PQ!



MTC testing (cntd.)
For small sizes, relying parties need landmarks. How fast can 
Chrome pull these landmarks?

Steady state*: 
0.51.5% stale

Most clients update 
within 23 hours

This is an upper bound due to experimental quirks



MTC: looking ahead
Being standardized at the IETF, at the PLANTS working group.
Chrome sees MTC as the path forward for a post-quantum 
WebPKI. Let’s Encrypt agrees. First usable production MTC CAs 
expected in Chrome early 2027.
Biggest lift with CAs. For clients / servers it’s a simple software 
update to support standalone MTCs. For the small MTCs, 
clients need to pull landmarks.
Private PKIs that do not care for performance, transparency, or 
batching will likely stick to non-MTC ML-DSA certificates.

https://datatracker.ietf.org/group/plants/about/
https://letsencrypt.org/2026/06/03/pq-certs
https://blog.google/security/cultivating-a-robust-and-efficient-quantum-safe-https/


MTC: what’s done and what’s open?
Basic design of CA, mirrors and certs is mostly settled. Final 
touches on smaller details.
How to bring landmarks to non-browser clients: integration 
with upki? On-disk format for say /etc/ssl/mtc?
Use cases in private PKIs.
Can we improve monitoring using verifiable indices?
Come join the PLANTS working group!

https://discourse.ubuntu.com/t/an-update-on-upki/77063
https://www.youtube.com/watch?v=gfrXTgmbS1s
https://datatracker.ietf.org/wg/plants/about/


Thank you, questions?
blog.cloudflare.com/post-quantum-roadmap

https://blog.cloudflare.com/post-quantum-roadmap

