NukFW

The 1dentity-based firewall
or
Why using Netfilter 1s cool !

Eric Leblond, eric(@inl.fr
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In the beginning was .

e 2001, the raise of Netfilter:

— Statefull filtering
— Modularity

— Protocol helper
* Some interactions with userspace :

— Iptables: the well known configuration tool
— Userspace decision: ip_queue (-] QUEUE)

- ULOG : avanced logging

» Text based and binary output
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e Database output



A time of great strug%e Wéj ¥
deeds o

e Nefilter connection tracking:

— Table of known connections

— Capability to decide on a packet following

* Presence 1n the table
e State 1n the table

* See (or Remind) Pablo's conference for details

®INL

Logiciels Libres et Sécurité



Welcome in the ralq

e Firewall are real world object

— They are deployed in concrete enterprise/organisation

— To implement security policy
e Security policy are made by human

— To control access to resources (limit access from
internet)

— By system (control access between servers)

— And humans (control user access to resources)
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I'm not a numb

 Firewall were IP filter

— Filtering following header of packets

— Or 1n some case

e Harware header

* content

e They had no visibility on users

— Unable to control access per user

— Without assuming IP == User
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Houston, there is a.pr

 IP packets does not contain any user related
information

— Headers are totally user-free

— Only content may have this information
* Supplementary method 1s needed

— Protocol modification

— External association
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We're under

e BasicW bad 1dea: IP == User

— Association via external mechanism

— Don't work on multiuser system
e Lot of attacks:
— Spoofing (arp or IP)

— Time attack
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On the way to

e User query are connection based

— In protocol way for TCP
— More globally 1n the sens of Netfilter

e A prior1 brings no security
— Time based attack

e Need A Posteriori authentication
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Server nuauth

’ 47.

\ l ACLs
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SQL

Server nuauth
nufw P
Ot otn < P>

©INL

Logiciels Libres et Sécurité



Im;
H
1imE

&

W Mualieg

pr

W ks
il ks
il ek

LRSI o
Fow 1
Ciman ..-\.
ik i
L] b
g =
=i 155
Wi Hl
RS i iy W m
Hiwa: T o i

=R E LT - ]

Various indicators:
packets load
number of users

L L]

e

-

P Ll R

Custom pie chart
put on Index page
via Favorite

al-
al-
ak-
Aa -0 it
1 2TE-20 1
JOE- A
AL ]
R LR
weEmTw
weEmTw
SRR
P B

AT

¢ ERNT
A BRI
- EE-NE-
AL E=F HH]

ARTEI i

R Eega

1 ITE-E
EaLH VES

136 BLRITT
126 BEA e
TIETRERAIN
TETRZRIT

T FTE- e
L i H
iag B e

L

i =Eal-hl -
i =Eal-hl -
- iR
SRR
IAridm
mlram
A IERIN
A IR
CERTmIE
CERTmIE
TERIEIE
TRELED
S L]
]
A IRATR
-EEIEAIEA
-EiE 2
SRR
“iRdRd
Frim |
wo-ncn-
LA F ]
A IERIE )
CELTERT
TETRMLE
SRR
CADTENIET
CEIEET
TEIE A
A IR

=]

Fos A F

#

ik |

13 A A

Bar graph with

count
brdering

Ly AN A
i SRR AT
i E
w AR H
'l" AR H
L T m

Imported array with
custom number of
entries

Move fragment
via draghdrop

Logiciels Libres et Sécurité




Informations sur I'utilisateur

Filtre actif : Etat drop , Utilisateur jerome

L SPo DPaort quets Ciernie quet
1 min: 0.28 peki's 192.168.33.198 13023318172 fep 33014 GBEY xchat 21 08-01-15 09:20:00  |08-01-17 09:20:12
Smin 027 pokis 192.168.33.198 130.239.18.172  tcp 39014 GEAT pythonz4 12 08-01-15 09:44:29 | 08-01-17 09:19:14
15 min:  0.22 pokys 192.168.33.198 130.239.18.172  top 39014 GBET - B 03-01-10 13:14:23 [ 08-01-10 13:14:41
192 166.33.198 G4 161 .254.20 |th 55009 GRE7 firefos-bin |2 05-01-10 13:14:20  08-01-10 13:15:00
192166.33.198  G4.161.254.20 tcp 55003 GGG7 [0->9]
192.168.33.195 B4.161.254.20 tcp 55003  GGG7

192.166.35.15348 203.177.146.34 |tcp 34137 BEBT
192.166.33.154 E203.177.146.34 |tcp 34137 BREET
192.166.33.154 E203.177.146.34 |tcp 34137 BREET
192.166.33.154 206.245.212.98 |tcp 3J66EE1  TITT
192.168.33.198 ¥7.48.139.1 |th 43433 TITT
192.168.35.198 208.245.212.98 |tcp JggE21  FIEY
192.168.35.198 208.245.212.98 |tcp JggE21  FIEY

o
R ERENEQEQEAEQEQEQEQEDEDER ERERERERERNER ED

192.166.35.196 77481391 |tcp 45433 FIET
192.1668.33.196 64.161.254.20 |tcp 5004  BEET
192.1668.33.196 77481391 |th 45433 FIFT
= 192.168.35.196 G4.161.254.20 |tcp a5004  BEET
149022 entrées dans ulog
Heure : 14:4256 ‘ 192.168.35.196 G4.161.254.20 |tcp a5004  BEET [0-=9]
192.168.35.196 154.35.200.44 |tcp 48878 BEAT
_ 192.1658.35.196 154.35.200.44 |tcp AGG78  GEAT
[0-=19] suivant
fide @
=77.4819.1
©64.161.254.20
m213.92.8.4
2.181.3

W51 62 .
0130.239.18.172
01154 35.200. 44
m208.245.212 98
E209.177.146.34

[0-=9]

Copyright 2007, 2008, INL mL
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Let the police dvitﬁs |

e Sysadmin are too busy

e Let human ressource manage the firewall

— Direct link with directory
— Integrated with IAM process
e Link filtering policy with the users/groups

— Place in company will define user authorization

- Employee will loose all rights when fired
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We were expecting

e Single Sign On

[m

SQL

ACLs
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Supersize

e NuFW is flow based

— Connection 1s linked with user

— Connection property can be set with user property
e Quality Of Service:

— Can be per user

— Can be on any arbitrary criterias
e Application
* OS

e User groups
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One ring to rule tt

 Working with SIM/IDS:

— NuFW is strict (not regexp based)
— HIDS sees information NuFW does not.

e Combining forces:

— Suspicious behaviour:
e User Martin logs on a ssh server as user Robert
— Correlation:

* Robert's account was hijacked by Martin
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You say you want a Rev

e Netfilter revolution in 2.6.14

— Fight against lack of interaction

— Centralize messaging system
e Nfnetlink

— Multiplexing messages over netlink

— Multiple subsystems

e libnetfilter log
e libnetfilter conntrack

e libnetfilter queue
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* Conntrack event gives information

— At important step 1n the life of connection
 Start

» Establishement
e Update
* Destroy

* Following each connection individually with
— Accounting

— Application
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Killing in the name

e Connection destruction

— Destroy any connection from conntrack

— Block all subsequent packets from connection
* Time based filtering

— Store destruction information on userspace

— Kill them when their time has come
e BOFH module

— Kill all connections from userspace when client

disconnect
®INL
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I'm too young to d;

* Modification of connection tracking entry

— Change parameters

— Change timeout
e Set duration of connection

— Set timeout to a fixed value

— Expiration at wanted time
 NuFW provides strict time-based filtering:

— Ex: Strict 8h-18h period with connection destruction
at 18h
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Wh at' S up

 Integrate with Netfilter tools

— NuFW handle all conntrack events
— This 1s not KISS
— Informations missing

— Should use dedicated tools

* Usage of Ulogd2

— New Netfilter logging software
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e Ulogd?2 1s a rewrite of ulogd:

- With equivalent capabilities
— Use new libnf™* library

— More configurable
e Connection logging:

— Log connections into database by listening on event
— Advanced SQL storage

 Beta2 should be released this week
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Je sens que je vais'

og_cl—aré‘l

 NuFW takes advantage of Netfilter to

— Provide secure indentity-based filtering
- Extensive logging
— Quality of Service
— Single Sign On
e Netfilter provides impressive tools:
— Just do 1t
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Questions ?

 NuFW: http://www.nufw.org/

e INL: http://www.inl.{r/

» Software INL: http://sofware.inl.fr/

» Netfilter: http://www.netfilter.org/

» Ulogd2 : http://netfilter.org/projects/ulogd/

e NFWS 2008: http://workshop.netfilter.org/2008
— Users day, 29 september 2008

* Contact me: eric@inl.fr
@ INL
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http://sofware.inl.fr/
http://www.netfilter.org/
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http://workshop.netfilter.org/2008
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