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VPN solutions overview
Quick reminder about secure VPNs

Main objectlve

secure1y encapsulates data between 2 or more
tworked dewces not on the same prlvafte




VPN Solutions
Ipsec based solutions




VPN Solutions
Ipsec,-based solutions




VPN Solutions
SSL/TLS based VPN

Uses SSL/TLS security for authentication, key
negoc;latlon and session renegociation

Data e\n.capsulatlon IS stlll speC|f|c li;__




VPN Solution
Commercial fake SSL VPN

QCom_merCi_aII. .. f-ff_c_alled SSL VPN... they are just
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Open VPN
Quick facts

Created for personal use by James Yonan

Dual Ilcense

nunity edﬂlon GPL v2 / &
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VPN in- depth
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QpenVPN in- depth
1 Architecture

COporahe MEsouges

OpenVPN software

(W PENVPN l

Runs in user space.

Sdev/net,/ tun
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OpenVPN Server

OpenVPHN Client

or
ethernet frames

IP datagrams

A
P datagrams

Same software in client or
server mode. Only the
config file differs.
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COporahe MEsouges

-----

Sdev/net,/ tun

IP datagrams

OpenVPN Servel

(PENVPN

x ArChlteC’tUre .

Tun/Tap device :

faevnet/tun —

Virtual interface plugged to a
character device.

Applications in user space can
read and write IP packet (tun) or
ethernet frames (tap) to this
interface

pen VPN Clignt

or
ethernet frames

‘“'—IP dalaqrams

r)PENVPN




e
e
: ¥ 'r-.j_

VPN in- depth

Dt

Sdev/net,/ tun

- =1.- I

IP datagrams
or

(PENVPN

“Architecture

OpenVPN Server

OpenVPN Client

or
ethernet frames

:
s

(1) PENVPN

—
\ODP T TCE
ﬁ-




OpenVPN in- depth
“‘Architecture

User activity
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OpenVPHN Client

or
ethernet frames

A
P datagrams
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SSL/TLS stuff

Authentication

Encapsulation/

Keys (re
Decapsulation ys (re)

negotiation

HMAC Validation
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/dev/net/tune

Transport m
b VPN
pels can be T SSLITLS stuff
JL Authentication
Encapsulation/ Session and
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Encrypted
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OpenVPN in-depth
Multiplexer & Reliability
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OpenVPN in-depth
-Authentlcatlon & key gen
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OpenVPN in-depth
Data encryption
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Few more things
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Hardeni__ng OpenVPN




B OpenVPN
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FTP pure TCP
Data transfer protocol




Using OpenVPN : configuration
---bas—is




Plugability & Hooks for fun and
creativity

Client and ser\__/er side user defined scripts can
b ?f--':ﬂ:easrty caﬂed on multlple events




Summary

*VPN ___sQ_Mtionéﬁ"ﬁ-_:_ multiple choices for multiple



Tale | : "Home sweet home : The
Simple 4 Lines Config”

Goal ; confl_gu"re a host-to-host connection for




Tale Il : “Escaping the evil proxy*




Tale Il : OpenVPN with CAS sso
authentication

Objectlve Usmg scripts capabllltles of




Tale Il : OpenVPN conf

o C_ané¢ti_9-n-t§i- openVPN is made without

tot\élﬂétrange
/a flrewall

)on ""'uc essful SSO
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Want more ? Need help ?

»Useful links :
bitp:/fopenvpn.net — community |
lcammunity.opeqvpn.net/openvpn/wiki/



http://openvpn.net/
https://community.openvpn.net/openvpn/wiki/
https://community.openvpn.net/openvpn/wiki/RelatedProjects
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