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■ www.balabit.comAbout me

■ Peter Czanik from Hungary

■ Community manager at BalaBit: syslog-ng upstream

■ BalaBit is an IT security company with HQ in 
Budapest, Hungary

■ 150 employees
□ almost 80% can configure a Linux kernel :)
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■ www.balabit.comTopics

■ What is syslog? And syslog-ng?

■ What to log and how to log?

■ Free-form messages versus name-value pairs

■ The new buzzword: journal

■ Standardization efforts

■ Name-value pairs at work
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■ www.balabit.comWhat is syslog?

■ Logging: recording events

■ Syslog:
□ Application: collecting events

□ Data: the actual log messages

□ Protocol: forwarding events

■ History:
□ Originally developed as a logging tool for sendmail

■ Format:
□ <38>2013-02-13T11:43:58 localhost sshd[1234]: 

Accepted password for root from 192.168.101.1 port 
38420 ssh2
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■ www.balabit.comWhat is syslog-ng

■ syslog-ng: “Next Generation” syslog, since 1997

■ Focus on central log collection

■ “Swiss army knife” of logging
□ High performance

□ More input sources (files, programs, and so on)

□ More destinations (databases, encrypted net, and so on)

□ Better filtering (not only priority, facility)

□ Processing (rewrite, parse, correlate, and so on)

■ OSE vs. PE

■ rsyslog, logstash, graylog2, etc. 
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■ www.balabit.comWhy to log?

■ It helps the everyday work of IT specialists:

□ Developers: debug logs

□ Admins/operators: system logs about health and usage

□ Security: investigation and incident response

■ Only if logs are managed!
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■ www.balabit.comHow to log?

■ Short answer: centrally

■ Long: centrally, because:
□ Ease of use: one place 

to check instead of 
many

□ Availability: even if the 
sender machine is 
down

□ Security: logs are 
available even if 
sender machine is 
compromised
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■ www.balabit.comWhich syslog-ng version is the most popular?

■ Help:
□ Current version is v3.4 (5 months old)

□ SLES: v2.0

□ Gentoo: v3.2

□ Debian: v3.3

□ Fedora: v3.4

□ OpenSUSE: v3.4
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■ www.balabit.comVersion 1.6

■ V1.6

■ :-)
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■ www.balabit.comFree-form log messages

■ Most log messages are: date + hostname + text

Mar 11 13:37:56 linux-6965 sshd[4547]: Accepted keyboard-
interactive/pam for root from 127.0.0.1 port 46048 ssh2 

■ Text = English sentence with some variable parts

■ Easy to read by a human
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■ www.balabit.comWhy does not it scale?

■ Information is presented differently by each application

■ Few logs (workstation) → easy to find information

■ Many logs (server) → difficult to find information

■ Difficult to process them with scripts

■ Answer: structured logging
□ Events represented as name value pairs
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■ www.balabit.comPatternDB

■ syslog-ng: uses name-value pairs internally
□ Date, facility, priority, program name, pid, etc.

■ PatternDB message parser:
□ Can extract useful information into name-value pairs

□ Add status fields based on message text

□ Message classification (like LogCheck)

■ Example: an ssh login failure:
□ user=root, action=login, status=failure

□ classified as “violation”
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■ www.balabit.comRelated features

■ Correlation

■ JSON formatting and parser

■ MongoDB destination

■ AMQP destination
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■ www.balabit.comJournal

■ The logging component of systemd

■ Uses name-value pairs internally:
□ Message

□ Trusted properties

□ Any additional name-value pairs

■ Native support for name-value pair storage

■ Persistent log storage can be disabled

■ Logs can be forwarded to syslog-ng through a socket

■ syslog-ng can filter, process logs and forward them to 
central log server
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■ www.balabit.comJournal: the enemy?

■ FAQ: Q: is journal the enemy? A: No!

■ Journal is local only (syslog-ng: client – server)

■ Journal does not filter or process log messages

■ Journal is limited to Linux/systemd (syslog-ng: all 
Linux/BSD/UNIX)
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■ www.balabit.comCommon Event Expression (CEE)

■ Journal, syslog-ng, Windows eventlog, rsyslog, auditd, 
and so on are based on name-value pairs

■ All use different field names

■ Standardization is a must: CEE → Common Event 
Expression

■ Events: name-value pairs instead of free-form text
□ Taxonomy: name-value pairs to describe events 

(example: action, like “login”)

□ Dictionary: name-value pairs for event parameters 
(example: “user”)

■ PatternDB can turn free-form messages into CEE

■ “Holy Grail”, but too many legacy log messages
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■ www.balabit.comName-value pairs in action: ELSA

■ ELSA: Enterprise Log Search and Archive

■ Based on syslog-ng, PatternDB and MySQL

■ Simple and powerful web GUI

■ Extreme scalability

■ Patterns focused on network security:
□ Firewalls: Cisco, iptables

□ IDS: Snort, Suricata, Bro

□ HTTP, Windows logs, etc.
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■ www.balabit.comSo, why syslog-ng?

■ 15 years of open source development

■ High performance log management

■ Flexible configuration

■ Excellent documentation

■ PatternDB message parsing
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■ www.balabit.comQuestions? (and some answers)

■ Questions?

■ Some useful syslog-ng resources:
□ Syslog-ng: http://www.balabit.com/network-

security/syslog-ng

□ Many books at http://oreilly.com/

□ ELSA (log analysis based on syslog-ng's patterndb): 
http://code.google.com/p/enterprise-log-search-and-
archive/

□ Mailing list: https://lists.balabit.hu/pipermail/syslog-ng/

□ My blog: http://czanik.blogs.balabit.com/

□ My e-mail: czanik@balabit.hu

http://czanik.blogs.balabit.com/
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