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OWASP

The Open Web Application Security Project

OWASP is a worldwide free and
open community focused on
improving the security of
application software.

Our mission is to make
application security visible so

. that people and organizations
can make informed decisions
about application security risks.

hutp://www.owasp.org

Everyone is free to participate in
OWASP and all of our materials
are available under a free and
open software license.

The OWASP Foundation is a not-

for-profit charitable organization
that ensures the ongoing
availability and support for our

work.




The web application security challenge

Your security “perimeter” has huge holes at the
application layer
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You can’t use network layer protection (firewall, SSL, IDS, hardening) to stop or detect application layer attacks




“Build In” software assurance

<proactive reactive >

security coding guidelines
requirements / code reviews

vulnerability
scanning -

security testing
dynamic test

tools WAF

threat modeling static test tools

Design Build Test Production

|

Secure Development Lifecycle
(SAMM)



We need a Maturity Model

An organization’s Changes must
behavior be iterative while

changes slowly working toward
over time long-term goals

There is no A solution must

single recipe that enable risk-

ks f 1 based choices
WOTIKS TOr a tailored to the

organizations organization

Guidance related A solution must
to security provide enough

activities must be details for non-
prescriptive security-people @ Software Assurance

@ gﬁﬂritYModel

1740 sotware deveiopment

Vimscw, . |

Overall, must be OWASP

: Software
simple, well- P ——.
defined, and Maturity Model
measurable (SAMM)

https://www.owasp.org/index.php/Category:Software_Assurance_Maturity Model



SAMM Security Practices

* From each of the Business Functions, 3 Security Practices are
defined

« The Security Practices cover all areas relevant to software security

assurance
 Each one is a ‘silo’ for improvement

SAMM Overview
Software
Development

Business Functions

Deployment

Construction Verification

Governance

Security Practices

Strategy & Education & Security Design Security Environment
Metrics Guidance Requirements Review Testing Hardening
Policy & Threat Secure Code Vulnerability Operational
Compliance Assessment Architecture Review Management Enablement



Under each Security
Practice

Three successive Objectives under each Practice define how it
can be improved over time

* This establishes a notion of a Level at which an organization
fulfills a given Practice

The three Levels for a Practice generally correspond to:

* (O: Implicit starting point with the Practice unfulfilled)

« 1: Initial understanding and ad hoc provision of the Practice
« 2:Increase efficiency and/or effectiveness of the Practice

« 3: Comprehensive mastery of the Practice at scale




Objective
Activities
Results
Success Metrics
Costs

Personnel
Related Levels

Education & Guidance

METY

Offer development staff access to resources around the topics of secure programming and deployment

AcTivimEs
A Conduct technical security awareness training

Erteer interrally or exterrally scurced, conduct secunty wraining for technical staff thar cow-
ers the basic venets of applicacien securice Generally, this can be accomplished wia instrecooe
lzd training in 12 days or wia computer-based craining with modules mking sbout the same
amaunt of nme per developer.

Course contend shoukd caver bath conceptual ard technical infermation Appropriste topics
include high-level best practices surrounding input salidation, cutput enceding. srror ban-
ding, logging. suthentication, autharization, Additional coverage of tommonphice gaftware
widrerabilitios is alio desicable such as a Top 10 It appropriste to the scfiware being devel-
aped {wub applicatiang, embedded devices, cliont-zerver applications, kack-snd transsction
wpsberns, eic | Whersar poseble, use code amgles and lab axerdees in the spedific pra-
gramming hrnguage|s] that applies,

To rollowe such training, it is recommended to mandace annual securicy rraning and then
held courses (either instructor-led or computer-based) as often as required based on devel-
apment head-caunt

B. Build and maintain technical guidelines

Far developmient seaff assemble a kst of approved documents, web pages, and technicl notes
that prowide technology-specific securicy adwice. These references can be assembled from
mary publicly available rescurces on the Internec. In cases where very spedalzed or pra-
prietary technologhes permeate the development ervironment, ueilze senlor, security-savsy

staff o buld security notes over tme to create such a knowledge base in an ad hoc fashicn.

Emure management is aware of the rescurces and briels sreaming stall about their ex-
pocied usage, Try to keap the guidelines ightweight and up-to-date to avaid clutter and irrel-
weante, Dnoe a comlori-level has bean established they can be used 28 2 qualitagive she<klise
#o erure that the guidelines have been read, understoad, ardd Gallowed in the develapmaent
pro<ues

ResuLrs
* Increased deweloper awareness on tha
mast comeen problems at the code leved

+ Maintain safware wih rudimentary
deciriy bt-practice in place

* Ses baseline for securiny know-
how amang technical scaff

+ Enable qualiries securiy checks
for buswline sutunty knowhkdis

Success METuCE

# =50% dewelopment safl brieded on
securky issees within pass | year

# *T5X sener divelopsany’
architect §1aY briefed on secunty
isswes within pas | pear

#* Launch technical uidance wihin
1 manths of first oraning

CosTs

* Training course bulkiour or boense
# Ongoing mainsenance of
ewchnical guidancs

PERSOMMNEL

* Devalopers (11 days'yr]
# rchitecti | 1-2 dapa'pry

ReLaTen LEvELs

# Policy & Compliance - 1
+ Security Regquirements - |
# Sisure Archiesire - |




Strategy & Metrics

Strategy & Metrics

BET

GBJEETJH'E Establish unified strategic Measure relative value of Align security expenditure
roadmap for software security  data and software assets with relevant business
within the organization and choose risk tolerance indicators and asset value

AcTIvITIES A Estimate overall business A, Classify data and applications A, Conduct periodic industry-

risk profile based on business risk wide cost comparisons
B. Build and maintain assurance B. Establish and measure per- B. Collect metrics for

program readmap classification security goals

historic security spend




Policy & Compliance

Policy & Compliance

OgjecTIVE Understand relevant
governance and compliance

drivers to the organization

Establish security and
compliance baseline and

understand per-project risks

Require compliance

and measure projects
against organization-wide
policies and standards

AcTiviTIES A |dentify and monitor external
compliance drivers

B. Build and maintain
compliance guidelines

A, Build policies and standards
for security and compliance

B. Establish project audit practice

A, Create compliance
gates for projects

B. Adopt solution for
audit data collection




DEBHETHEP

Education & Guidance

Education & Guidance

SAMM

OBJECTIVE

Offer development staff
access to resources around
the topics of secure
programming and deployment

Educate all personnel in
the software life-cycle with
role-specific guidance on
secure development

Mandate comprehensive
security training and
certify personnel for
baseline knowledge

AcCTIVITIES

A.Conduct technical security
awareness training

B. Build and maintain
technical guidelines

A.Conduct role-specific
application security training

B. Utilize security coaches to
enhance project teams

A.Create formal application
security support portal

B. Establish role-based
examination/certification




Education & Guidanc

Give a man a fish and you feed him for a day;
Teach a man to fish and you feed him for a lifetime.

Chinese proverb

Resources:
« OWASP Top 10
« OWASP Education

e WebGoat

https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://www.owasp.org/index.php/Category:OWASP_Education_Project
https://www.owasp.org/index.php/Category:OWASP_WebGoat_Project

A1: Injection

A5: Cross Site
Request Forgery

A2: Cross-Site
Scripting (XSS)

A6: Security
Misconfiguration

A9: Insufficient
Transport Layer |
Protection

View Favorites Tools Help

A3: Broken
Authentication
and Session
Management

A7: Failure to
Restrict URL
Access

A10:
Unvalidated
Redirects and
Forwards

7 phishing with XSS - Microsoft Internet Explorer E]@HZ]
,'l

AA4: Insecure
Direct Object
References

A8: Insecure
Cryptographic
Storage

Address 1@ http://localhost/WebGoat/attack?Screen=21&menu=410

v‘Go

OWASP WebGoat V5.1

Stored XS5 Attacks

Logout

Phishing with XSS

e -

You need to create the hack() fun

Restart this Le:

ction. This function will pull the credentials from the
erviet.

ou
webpage and post them to the WebGoat catcher serv

Some useful code snippets:

= doucument.forms[0].user.
= XssImage = new Image(),
j ipt string concate

v
; Xs:
nta

alue - will access the user field
sImage.src=SOME_URL = will perform a post
tion uses a "+"

website might support a phishing attack

le of a standard search feature.
your goal is to:

Below is an exampl
Using XSS and HTML insertion,

® Insert html to that request:
® Add javascript to actu
m Post the credentials to

To pass this lesson, the credentials

WebGoat Search

credentials
ost./WebGoat/catcher?PROPERTY =yes...

must be posted to the catcher serviet

sson

%4 Local intranet




O
WASP Cheat Sheets

(Builder)

Developer Cheat Sheets

Authentication Cheat Sheet
Choosing and Using Security Questons Cheat S1E2 Assessment
Cross-Site Request Forgery (CSRF) Preven Cheat Shee Cheat Sheet
CryptograP - ctorage Cheat Sheet Attack S S (Breaker)
DOM base g prevention Cheat Sheet ¥SS Fil urface Analysis Che "
Forgot Password Cheat SShheett | liter Evasion Cheat sha;estheet |
TMLS Security Cheat ee l . '
Input V/alidatio cheat Sheet | |‘V|0b|le Cheat Sheets |
JAAS Chedt sheet | OS Developer Cheat Sheet |
-  Sheet Mobile Jailbreaki |
Loggmg hea tSheet eaKking Cheat Sheet
p Top Ten Che? gheet |
OWAS ization ched! |
Qu ory ararﬂeter ot Cheat sheet Draft Cheat Sheets |
sess'lof1 Manageme iion cheat shee! t Access Contro Cheat She |
5oL m]ection Pre\'e‘t‘ecnO cheat Shee App\ication gecurity Architecty Cheat Sheet
P iLaver Py cred NE Clickjacking cheat Sheet |
TranSP . urity fion
\eb genic® S-eGScr'lPtmg) Prever?ee : Password gtorag® Cheat "% |
XS (Cro*” sgfotectio cre?t oHp Secu™ o a?gf\itet |
el 2ty C° |
7 Codmg \
Sec!’’ 5lC chea! oo |
gecY '~ cheat she |
Ode"ng sheet { ghee
. 4ual Patch'ng gcurtt Testin® =~
\/“‘tU p“Ga’[iOn S

. .owasp.org/ind
ex.php/Chea
t_Sheets




Threat Assessment

(%] ™1 (%] 72 BEE

OBJECTIVE Identify and understand Increase accuracy of Concretely tie
high-level threats to threat assessment and compensating controls to
the organization and improve granularity of per- each threat against internal
individual projects project understanding and third-party software
AcCTIVITIES A.Build and maintain application- A.Build and maintain abuse- A.Explicitly evaluate risk from
specific threat models case models per project third-party components
B. Develop attacker profile B. Adopt a weighting system for B. Elaborate threat models

from software architecture measurement of threats with compensating controls




Security Reguirements

Security Requirements

OBJECTIVE Consider security explicitly Increase granularity of security = Mandate security
during the software requirements derived from requirements process for
requirements process business logic and known risks all software projects and

third-party dependencies

ACTIVITIES A.Derive security requirements A.Build an access control matrix A.Build security requirements
from business functionality for resources and capabilities into supplier agreements
B. Evaluate security and compliance  B. Specify security requirements B. Expand audit program for

guidance for requirements based on known risks security requirements




Secure Coding Practices Quick
Reference Guide

. Technology agnostic coding practices OWASP '\

he Open Web Application Security Project

. What to do, not how to do it

. Compact, but comprehensive checklist OWASP Secure Coding Practices
format Quick Reference Guide

. Focuses on secure coding requirements,
rather then on vulnerabilities and exploits

. Includes a cross referenced glossary to get o
developers and security folks talking the | «wcumnn,
same language

ment is refoas
distribution, yo, m ‘~ILJ‘M under the Cregyjy e
TSt make ¢ fegr 4, Others tha & mmons Apy,
8000 lic o '@ the license rory

https://www.owasp.org/index.php/OWASP_Secure_Coding_Practices_-_ Quick _Reference_Guide



Secure Architecture

Secure Architecture

SAl

OBJECTIVE Insert consideration Direct the software design Formally control the
of proactive security process toward known- software design process
guidance into the software secure services and secure- and validate utilization
design process by-default designs of secure components
ACTIVITIES A.Maintain list of recommended A.ldentify and promote security A. Establish formal reference
software frameworks services and infrastructure architectures and platforms
B. Explicitly apply security B. Identify security design B. Validate usage of frameworks,

principles to design patterns from architecture patterns, and platforms




The OWASP Enterprise Security API

Custom Enterprise Web Application

Enterprise Security API

Validator
Encoder
Encryptor
Randomizer

HTTPULtilities
IntrusionDetector

S
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AccessReferenceMap
EncryptedProperties
Exception Handling

SecurityConfiguration

Existing Enterprise Security Services/Libraries

https://www.owasp.org/index.php/Category:OWASP_Enterprise_Security API




Design Review

Design Review

OBJECTIVE Support ad hoc reviews Offer assessment services Require assessments and
of software design to to review software design validate artifacts to develop
ensure baseline mitigations against comprehensive best detailed understanding of
for known risks practices for security protection mechanisms
ACTIVITIES A.ldentify software attack surface A.Inspect for complete provision A.Develop data-flow diagrams
B. Analyze design against known of security mechanisms for sensitive resources
security requirements B. Deploy design review B. Establish release gates

service for project teams for design review




Code Review

CR3

OBJECTIVE Opportunistically find basic Make code review during
code-level vulnerabilities and development more
other high-risk security issues accurate and efficient

through automation

Mandate comprehensive
code review process to
discover language-level and
application-specific risks

AcCTIVITIES A.Create review checklists from A.Utilize automated code
known security requirements analysis tools
B. Perform point-review B. Integrate code analysis into

of high-risk code development process

A.Customize code analysis for
application-specific concerns

B. Establish release gates
for code review




Code Review

SDL Integration:

« Multiple reviews defined as deliverables in your SDLC
 Structured, repeatable process with management support

* Reviews are exit criteria for the development and test phases

Resources:

« OWASP Code Review Guide

https://www.owasp.org/index.php/Category:OWASP_Code_Review_Project



Code review tooling

Code review tools:

i By Oy Qv | BB v & £ [[Resource]

= Testd.java = =g

connection = DriverManager.getConnection(DataURL, LOGIN, -
iy PASSWORD) ;

« OWASP LAPSE (Security scanner for Java EE E P o
Applications) “ f

string Username = [ER EGEICISAEIESW]: // From HTTP request -

String Password = request.getParameter ("PASSHORD"); // From HTTP request

int iuserId = -1; =
String sLoggeduser = "*; =
string sel = "SELECT User_id, Username FROM USERS WHERE Username = '" m
+ Username + "' AND Password = '" + Password + """;
=
Statement selectStatement = null; B
try {
selectStatement = (Statement) connection.createStatement();
} catch (SOLException e) { .
® Provenance Tracker 23 . @ Vulnerability Sinks @ Vulnerability Sources % @ B 3 B T =8

- Created a slice with 5 leaf element(s) and 5 element(s) located in 1 file(s) with 0 element(s) truncated with a maximum depth of 1. Using a Flat viewer.
[ X O O e n a S I S O O O r © "SELECT User_id, Username FROM USERS WHERE Username ="" (Test4.java:65) [string constant]
- request.getParameter("USER") (Test4.java:57) [call expression]

© " AND Password =" (Test4.java:66) [string constant]

N E I < request.getParameter("PASSWORD") (Test4.java:59) [call expression]
. © " (Test4.java:66) [string constant]

- Agnitio 12
File
| Ses

2y code review | Create an apokcaton profie | View appkation profies | Reportng | The Princples || Chedist gudance |

ity o revie reports | Verify report | Abcaton metrcs |

ne request.getParameter("USER") (Test4.java:57) [call expr Please select an from the dr 10 view metrics i
Select applcation  Test Appication 1.2 M Cised ]
Lines of Code for recent security code reviews Bugs for recent security code reviews
 Agnitio (open source Manual source code review |
3 - )
v
support too = -
3 . e e - . ®

vi.2.0 vi52 Vi8S vi92z v2.0.0 vi20 vi52 vIAS visa v2.00

3000 250 S00 1125 3500 100 0 2 10 0

Cheddist answers for recent security code reviens

> e —
- R
o - . P— e —
vi2.0 Vi8S v18.2 v2.00
Yes:21 No:24 NA:22 32 No22 NAI12 Yes:A4 No:11 NA:1L Yes:62 No:0 NA:4
Average cheddist answers for recent security code reviews Data for recent security code reviews
Yes:35 Version Yes/Avg No/Avg nA/Avg
- No:1g v1.2.0 /35 24/18 22/33
v15.2 17735 33/18 17/13
B s
v18.5 3238 22/y 12/13

https://www.owasp.org/index.php/OWASP_LAPSE_Project :
http://www.microsoft.com/security/sdl/discover/implementation.aspx
http://agnitiotool.sourceforge.net/

v2.0.0 62/35 /18 4/13




Security Testing

Security Testing

V|st1

—A

OBJECTIVE

Establish process to perform
basic security tests based

on implementation and
software requirements

Make security testing
during development more
complete and efficient
through automation

Require application-
specific security testing to
ensure baseline security
before deployment

ACTIVITIES

A.Derive test cases from known
security requirements

B. Conduct penetration testing
on software releases

A.Utilize automated
security testing tools

B. Integrate security testing
into development process

A.Employ application-specific
security testing automation
B. Establish release gates
for security testing




Security Testing

SDL Integration: | |
. . . At higher levels in ASVS, the
* Integrate dynamic security testing as part of you test cycles  useoftools s encouraged

But to be effective, the tools

» Derive test cases from the security requirements that apply  must be reaviy taiored ana

configured to the application

* Check business logic soundness as well as common and framework in use

vulnerabilities
* Review results with stakeholders prior to release

R eSO u rceS : OWASP ASVS Levels

Manual
Design and
Code Review

Manual Design
Review

Manual Test
and Review

« OWASP ASVS
« OWASP Testing Guide

https://www.owasp.org/index.php/Category:OWASP_Application_Security Verification_Standard_Project
https://www.owasp.org/index.php/OWASP_Testing_Project

The Open Web Application Security Project

OWASP Testing Guide v3.0




Security Testing

« Zed Attack Proxy (ZAP) is an easy to use integrated
penetration testing tool for finding vulnerabilities in /» untited Session  gruyere - OWASP ZAP JE

File Edit View Analyse Report Toola Add Alert

web applications Gu e

m Cross site scripting ]
es
= i | Risk: Medium v — ‘
Y & Sites

A
v (& http://google-gruyere.appspot co ) | |Reliability: | Warning w

* Provides automated scanners as well as a set of O veenenr e P

» [ <script>alert(l)<

tools that allow you to find security vulnerabilities i L Siiﬂ.i'i‘cg'ni'é%'i’?fofiE'ﬁéE“r?;.ﬁ’;'?.'é“?iese?

GET:GruyereCookie.html scripts can be used to execute arbitrary code or steal customer sensitive information
m GET deléresm et(index) such as user password or cookies.
an u al | PP ' Very often this is in the form of a hvoerlink with the Iniected scriot embeded in the 4
GET:editprofile.gtl
GET:feed.gtl Other Info

GET:newsnippet.gtl
GET:newsnippet2(snippet)
GET:saveprofile(action,color
Featu reS : GET:snippets.gtl
GET:snippets.gtl(uid)
GET:upload.gtl

» |Intercepting proxy

POST:upload(- Do not trust client side input even if there is client side validation. Sanitize potentially _:
> [ psiinon danger characters in the server side. Very often filtering the <, >, " characters
i utOI I Iate Scan n er GET:671572923322 prevented injected script to be executed in most cases. However, sometimes other a
GET:favicon.ico { danger meta-characters such as ', (, ), /, &, : etc are also needed. -
* asslve scanne :
P Y nner

v In addition (or if these characters are needed). HTML encode meta-characters in the

-
- Reference
B | History = | Search 5§ 1 Break Points @ <ul><li>The OWASP guide at .
¢ rUte fo rce Scan n er ¥ (& Alerts (3) http://www.owasp.org/documentation/guide </li><li>http://Mmwww.technicalinfo.net/pape
- rs/CSS. html</li><li=http://www.cgisecurity.org/articles/xss-faq.shtml</li><li>http://ww
> Cross Site Request Forgery (1) w.cert.org/tech_tips/malicious_code_FAQ.html</li><li>http://sandsprite.com/Sleuth/p b i e
Y @ '™ Cross site scripting (2) apers/RealWorld_XSS_1.html</li></ul> acting "Ac

* Spider

http://google-gruyere.appspot.cor|

* Fuzzer o B cfoction
* Port scanner ; o

« Dynamic SSL Certificates \ots R0 £:3 c:0 Rio comeniscns )0 Mio Sio o Y,
« API

« Beanshell integration

https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project




Vulnerability Management

Vulnerability Management

OBJECTIVE Understand high-level plan for Elaborate expectations Improve analysis and data
responding to vulnerability for response process gathering within response
reports or incidents to improve consistency process for feedback into

and communications proactive planning

AcTIvITIES A.ldentify point of contact A. Establish consistent incident A.Conduct root cause

for security issues response process analysis for incidents
B. Create informal security B. Adopt a security issue B. Collect per-incident metrics

isclosu
response team(s disclosure process




Environment Hardening

Environment Hardening
G G 2 @EE

OBJECTIVE Understand baseline Improve confidence in Validate application health
operational environment application operations by and status of operational
for applications and hardening the operating environment against
software components environment known best practices

ACTIVITIES A.Maintain operational A.Establish routine patch A.ldentify and deploy relevant

environment specification management process operations protection tools
B. Identify and install critical B. Monitor baseline environment B. Expand audit program for

security upgrades and patches configuration status environment configuration




Iﬁ ModSecurity

Web Application Firewalls

® =« e = Malicious web traffic
—|_egitimate web traffic

Port 80

Web client Network
(browser) Firewall

Web
Application
Firewall

Web
Server

ModSecurity: Worlds No 1 open source Web Application Firewall ModSecurity’s Rules ASBgRageisyntax

WwWw.modsecurity.org Tells ModSecurity how

« HTTP Traffic Logging koo ek

* Real-Time Monitoring and Attack Detection

« Attack Prevention and Just-in-time Patching
* Flexible Rule Engine SecRule TARGETS OPERATOR [ACTIONS]
 Embedded Deployment (Apache, 11S7 and Nginx) N d /’1
* Network-Based Deployment (reverse proxy)

Tells ModSecurity what to
do if a rule matches (such
as deny, exec or setvar).

Tells ModSecurity where
to look (such as ARGS,
ARGS_NAMES or

OWASP ModSecurity Core Rule Set Project, generic, plug-n-play COOKIES),
set of WAF rules

https://www.owasp.org/index.php/Category:OWASP_ModSecurity_Core_Rule_Set_Project




Operational Enablement

Operational Enablement
G @B 2 @EE

OBJECTIVE Enable communications Improve expectations Mandate communication
between development teams for continuous secure of security information
and operators for critical operations through provision and validate artifacts
security-relevant data of detailed procedures for completeness

ACTIVITIES A.Capture critical security A.Create per-release change A.Expand audit program for

information for deployment management procedures operational information
B. Document procedures for B. Maintain formal operational B. Perform code signing for

typical application alerts security guides application components




150+ OWASP Projects

[ PROTECT ]

Tools: AntiSamy Java/:NET, Enterprise Security API (ESAPI), ModSecurity
Core Rule Set Project

Docs: Development Guide, .NET, Ruby on Rails Security Guide, Secure
Coding Practices - Quick Reference Guide

[ DETECT J

[ Tools: JBroFuzz, Lice CD, WebScarab, Zed Attack Proxy ]

Docs: Application Security Verification Standard, Code Review Guide,
Testing Guide, Top Ten Project

[ LIFE CYCLE ]

[ SAMM, WebGoat, Legal Project J




Get started

Step 1: ST (S[alsN | Step 3: define
guestionnaire §| your maturity phased
as-is goal roadmap




Conducting assessments

SAMM Iincludes assessment worksheets
for each Security Practice

Education & Guidance Yes/INo

4+ Have most developers been given high-
level security awareness training’

4 Does each project team have access to secure
development best practices and guidance?

4 Are most roles in the development process
given role-specific training and guidance?

4+ Are most stakeholders able to pull in security
coaches for use on projects?

4+ |s security-related guidance centrally controlled and
consistently distributed throughout the organization?

4+ Are most people tested to ensure a baseline skill-
set for secure development practices?

568




Assessment process
Supports both lightweight and detalled

Ir*:"3"""'F'I+|!1:+|! Asmgn a _ _
sssssss Assessma nt lightweight .
wor ksheeu
detailed
Audit for A dl Ust
performed /——/  Success core per
Activities Metrlcs Fracuce
.
.—‘
=




Creating Scorecards

« Gap analysis

« Capturing scores from detailed
assessments versus expected
performance levels

« Demonstrating improvement

« Capturing scores from before and
after an iteration of assurance
program build-out

« Ongoing measurement

« Capturing scores over consistent time
frames for an assurance program that
IS already in place

Srategy & M

Metrics

Policy s I
Compliance | 2
Education & T I+
Guidance | 2

Threar TS :
Assessment | 2

ey Q\) r

Requirements

Secure |_

Architecture

Design
Review

Code
Review

Seecurity

Testing 2
Vulnerabilicy jm— o+
Management | EEEEEEENENN I
—— I
Hardening [ AR !
Operational I 2

Enablement | :



Phase | -
Phase 2
Phase 3
Phase 4
Phaze &

strategy &
Metrics

Roadmap templates ..

Compliance |

i

Education & |
Guidance

Threat
BAszpssment |

« To make the “building blocks™ usable, SAMM
defines Roadmaps templates for typical kinds o)
of organizations |

|

SECUre

* Independent Software Vendors Archicacturs |
« Online Service Providers Design

« Financial Services Organizations

Code
Pavienw

« Government Organizations

SECUriTY
Tasting

« Tune these to your own targets / speed Vulnerability

Management |

ML

Emvironment |
Hardening

Operaticnal |
Enablement |



SAMM Resources

WWW.0pensamm.org

* Presentations
 Tools
* Assessment worksheets / templates
 Roadmap templates
» Scorecard chart generation
* Translations (Spanish / Japanese)
« SAMM mappings to ISO/EIC 27034 / BSIMM
-



Critical Success Factors

« Get Initiative buy-in from all stakeholders

» Adopt a risk-based approach

« Awareness / education Is the foundation

 |ntegrate security in your development /
acquisition and deployment processes

* Provide management visibility




Project Roadmap

Build the SAMM community:
* List of SAMM adopters
 Workshops at AppSecEU and AppSecUSA

V1.1:
* Incorporate tools / guidance / OWASP projects
« Revamp SAMM wiki

V2.0:

* Revise scoring model

* Model revision necessary ? (12 practices, 3 levels, ...)
* Application to agile

 Roadmap planning: how to measure effort ?

* Presentations & teaching material



Get Involved

Use and donate back!

Attend OWASP chapter meetings and
conferences

Support OWASP become

personal/company member
https://www.owasp.org/index.php/Membership
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Aug. 20 2013 - Aug. 23, 20
Hamburg, Germany
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® 28-29 november 2013
® One day of trainings
® One day conference

® The Netherlands - Amsterdam




Thank you

@sebadele
seba@owasp.org

seba@deleersnyder.eu

www.linkedin.com/in/sebadele




