An introduction to digital forensics ArxSy@

About this presentation :

* Learning : What is Digital Forensics ?
* Political : Digital Forensics and Open Sources licensing

* Tool time : Digital Forensics Framework

Presented by Solal Jacob core dev. of DFF and
CEO @ArxSys



What's Digital Forensics ? ArxSy?"

Forensics : from latin forensis : forum. Belonging
to, used or adapted to trial or public debate.
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Usage of Science or technologies during an
iInvestigation in order to establish evidences that
can be receivable in a court.



When use it

DATA LEAKAGE

SYSTEM COMPROMISE

MOBILE DEVICE ATTACK

IDENTITY THEFT




Who use it ?

ArxS@

Student



The goal




Processes ArxSys’
e e Persuasion ar;u:l testimony Translate and explain
Experiment Reporting Detailed record
Fusion Analysis Scrutinize
Cnrrela‘tiﬂn Organization and search Focus
Validation Reduction Filter - eliminate

Harvesting Data about data
Recovery Get it ALL - hidden/deleted

Preservation

Integrity - modification free

Identification or seizure

Recognition and proper packaging

Incident/Crime scene protocols

Actions at scene - real/virtual

Assessment of worth

Prioritize - choose

Incident alerts or accusation

Mostly:

Crime or policy violation

|dentification — Acquisition — Analysis — Reporting



Reliability of evidence Arxgy@
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A rxS@’

Software evolution

- Norton Utilities (undelete)

| - X-Ways WinHex

- Guidance Software rachete ASR Expert Witness
- Encase
» Access Data Forensic Tool Kit

2001




Software evolution




Software evolution : Sum up




N
Hardware (Acquisition) ArxSy@

=TABLEAU Forensic FireWire Bridge |




Open Source Digital Forensics ArxSy@




ArxS@ ‘

Open source digital forensics

Misconception : Criminal have access to source code so they

can protect themselves more easily.



Open source digital forensics ArxSy@

Misconception : Criminal

access to source code so they
can protect themselves easily.

Black Hat 2007 :

Breaking Forensics Software: Weaknesses in Critical Evidence
Collection' (ISSEC Partners).

Usage of fuzzing to exploit software bugs.

'The software and methods for testing the quality of
forensic software should be public.’



Open source digital forensics ArxSy@

Misconception : Criminal

access to source code so they
can protect themselves easily.

All of the closed source tools use some open-source code
(LGPL, BSD, GPL ?), to handle outlook format, OCR, ...



ArxS@

Open source digital forensics

Problem : Closed source software are admissible in court (in

USA) not open-source one.



Open source digital forensics ArxSy@

Problem : Closed source s re are admissible in court (in
USA) not open-source on

Frye VS the United States

The court had to decide the admissibility of a polygraph test as evidence.

“Testimony given by an expert must have a scientific basis that is established and
accepted”



Open source digital forensics

Problem : Closed source s@ure are admissible in court (in

USA) not open-source ongl

Daubert v. Merrell Dow Pharmaceuticals in 1993

* Has the scientific theory or technique been empirically
tested; or, is it falsifiable

 Has the theory or technique been subjected to peer
review and publication?

 What is the known or potential error rate?

* Is the theory or technique generally accepted within the
relevant scientific community?



Tool time ArxS&@




Tool time ArxS@
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Digital Forensics Framework

File System

Python libraries
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DFF : Software component




ArxSys!

DFF : API Libraries Y

Events

Exceptions




DFF : Modules Tags
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DFF : Module execution
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DFF API : Stacked VFS
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DFF : Virtual Mapping ArxSy@

dump.dd

foo.bar
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'
DFF : Virtual Mapping ArxSy@

D I:l 1 ':l foo.bar

1 001 1) push(0, 512, dump.dd, 12348745)
el 1 ﬁ 2) push(512, 512, dump.dd, 10240)
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DFF : Virtual Mapping ArxSy@

D I:l 1 .:l foo.bar
1 oot 1) push(0, 512, dump.dd, 12348745)
n 11 ﬁ 2) push(512, 512, dump.dd, 10240)
[______}1 1 l:l 1 I |
11 O | ! X
000 i i
Dl 0 é : 'i' | | N) push(1310720, 42, dump.dd, 4965478)



End ArxSys’

Don't forget tomorrow there is a two hours workshop :

“Being an investigator” : solving a digital crime with DFF
(14h00 /2 AM. / Oxe @ H211)

Please install DFF 1.3 before coming
(Not all modules are needed if it can run it's ok :)

Web site : http://www.digital-forensic.org

IRC : #digital-forensic / freenode ﬁﬁ@d e Ft '('QL Chakra

. . deblan
Tracker : http://tracker.digital-forensic.org

Wiki : http://wiki.digital-forensic.org
Git : http://git.digital-forensic.org CERT @ Q

Professional Support : http://www.arxsys.fr entoo lnox g uvex  UDUNEU



http://www.digital-forensic.org/
http://tracker.digital-forensic.org/
http://wiki.digital-forensic.org/
http://git.digital-forensic.org/
http://www.arxsys.fr/
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