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TL;DR

1. Hackers are very conventional in the way they

share knowledge
2. | contribute to the journal of PoC||GTFO
o It's a different way to share knowledge.

3. Try your own way too:
We need more PXE, more PoC||GTFQO!
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Sharing knowledge

. Blog

o no lower bar

© no preservation
« Academic

o No source or data

o Difficult to write papers. LaTeX & PDF are still the best...
« Conference

o Diluted content: 1h for 10 mins of interesting content
OR "it should be a paper anyway"
o Short talks are the underdogs
o Entertainment over real impact:
m Stars: disperse a lot of energy to shine, get bigger, very visible.
versus
m Blackholes: attract everything around them - it's their nature.



Why are hackers so
convention-al
for sharing knowledge?



Too many conferences.
Little impact.



Too often the same.
No expected impact
anymore.






Why let medias
decide how
we communicate ?

What's next: movies & trailers?



Hello creative person
Thanks for making
that thing

Here's your | Oh wow fhat's a

EXPOSUREI A fon of EXPOSURE!
: , Thark youl

An invoice? Never mind thag

UYou're doing it for the

x




Should you submit a paper
to that conference?

Is the conference in
an exotic location?

Do you have
new data to
present?

Can you make it
sound like it's relevant
to your field?

Can you use the trip
to visit a good friend
you haven't seenin a
long time that lives in How much can you
the same continent as re-use data from a
the conference previous paper?
location?

Is this a good
"networking”
opportunity?

Are all your
officemates
going?

: | don't like
1 talking to
| other
: human
Do you have ! beings
money in the b
Does your
boss want
you to go?




Make me stop use
pink Comic Sans!

= try something
really different!
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Remember:
stop having ideas,
try something!



</rant>



And now...
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"Proof of Concept or Get The F*ck Out": Prove it or shut up

not “Picture of Cat” or “Person of Colour”
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7 A Ghetto Implementation of CFI on x86

In 2005, M. Absdi and his gang presented a nifty
trick to prevent control flow hijacking, called Control
Flow Integrity. CF1 is, cssentially, a security policy
that forces the software to follow & predetermined
control flow graph (CFG), drastically restricting the

by Jeffrey Crowell

OF course, this sounds quite casy. so let's dig in
& bit further. Here is a very simple example pro-
gram to illustrate ROP, which we will be able to
effectively kill with our ghetto trick.

available gadgets for return-oriented programming
and other nifty exploit tricks.

Unfortunately, the current implementations in
hoth Microsoft’s Visual C+4+ and LIVM's clang
compilers require source to be compiled with special
flags to add CFC checking This is sufficient when
new software is created with the option of added se-
curity flags, but we do not always have such Toory:
When dealing with third party binarics, or legacy
applications that do not compile with modern com-
pilers, it is not possible to insert these compile-time
protections

Luckily, we can combine static analysis with bi-
nary patching to add an equivalent level of protec-
tion to our binaries. In this article, I explain the
theory of CFI, with specific examples for patching
x86 32-bit ELF binaries—without the source code.

CFl is & way of enforcing that the intended con-
trol flow graph is not broken, that code always takes
intended paths. In its simplest applications, we
check that functions are always called by their in-
tended parents. It sounds simple in theory, but in
application it can get gnarly. For example, consider

#nclude <string. b

wold smashme (chars blak) {
char smodh [16];
strepy (smash, blah);

int main(int arge, charss argv) {
If (arge > 1)
smashme [argy [1]) ;

int af) { return o; }
int b() { return a{); }
int c() { return a() + b() + 15 }

For the above code, our pseudo-CF1 might look
like the following, where called_by_x checks the
return address

int a() {

If (lcalled_by b &k lealled_by_c) {
exit ()

return o;

int b() {

If (lealled_by_c) {
exit () ;

return a(};

int () { return a{) + b

In xB86, the stack has & layout like the following.

Local Varisbles
Saved obp
Return Pointer
Parameters

By providing enough characters to snashme, we
can overwrite the return pointer. Assume for now
that we know where we are allowed to return to.
‘We can then provide a whitelist and know where it
iz safe to return to in keeping the control flow graph
of the program valid

Figurc 4 shows the disassembly of smashme ()
and main(), having been compiled by GCC.

Great.  Using our whitelist, we know that
smashme should only return to 0x08048456, because
it is the next instruction after the ret. In x86, ret
iz equivalent to something like the following. (This
i= not safe for multi-threaded operations but we can
ignore that for now.)

[0x08048520]> pdffisym.smashme
(fen) sym.smashme 26
arg int arg_2 a9 chprics
; war int local_& G ehp—ir1s
; CALL XREF fmm ﬂxoso,zusx {sym.smashme )
0xD804541d push ebp
0xD8048410 sgcs mov ebp, esp
0x0D8048420 83ec28 sub esp, 0x28
0x08048425 &b4508 mov eax, dword |ebp—|arg 2] fez8:=0
0x0B048426 B34 2404 mov dword |esp + 4|,
0x0804842a 8dd5e8 lea eax, |eb|:Homl 5]
0x0804842d E90424 mov dword lesp],
0x08048430 eSbbleIfF call sym.imp. 1Ln:py
Dx08048435 = leave
Dx08048436 = ret
|OXDEDIESQU'\> pdffisym.main
/ (fen) wym.main 33
; arg int arg_0_1 @ ebprics
; arg int arg_ € chpiiize
; DATA XREF from 0z080{8557 (sym.main)
;— main:
Dx08048437 55
DxD8048435 8905 bp, esp
0x0804843a 83e4l0 esp, 0xfIffEIf0
0x0804843d 83eclo esp, 0x10
0x0E048440 B3TdOS01T dword |ebp + 5], 1
< Dx0ED4EA44 Teld [PELEERET
DxX08048446 shas0c eax, dword [ebpiarg 3] ; [0zc:fj=0
Dx08048448 83c004 eax, 4
0x0804844c #ho0 eax, dword [eax|
0xD804842n 590424 mov dword [esp] ,
0x08048451 eBcTIIFT call sym.smashme
; IMP XREF 0z080{8{4{ (sym.main]
DxD8048456 = leave
0x08048457 3 ret

i [oxr:g]=0z1f6fef5

1pop ecx; puts the return address fo cer

Jmp ecx; jumps to the return address

Figure 4 — Dissssembly of nain() and snashme()

Solved: That when tongues wum white, breath feverish. stomach sour and

The ,Age Of Personal bowels constipated. th our mothers give us tiny portions of love and

sugar, we claim pills and shells in exatic architectures in onler 1 port the

Revmﬁﬂn&cm’ermg thing everywhere.

| \c\ fieed 1o wail mere for this o nappcnl The era of persanal reverse
has arrived! eginesriiy hai Tiaally icrived Mo taes orcoonury seaurel
< Are -t J involved! Free radarc? licenses is ncommndll} that

everybody can enjoy

With radire2 you can disassemble. analyze, debug,
paich any binary for a wide range

of CPUs and 055 even for your

shiny 4004 running PO/M!
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Good for quality:
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No smaller margin:
just 1 clever trick
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mainstream content.



One's triviality/stunt
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Peeks,Pokes and Pirates

Disk Layout

Common Code Obfuscation

A 5.25-noh Tloppy disk Nas 35 tracks, numaered 500 fo 522 fex].
The Tormat of ach irack Is disk-speciic. Mos diske spilt sach rack
Info 16 “sectors,” but oiger disks use 13 seciors per back. Some
games use 12, 11, or 10 Newer games can squeeze u fo 13
G2cior In a sihgle frack! Just Niguring out haw data Is stored on disk
£an be 3 cnaiienge

Disk Control

DISK cONtral 15 trough “SCR-SWHiChes.” Not function calls:
$CO80-7.X  mawe drive arm (pNase D offon, phass 1 omon._ undi 3}
$COS8.X  tum of drive motor

$CO95.X  tum on drhve mot
$C0BC,X  read raw nibbie om asK

$C08D.X  resel dala lalch (used In desyns nidble cheoks)
(% = boot slot x 510

Disk Boot

A dist Is booted I stagee, rom ROM

$C600 ROM  finds tiack O and reads sector 0 Into $800

$0801 RAM re-uses part of $CED0 code to read more sectors.
(usaty nfo 48600+

$B700 RAM Uses RIWTS af $3600- o read rest of dick

et

1p: $CE00 5 feaa-oaly. But the cod there s SpREINGY TExibia:
it Wit Fun 3t $3600, $800, 2ven $1E00. I you copy | 3
You 5an Insert your aun Code before jumping to $0801

Prologue And Epilogue

Many profected disks siari wih DOS 3.3 and change prologue!
epllogue values. Here's where (o iogk:

o e o res wme
D5 s SBCTA D5 $BBE7 $BBSI
pricque A SESSF SECTE prosogus AA Jooes saESE
] SBCESL i AD SBSFC $B8SD
ADDRESS DATA
\ DE SBCAE \ DE $B8:
sologue AA $oesE SBCES eptogue Aa JoEr
EB — $BCBE EB o
Know Your Tools

Every plrate nesds:

- 3 NIBELE EDITOR for lnspecting raw nibbies and determining disk
structure (Copy Il Pius, Mibbles Away. Locksmith)

-a SECTOR EDITOR for searching. disassembling. paiching
secior-based disks (Diek Fixer, Block Warden. Copy Il PIis)

-a FAST DISK COPIER for backing up your work-in-progress!
(LoCkEMItn Fast Disk B3ckup, FASTOSK, Disk Muncher)

ApDIES have 3 DUILI *MONior ang nalve dlsassambier.
Confusing this dsassemaler Is not har!

Self-modifying code

BSD3- 4ED5B5 LSR SBEDE ——modies e pext nsiucion
DC (SEELY

JNEMO:

BBUE- 716E
BSDE- A AsL
B35~ i)

By e tme $8306 15 exscated

BSD3- 4E0686 LSR $BEOE
BB06- ¥ SEC

Si e coce s changed!
BS07- SEQABS ROR SBSOA

Branches into the middle of an inst
azEs- LDY 502

Al STY SBTEC

DEY

STY se7Fs

DEY
BEQ SAECZ ~—Y =0 here, 5o this branc]
JMP (SFOBC)

8CEBBT STY SB7EB
FOO BEQ SAECZ

G2 56 £

pe
pe
P
bt
be
pe
-
A
b
AECZ
AECS- BCEB B

sTY

SBTFD = _tonere WP Iz rever
STY S87EB

Manual stack manipulation

LDA #50F  =—pusnsae

LDA #SFF
A

JSR SISOC  ——callsubroutee (v s

P 50800

= remove adoress pushed

~—retum s 40FFFL - 84
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10 In Memoriam: Ben “bushing” Byer
by foiltverflow

We are deeply saddened by the news that our member, colleague, and friend Ben
“bushing” Byer passed away of natural causes on Monday, February 8th.

Many of you knew him as one of the public faces of our group, failoverflow, and
before that, Team Twiizgers and the iPhone Dev Team.

Outspoken but never confrontational, he was proof that even in the competitive
and often aggressive hacking scene, there is a place for both a sharp mind and a kind
heart.

To us he was, of course, much more. He broughe us together, as a group and in
spirit. Without him, we as a team would not exist. He was 2 mentor £o many, and
an inspiration to us all.

Yot above anything, he was our friend. He will be dearly missed.

Our thoughts go out to his wife and family.

?‘%n[}_-;a[fg Keep hacking. It’s what bushing would have wanted.
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2 In Praise of Junk Hacking

=7ns

sather round y'all, young and old, and listen to
a story that I have to tell.

Back in 2014, when we were all eagerly waiting
for </SCORPION> to debut on the TV network for-
merly known as the Columbia Broadeasting System,
a minor ruckus was raised over Junk Hacking. The
moral fiber of the youth, it was said, was being cor-
rupted by a dozen cheap Black Hat talks on popping
embedded systems with old bugs from the nineties.
‘Who among us high-brow neighbors would sully the
good name of our profession by hacking an ATM
that runs Windows XP, when breaking into XP is
old hat?

Let’s think for just a minute and consider the
best examples of neighborly junk hacking. Per-
haps we'll find that rather than being mere publicity
stunts, junk hacking is a way to step back from the
daily grind of confidential consulting work, to share
nifty tricks and techniques that are often more in-
teresting than the bug itself.

Our first example today is from everyone’s fa-
vorite doctor in a track suit, Charlie Miller. If you
have the misfortune of reading about his work in
the lay press, you might have heard that he could
blow up laptop batteries by software,! or that he was
recklessly irresponsible by disabling the power train
of a car with a reporter inside.? That is to say, from
the lay press articles, you wouldn’t know a damned
thing about what mechanism he experimented with.

So please, read the fucking paper, the battery
hacking paper,® and ignore what CNN has to say
on the subject. Read about how the Smart Battery
Charger (SBC) is responsible for charging the bat-
tery even when the host is unresponsive, and con-

by Pastor Manul Laphroaig
i polite dissent to Daily Dave.

sider how much more stable this would be than giv-
ing the host responsibility for managing the state.
Read about how a complete development kit is avail-
able for the platform, about how the firmware up-
date is flashed out of order to prevent bricking the
battery.

Read about how the Texas Instruments
BQ20Z80 chip is a CoolRISC 816 microcontroller,
which was identified by Dion Blazakis through
googling opcodes when the instruction set was
not documented by the manufacturer. See that
its mask ROM functions are well documented in
s1uu225.pdf.*  Read about how code memory
erases not to all ones, as most architectures would,
but to £f £f 3f because that’s a NOP instruction.

Read about how this architecture wasn't sup-
ported by IDA Pro, but that a plugin disassem-
bler wasn’t much trouble to write.” Read about
how instructions on the CoolRISC platform are 22
bits wide and 24-bit aligned, so code might begin at
any 3-byte boundary. See how Charlie bypasses the

firmware checksums in order to inject his own code.

Can you really read all thirty-eight pages with-
out learning one new trick, without learning any-
thing nifty? Without anything more to say than
your disappointment that batteries shipped with the
yes to read, let him

default password? He who has
read!

Loyal readers of this journal will remember
PoC||GTFO 2:4, in which Natalie Silvanovich gets
remote code execution in a Tamagotchi’s 6502 mi-
crocontroller through a plug-in memory chip. “Big
whoop,” seme jerk might say, “local control of mem-
ory is getting root when you already have root!”

Re-read her article; it packs a hell of a lot into
Jjust two pages. The memory that she controls is just
data memory, containing some fixed-size sprites and
single byte deseribing the game that the cartridge
should load. The game itself, like all other code, is

already in the CPU’s unwritable Mask ROM.

LIf you RTFP, youw'll note that the Apple batteries have a separate BQ29312 Analog Frontend [AFE) ta protect against such
nonsense, as well as a Matsushita MUQ92X in case the BQ29312 isn’t sufficient.
20ne time. my Studebaker ran out of gas an the highway. Maybe we should start a support group?

orgtfoll.pdf batteryfirmware.pdf
orgtfoll.pdf sluu225.pdf
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10 Doing Right by Neighbor O’Hara

by Andreas Bogk

Knight in the Grand Recursive Order of the Knights of the Lambda Caleulus

Priest in the House of the Apostles of Eris

What good is a pulpit that can’t be oceasionally shared with a neighborly itinerant preacher? In this fine
sermon, Sir Andreas warns us of the heresy that “input sanitation” will somehow protect you from injection

attacks, no matter what c

nes next for the inputs you've “sanitized” and vouchsafes the true prophecy of

parsing and unparsing working together, keeping your inputs and outputs valid, both coming and going.

PML

Brothers, Sisters, and Variations Thereupon!

Let me introduce you to a good neighbor. Her
name is O’Hara and she was born on January Ist
in the year 1970 in Dublin. She’s made quite an
impressive career, and now lives in a nice house in
Scunthorpe, UK, working remotely for ATET.

I ask you, neighbors: would you deny our neigh-
bor O'Hara in the name of SQL injection preven-
tion? Or would you deny her date of birth, just
because you happen to represent it as zero in your
verification routine? Would you deny her place of
work, as abominable as it might be? Or would you
even deny her place of living, just because it contains
a sequence of letters some might find offensive?

You say no, and of course you'd say no! As her
name and date of birth and employer and place of
residence, they are all valid inputs. And thou shalt
not reject any valid input; that truly would not be
neighborly!

But wasn't input filtering a.k.a. “sanitization”
the right thing to do? Don't characters like ? and &
wreak unholy havoc upon your backend SQL inter-
preter or your XHTML generator?

So where did we go wrong by the neighbor
O’Hara?

There is a false prophesy making the rounds
that you can protect against undesirable injection
into your system by “input sanitization,” no matter
where your “sanitized” inputs go from there, and no
matter how they then get interpreted or rendered.
This “sanitization” is a heathen fetish, neighbors,
and the whole thing is dangerous foolery that we
need to drive out of the temple of proper input-
handling.

Indeed, is the apostrophe character so inherently
dirty and evil, that we need to “sanitize” them out?
Why, then, are we using this evil character at all?

Is the number 0 evil and unclean, no matter what,
despite historians of mathematics raving about its
invention? Are certain sounds unspeakable, regard-
less of where and when one may speak them?

No, no, and no—for all bytes are ted equal,
and their interpretation depends solely on the con-
text they are interpreted in. As any miracle cure,
this snake oil of “sanitization” claims a grain of
truth. but entirely misses its point. No byte is in-
herently “dirty” so as to be “sanitized” as such—but
context and interpretation happeneth to them all,
and unless you know what these context and the in-
terpretations are, your “saniti: s useless, nay,
harmful and unneighborly to O'Hara.

The point is, neighbors, that at the input time
you cannot possibly know the context of the output.
Your input sanitation scheme might work to protect
vour backend for now—and then a developer comes
and adds an LDAP backend, and another comes and
inserts data into a JavaScript literal in your web
page template. Then another comes and adds an
additional output encoding layer for your input
and what looked safe to you at the outset erumbles
to dust.




0 0 0 000000 00 A
B0 00 O 0000
000 0 0 0 0000 ORI A A1
U000 00000 000000000 0 O
A 0 0 00000 RS0
A 000 00 0000 OO0 OO
00 00000000 00O 0RO A
I 0 000 A0 A 0O
0 0000 PO OO OO0 00O
0000000000000 OO0
A 00 0 0000000 AR AR
I 0 00000 000000000 OO0
000000 00 OO0 OO
A0 000000000 O
O 0 00 00X 00000
A0 0 0000000 0O
000000000000
B0 000000000 OO
00000 00O OO0
ﬂilllllllllllﬂlllllliliiﬂﬂllWIIIIIIHIIII[IIIlIIIIHIIiIIII|II|HIHﬂI|i||IIIIIIIIiIIIIIIIIIIHFIIIIIIIIIIIHIiIIIIIIIIIIIIIII|I|IH’||II1I‘|I
MOS0 000 00Ot

Puzzles

Mystery Message D000 00O

Peter sits in the front of the classroom. One day during class this message was passed to tire. JINMNIAHMOIOICANA000)ANHA0NA0 R ANB 10 A

000000 0 N
0000 000
D000 0O I 0l
000 00 O A
A0 000 OO0
0000 O O
00O O O

>MNa >0dunor LEpcrved>03d =I< VIEGEL
LOorFE0E . LE<ETI <E< 710> > ddel
CErF I0 vrioa no ><rFav >E >ng

L JLEUE_IF3? <E<F 34>MN NMEAOVEFLE
Vdel U0 JEEO ra ro><rM.

TN 00000 0O O




gren
Braniz of home comprters, You'l
need to study the OSCAR is to use.

ng look at how

T 000000 WO
000000 01000 1 S 0 0 A
0O O 0 OO
00 000 O
00O 0000 0 A A
AT O O 000 00 0 A

001000 OO 0 O VA
I A A
100000000 R0 000 O 0
V0D A A 00 0
1O A0 000000 OO A O O
I 0 00000 0O 0000
T 00000 000
A0 000 O O O R
A0 0 0 0 O
000 0 0 A O A
0000 0O 0 O 0 O Y
000 O 0 0 0 00 000 SR
HI\IIIIIIIIIII\IIIIIHI\Il|\!IHIIIIH\:III\IIIIIIIHI\II\III\II[II\I\\III\IIIIlllII\IIiIMIIIIII\I\HIMI\IFI\IIII

LT
LT A
DRI
(I |
IIlIIlI\IWH\IIIII\IIIIIIIIII\HIII\I\I\I\NI\III\I\\\I\IVI\I\III\I\IIIIIIIIIHIIIIII1IHMIHIII\IIIIII]\IIUI\IIIH T
00000 000 000010 OO 1

00 O
LT )
i il IR A
T 00000 0 0 000

S] https://github.com/doegox/Oscar

Oscar

The DATABAR Oscar was an optical bar code scanner used to input program code into computers such as Atari
1200XL/1400XL, Atari 400/600/800, Commodore Pet, Commodore VIC 20/64, TI99/4A and TRS 80.
Regarding the computer it acts as an ordinary cassette reader.

Writing a software decoder for databar sheets started with one posted in PoC||GTFO 12 as "puzzle".
See http://wiki.yobi.be/wiki/Databar_decoding for the write-up.

Challenge = solution = preservation
Puzzle = Github = Archive.org

https://archive.org/details/AtariDatabarOSCARSoftware

Atari Databar OSCAR Barcode
Software

by Databar Corporation

Published 1983
Topics Atari 8-bit, DATABAR OSCAR, barcode reader, Afari
software, Atari BASIC, BASIC programming language

This software is from "Databar - The Monthly Bar Code
Software Magazine" which was published in 1983, and tumed
out to only have one issue published, so it wasn't very
monthly after all.

These programs were to be scanned in from barcodes using a
special barcode reader that attached to the Atari.

Only 13 Atari programs were ever published in this format,
and they are all on this ATR file. Also included in the ZIP file is
the mw output of each barcode file.

You can see the original articles with barcodes
here: https://archive.org/...27and[]=databar

Thanks to Allan Bushman for scanning the magazine,
@doegox on Twitter for writing the python script to decode
the barcodes without the scanner, and @travisgoodspeed for
the PoC||GTFO ‘zine, which was instrumental in bringing the
pieces together.

For more background on the format,
see wiki.yobi.be/wiki/Databar_decoding and github.com

Interviews with folks from Databar will be published in ANTIC
The Atari 8-Bit Podcast, or have already, depending on when
you read this. www.AtariPodcast.com
or archive.org/details/ANTIC_podcast

Kevin Savetz
June 22 2016
twitter. com/KevinSavetz
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13 Ode to ECB

Oh little one, you're growing up
You'll soon be writing C

You'll treat your ints as pointers
You'll nest the ternary

You'll cut and paste from github
And try cryptography

But even in your darkest hour
Do not use ECB

CBC’s BEASTIly when padding’s abused

And CTR’s fine til a nonce is reused

Some say it's a CRIME to compress then encrypt

Or store keys in the browser (or use javaseript)

Diffie Hellman will collapse if hackers choose your g
And RSA is full of traps when e is set to 3

Whiten! Blind! In constant time! Don't write an RNG!
But failing all, and listen well: Do not use ECB

They'll say “It's like a one-time-pad!

The data’s short, it’s not so bad

the keys are long—they're iron clad

I have a PhD!I”

And then you're front page Hacker News
Your passwords cracked—Adobe Blues,
Don't leave your penguin showing through,
Do not use ECB

by Ben Nagy

Poetry

11 Root Rights are a Grrl’s Best Friend

The trolls are glad to lie for views
They delight in online duels.
But [ prefer a man page that describes exeensive tools.

A shell on the svs may be quite continental

But root rights are a grrl’s best friend.

sudo may be grand, but it won't pay the rental

O your hosting fee, or help you with the disassembly.
RAM pets cold as exploits get sold

And we all mine bitcoin in the end.

But exploit or shell script, priv escalation keeps its shape!
Root rights are a grrl's best friend!

There may come a time when a hacker needs a lawyer,
But root rights are a grrl's best friend.

There may come a time when a tech firm emplover
Oifers vou stock oprions

But pot oot rights and your own machines.

Porks will fiv when stocks are high,

But beware when they stare to descend.

Machines will po offline and no more command line!
Root rights are a grrl's best friend!

I’ve heard of servers where you get admin accounts,
But root righes are a grrl's best friend.

And I think that machines that you admin yourself
Are bettor bots. If nothing else, big data sees!

Unix time rolls on, entropy is gone,

And you can’t got thar file to prepend.

But big racks or botnets vou got props for rooe logins!

Root rights, root rights, I don't mean jail breaks,
Root rights are a grrl's bese, bese friend!

by fb

T
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SUJETS TECHNIQUES

par le prédicateur

PASTEUR MANUL LAPHROAIG

pastor@phracksorg

27 June 2014

Notice anything?

First Blood Part II (a pure text adventure!), Sum-
mer/ Winter/ World Games, The Ancient Art of War
|at Seal, Tetris, and Xeviouse

As far as we know, this technique first appeared
in 1983. It was used to protect the title Locksmith,
ironically a product for defeating copy-protection.

1 Rie

None of the disk copiers of the day could copy
ET7 disks without a parameter unique to the target,
so duplicating these disks always required a bit of
expertise.

5.8 Final Words

Here is an interesting question: What if you don’t
have an entire sector available on the track that you
need?

Fortunately, this would be a concern only for a
protection which used the rest of the sector (and the
rest of the track) for meaningful data, which I have
not seen so far. In any case, the solution would be to
insert only the nibble sequence “EF F3 FC ... EE
EE FC” and to not pad the sector. This would yield
a freely-copyable disk in its original form. However,
we must discourage that idea with these words from
4am:

n €ver patch an oriGgimal disk.
Oon't reduce the numBer Of orIGINAL DISKs IN the WORLD.

They aren't making any more of them. g

8.4 Conclusion

As we've seen in this analysis, sometimes even the
most apparently non-exploitable data corruption/-
type confusion bugs can sometimes be busted open
with sufficient understanding of the underlying op-
erating system and rules around the particular data.
The author is aware of another vulnerability that re-
sults in control of a lock object—which, when fixed,
was assumed to be nothing more than a DoS. The
author posits that such a lock object could’ve also
been maliciously constructed to appear in an non-
acquired state, which would then cause the kernel to
make the thread acquire the lock—meanwhile, with
a race condition, the lock could’ve been made to ap-
pear contended, such as to cause the release path to
signal the contention even, and ultimately lead to
the same exploitation path as discussed here.

It is also important to note that such data cor-
ruption vulnerabilities, which can lead to stack piv-
oting and ROP into user mode will bypass technolo-
gies such as Device Guard, even if configured with
HyperVisor Code Integrity (HVCI)—due to the fact
that all pages executing here will be marked as exe-
cutable. All that is needed is the ability to redirect
execution to the UMPO function, which could be
done if User-Mode UMCI is disabled, or if Power-
Shell is enabled without script protection—one can
reflectively inject and redirect execution of the Sv-
chost.exe process. Note, however, that enabling
HVCI will activate HyperGuard, which protects the
CR4 register and prevents turning off SMEP. This
must be bypassed by a more complex exploit tech-
nique either affecting the PTEs or making the kernel
payload itself be full ROP.

Finally, Windows Redstone 14352 and later fix
this issue, just in time for the publication of the ar-
ticle. This bug will not be back-ported as it does
not meet the bulletin bar, howevers
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Let me help you...

First Blood Part II (a pure text adventure!), Sum-
mer/ Winter/ World Gam ¢4 ncient Art of War
[at Seal, Tetris, and Xevi

As far as we know, this technique first appeared
in 1983. It was used to protect the title Locksmith,
ironically a product for defeating copy-protection.

1 Rie

None of the disk copiers of the day could copy
ET7 disks without a parameter unique to the target,
so duplicating these disks always required a bit of
expertise.

5.8 Final Words

Here is an interesting question: What if you don’t
have an entire sector available on the track that you
need?

Fortunately, this would be a concern only for a
protection which used the rest of the sector (and the
rest of the track) for meaningful data, which I have
not seen so far. In any case, the solution would be to
insert only the nibble sequence “EF F3 FC ... EE
EE FC” and to not pad the sector. This would yield
a freely-copyable disk in its original form. However,
we must discourage that idea with these words from
4am:

n €ver patch an oriGgimal disk.
Oon't reduce the numBer Of orIGINAL DISKs IN the WORLD.

They aren't making any more of them. g

8.4 Conclusion

As we've seen in this analysis, sometimes even the
most apparently non-exploitable data corruption/-
type confusion bugs can sometimes be busted open
with sufficient understanding of the underlying op-
erating system and rules around the particular data.
The author is aware of another vulnerability that re-
sults in control of a lock object—which, when fixed,
was assumed to be nothing more than a DoS. The
author posits that such a lock object could’ve also
been maliciously constructed to appear in an non-
acquired state, which would then cause the kernel to
make the thread acquire the lock—meanwhile, with
a race condition, the lock could’ve been made to ap-
pear contended, such as to cause the release path to
signal the contention even, and ultimately lead to
the same exploitation path as discussed here.

It is also important to note that such data cor-
ruption vulnerabilities, which can lead to stack piv-
oting and ROP into user mode will bypass technolo-
gies such as Device Guard, even if configured with
HyperVisor Code Integrity (HVCI)—due to the fact
that all pages executing here will be marked as exe-
cutable. All that is needed is the ability to redirect
execution to the UMPO function, which could be
done if User-Mode UMCI is disabled, or if Power-
Shell is enabled without script protection—one can
reflectively inject and redirect execution of the Sv-
chost.exe process. Note, however, that enabling
HVCI will activate HyperGuard, which protects the
CR4 register and prevents turning off SMEP. This
must be bypassed by a more complex exploit tech-
nique either affecting the PTEs or making the kernel
payload itself be full ROP.

Finally, Windows Redstone 14352 and later fix
this issue, just in time for the publication of the ar-

ticle. This bug will not be bacj= d as it does
not meet the bulletin bar, howeyers
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Figure 1:
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1. Background

O e e 6 add CVE 90161987 Tha (ice, A Adanis

Preserved

Backdooring your javascript using minifier bugs
Yan (@berypt)

August 24, 2015

Backdooring your javascript using minifier bugs

In addition to unforgettable life experiences and personal growth, one thing I got
out of DEF CON 23 was a copy of POC||GTFO 0x08 from Travis Goodspeed.
The coolest article I've read so far in it is “Deniable Backdoors Using Compiler
Bugs,” in which the authors abused a pre-existing bug in CLANG to create a
backdoored version of sudo that allowed any user to gain root access. This is very
sneaky, because nobody could prove that their patch to sudo was a backdoor by
examining the source code; instead, the privilege escalation backdoor is inserted
at compile-time by certain (buggy) versions of CLANG

That got me thinking about whether you could use the same backdoor technique

on javascript. JS runs pretty much everywhere these days (browsers, servers,
ardninos and rohots mavhe even cars somedav) hut it’s an internreted lanonace

external research.

(blog = PDF)
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Compatibility is critical;
our QA is extensive.



Adobe Reader
blacklists many formats.



Regarding compatibility:
weird files structures
triggers weird bugs!

The first picture is missing
for no good reason?

Insert a 1x1 picture first!
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If you archive a PDF
Inside the attached ZIP:
It might encode PDF keywords
and break the outer PDF!



BTW:
Not all secrets have been found.
Any weird pattern is purely
coincidental ;)



Conclusion



PoC||GTFO helped
to share research
INn a better way.



None of this
Is required™.
But...

*for a hacker publication.



Keep trying
= optimize your
workflow



My current plan:
2016: experiment to make
PoC||GTFO better
2017 publish methods & tools



Please provide feedback.

Please submit
(articles, ads, polyglots,
puzzles, poems...)



To be published soon:
The PoC||GTFO bible
Tome |
@ NoStarch



Ultimately...



I'll let you decide whether
PoC||GTFO is good, but...



...that's not the point.



We're exploring
better ways
to share knowledge.



We need more people trying

new ways to share knowledge.
PeX, PoC||GTFO...

but more importantly:
yours !
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