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I Pentester at NTT (Com)
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I @ Univershell

I @Fabelier Paris

I Cigars smoker
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Who am I?

Current projects

I Hardware password bruteforce

I IoT/DIY vulnerability research

I Control cigars cave humidity with Arduinos

I LeakyStorage: USB key with Wi-Fi

I Having fun with WebDev
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Internet of Things

The internet of things (IoT) is the network of physical devices,
vehicles, buildings and other itemsembedded with electronics,
software, sensors, actuators, and network connectivity that enable
these objects to collect and exchange data.

Source: Wikipedia

https://en.wikipedia.org/wiki/Internet of things
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Internet of Things
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Internet of Things
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Internet of Threats

Pownable

I Fast development process

I People with hardware background, not software

I Security is done at the end (if there is still some times)
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Internet of Threats

https://blog.kaspersky.com/blackhat-jeep-cherokee-hack-explained/9493/

RMLL Sec 2016 10 / 96

https://blog.kaspersky.com/blackhat-jeep-cherokee-hack-explained/9493/


Internet of Threats

https://www.pentestpartners.com/blog/steal-your-wi-fi-key-from-your-doorbell-iot-wtf/
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Internet of Threats

http://www.bbc.com/news/technology-35232469
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Internet of Threats
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Internet of Threats
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Internet of Things
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Internet of Threats
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Internet of Threats
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Notre attaque

$ ls SmartDeal/u/aly

aa.java ai.java ap.java ax.java bf.java bm.java

ab.java a.java aq.java ay.java bg.java bn.java

ac.java aj.java ar.java az.java bh.java bo.java

ad.java ak.java as.java ba.java bi.java bp.java

ae.java al.java at.java bb.java b.java bq.java

af.java am.java au.java bc.java bj.java br.java

ag.java an.java av.java bd.java bk.java bs.java

ah.java ao.java aw.java be.java bl.java bt.java
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Notre attaque

$ cat SmartDeal/u/aly/ap.java

public static ap a(int paramInt)

{

switch (paramInt)

{

default:

return null;

case 0:

return a;

case 1:

return b;

}

return c;

}
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Internet of Threats

https://www.virustotal.com/fr/file/fa789cd6357e1bb2ac84e55dd7c36a2691d5a603132b0716bd3b9d4f4fe6e630/analysis
/1466692733/

RMLL Sec 2016 20 / 96

https://www.virustotal.com/fr/file/fa789cd6357e1bb2ac84e55dd7c36a2691d5a603132b0716bd3b9d4f4fe6e630/analysis/1466692733/
https://www.virustotal.com/fr/file/fa789cd6357e1bb2ac84e55dd7c36a2691d5a603132b0716bd3b9d4f4fe6e630/analysis/1466692733/


Internet of Threats
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Internet of Threats
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DIY IoT

Not the subject

Commercial product with

I Central controller

I Hardware modules

I Smartphone apps
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DIY IoT
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DIY IoT

http://makezine.com/2015/11/20/build-your-own-arduino-weather-station/
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DIY ”ICS”

Let’s brew beer

I Control beer process

I Industrials use ICS (Industrial Control System)

I Homebrewers use BrewPi
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DIY ”ICS”

Siemens ICS for Brasserie de Meaux
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DIY ”ICS”

BrewPi

I Hack a fridge

I Solder BrewPi

I Assembly case

I Install software

RMLL Sec 2016 29 / 96



DIY ”ICS”

BrewPi (without authentication) web interface

Pull request for authentication by nzjoel1234: https://github.com/BrewPi/brewpi-www/pull/61
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DIY IoT

Bad examples through

I Blogs

I Magazines

I Vendors

And control points to improve your DIY projects
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Let’s add network

Example

I Ethernet

I Wi-Fi

I Using USB
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Ethernet shield
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Ethernet shield

Problems

I HTTPS not supported

I HTTP server: Developers generally do not implement
authentication

I TCP/IP stack allowing IDLE Scan

I Weird behaviour as a server?
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Ethernet shield

# hping3 -SA 192.168.100.2 -p 80 -c 1

HPING 192.168.100.2 (eno1 192.168.100.2): SA set,

40 headers + 0 data bytes

len=46 ip=192.168.100.2 ttl=128 DF id=5 sport=80

flags=SA seq=0 win=2048 rtt=3.9 ms

--- 192.168.100.2 hping statistic ---

1 packets transmitted, 1 packets received, 0% packet loss
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Ethernet shield

# hping3 -c 5 -p 80 192.168.100.2

HPING 192.168.100.2 (eno1 192.168.100.2): NO FLAGS are set,

40 headers + 0 data bytes

len=46 ip=192.168.100.2 ttl=128 DF id=6 sport=80 flags=R

seq=0 win=0 rtt=3.9 ms

len=46 ip=192.168.100.2 ttl=128 DF id=7 sport=80 flags=R

seq=1 win=0 rtt=3.8 ms

len=46 ip=192.168.100.2 ttl=128 DF id=8 sport=80 flags=R

seq=2 win=0 rtt=3.8 ms

len=46 ip=192.168.100.2 ttl=128 DF id=9 sport=80 flags=R

seq=3 win=0 rtt=3.8 ms

len=46 ip=192.168.100.2 ttl=128 DF id=10 sport=80 flags=R

seq=4 win=0 rtt=3.7 ms
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Ethernet shield

Having fun

I MiTM

I nmap

I Nessus
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Wi-fi

https://startingelectronics.org/tutorials/arduino/ethernet-shield-web-server-tutorial/web-server-LED-control/
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Ethernet shield

Having fun

I MiTM: it works

I nmap: it works

I Nessus: it works but...
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Ethernet shield

First scan: classic policy
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Ethernet shield

Second scan: customized policy

RMLL Sec 2016 42 / 96



Ethernet shield

After Nessus

I MCU was hot

I Arduino program was not loading

I Arduino worked back after re-uploading the sketch
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Wi-Fi
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Wi-Fi

Problems

I As for the Ethernet Shield (not tried yet)

I Store a (your?) Wi-Fi key
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Wi-Fi

Read the ihex

$ cd arduino-1.6.9/hardware/tools/avr/bin

$ ./avrdude_bin -p m328p -P /dev/ttyACM0 -c arduino

-U flash:r:unicorn-diy-project.hex:i

-C ../etc/avrdude.conf

Convert to bin
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Notes about avrdude

Use -C option

$ cd arduino-1.6.9/hardware/tools/avr/bin

$ ./avrdude_bin -p m328p -P /dev/ttyACM0 -c arduino

-U flash:r:unicorn-diy-project.hex:i

avrdude: can’t open config file "/home/jenkins/jenkins/

jobs/toolchain-avr-linux64/ workspace/objdir/etc/

avrdude.conf": No such file or directory

avrdude: error reading system wide configuration file "

/home/jenkins/jenkins/ jobs/toolchain-avr-linux64/

workspace/objdir/etc/avrdude.conf"
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Notes about avrdude

Extracted file is Intel HEX format, conversion to bin

import bincopy

f = bincopy.File()

with open("unicorn-diy-project.hex", "r") as fin:

f.add_ihex(fin)

print f.as_binary()

https://pypi.python.org/pypi/bincopy
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Wi-Fi

$ strings unicorn-diy-project.bin

!P1

/_?O

N__Oa

/_?O

N__Oa

f’x/

[...]

yourHiddenKey

yourSSID

Attempting to connect to WPA network...

Couldn’t get a wifi connection
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Wi-Fi

When uploading a new program, flash is not fully erased
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Wi-Fi

bin file

!P1

/_?O

N__Oa

/_?O

N__Oa

f’x/

[...]

yourHiddenKey

yourSSID

Attempting to connect

to WPA network...

Couldn’t get a wifi

connection

reprogrammed bin file

!P1

/_?O

N__Oa

/_?O

N__Oa

f’x/

[...]

yourHiddenKey

yourSSID

Attempting to connect to

WPA network...

Couldn’t get a wifi

connection
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Let’s full memory
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Protection

This may be bypass using Goodfet

http://electronics.stackexchange.com/questions/53282/protecting-avr-flash-from-reading-through-isp
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”Free” network ”shield”

A computer using Processing
http://playground.arduino.cc/Interfacing/Processing

RMLL Sec 2016 54 / 96

http://playground.arduino.cc/Interfacing/Processing


”Free” network ”shield”

Example - Connected light bulb

I From: Getting Started with Arduino: The Open Source
Electronics Prototyping Platform (Make)

I Changing bulb color depending of peace, love and arduino
words occurency on a blog

I Internet access through serial with Processing
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”Free” network ”shield”

Problems

I Do not let default pi accounts

I On Linux users need to be in dialout group
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”Free” network ”shield”

Do not

sudo processing

Do

sudo usermod -a -G dialout YouUsername
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Remote control/Authentication

Example

I Infra Red

I Radio

I RFID
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Infrared

From An Introduction to Infrared Technology: Applications in
the Home, Classroom, Workplace, and Beyond ...

IR Advantages:

4. Higher security: directionality of the beam helps ensure that
data isn’t leaked or spilled to nearby devices as it’s transmitted

http://trace.wisc.edu/docs/ir intro/ir intro.htm
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Infrared

From Major Malfunction - DEFCON 13

IR is the ultimate in ’security by obscurity’
https://www.defcon.org/images/defcon-13/dc13-presentations/DC 13-MajorMalfunction.pdf
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Infrared

Receive data (30 e) Replay data (30 e)
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Infra Red

So what?

I Easy to read

I Easy to replay

I Easy to fuzz
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Radio

Low cost 433 MHz
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Radio

http://myhowtosandprojects.blogspot.fr/2014/01/arduino-rf-transmitter-receiver-mx-fs.html
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Radio

Record

hackrf_transfer -r unicorn -f 433930000 -s 20

Replay

hackrf_transfer -t unicorn -f 433930000 -s 20 -x 10
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RFID

Remember

I ID card is not unique

I Cards also have vulnerabilities (MIFARE 1K)
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Case

Physical access

I USB port

I PIN

I Video port

I SD Card
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Case

USB

I Dump the flash (avrdude)

I Plug keyboard, network...
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Case - Adding USB

https://www.circl.lu/projects/CIRCLean/
https://github.com/CIRCL/Circlean
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Case - Adding keyboard

Adding keyboard to CIRCLean

/usr/bin/timidity /opt/midi/sepultura-refuse_resist.mid &

echo $! > /tmp/music.pid

pmount /dev/sda1

cd /media/sda1

mkdir -p FROM_PARTITION_1/logs

echo ’2015-02... > FROM_PARTITION_1/logs/processing.log

echo ’2015-02... >> /FROM_PARTITION_1/logs/processing.log

echo ’MALICIOUS’ > FROM_PARTITION_1/safe_pdf.pdf.html

pumount /dev/sda1

kill -9 $(cat /tmp/music.pid)
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Case - Adding network

Adding USB Ethernet on CIRCLean

Nmap scan report for 192.168.100.89

Host is up (0.00064s latency).

PORT STATE SERVICE

22/tcp closed ssh

MAC Address: 00:09:72:83:62:58 (Securebase)
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Case

PIN

I Dump the flash

I Flash firmware

RMLL Sec 2016 74 / 96



Case

Video port (on screen)

I Can be used for display unapropriated content
I (not DIY specific) examples:

I 2015/08: Hackers broadcast porn on TV screens at Brazil bus
depot
(www.i24news.tv/en/news/international/americas/81400-
150808-hackers-broadcast-porn-on-tv-screens-at-brazil-bus-
depot)

I 2015/10: Target stores attacked by pornographic pranksters
(http://www.bbc.com/news/technology-34556644)
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Case

SD card

I Sensitive data: encryption

I Prevent your code from crashing if the card is removed
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App

Android - Developing its own App

I Allow unsigned apk installation

I Enable Debug Mode
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App

Excel

I PLX-DAQ: Excel Macro receiving data from Arduino

I OpenDaqCalc: For LibreOffice Calc

http://electroniqueamateur.blogspot.fr/2014/10/transmettre-les-
donnees-darduino-vers.html
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App

RMLL Sec 2016 80 / 96



Summary

Introduction

Bad examples (I played with)
Network
Remote control / Authentication
Case
App
Cloud

Control points

RMLL Sec 2016 81 / 96



Cloud

What could go wrong?

I Default password / no password

I No encryption

I Vulnerabilities in software

I Scripts/Software running as root
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Default password

OpenElec

I SSH password cannot be changed

I SSH disabled by default since 3.0.6 (15 June 2013)

http://wiki.openelec.tv/index.php/OpenELEC FAQ
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No password

BrewPi (without authentication) web interface

Pull request for authentication bynzjoel1234: https://github.com/BrewPi/brewpi-www/pull/61
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No encryption

Generally no by default, example Seafile

http://manual.seafile.com/deploy/https with apache.html
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Vulnerabilities in software
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Vulnerabilities in software

BrewPi: Flash the Arduino
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Vulnerabilities in software

BrewPi: Flash the Arduino... Wait!
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Vulnerabilities in software
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Vulnerabilities in software

BrewPi: Flash the Arduino
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Control points

The DIY project

I Is it using secure protocols/channels?

I Who will have physical access to it?

I What logical entry points will it use?

I Will your board store sensitive data?

I Has your board stored sensitive data?

I Check for (security) updates and apply them.
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Control points

Your network

I Which interaction with my network?

I Which (direct) interaction with my systems?

I Did I disabled some security features during installation?

I Check for (security) updates and apply them.
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Control points

Your network

I Look there: https://2015.rmll.info/home-sweet-home

I And there: https://2015.rmll.info/let-s-talk-about-selks

I And also there (in French):
http://static.sstic.org/rumps2016/SSTIC 2016-06-
02 P12 RUMPS 11.mp4

I And also there (in English):
https://workshop.netfilter.org/2016/wiki/
index.php/File:Amsterdam.pdf
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Questions?
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