OSS is changing the Security information sharing landscape.

Focus on the MISP objects and other recent improvements on the platform
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TL;DR

Started in 2012 by Christophe Vandeplas (Belgian MoD)

Supports automation and pluggable with other tools

Help information sharing within a team and with 3rd parties

Supports plenty of usecases (from the malware reverser to the
Fraud analysts)

MISP’s development is community-driven




MISP core distributed sharing functionality

e MISP’s core functionality is sharing where everyone can be a
consumer and/or a contributor/producer.

e Quick benefit without the obligation to contribute.
e Low barrier access to get acquainted to the system.

Initial event

Event with
contributed aftributes

® ° G

MISP A




A Common Integration




The MISP pipeline




Recent updates and changes

e Big improvement in the sightings

Contunious expansion of the galaxies

Feeds overlap matrix

Now... -ish: objects




Question

"My IDS cannot ingest all those
indicators, how do | keep the list
sane?”




Sightings

e Lifetime and evolution of an indicator
e Improve the feedback loop

e 3 options:
o Positive: currently compromised infrastructure

o Negative: false positive
o Expiration: date where the indicator should be considered as expired

e Mapped to an organisation
e Type of source (SIEM, honeypot, ...)




Sightings

e Contextual activity based on tags and galaxies

Circtincident-classification="mahare" - 361 0 et Lot
Cirlincident-classification="phishing” e 5 0 L |
Cirlincident-classification="scam” e 1 0

e Automation based on PCAP:
usage: pcapreader.py [—h] —r READ [—f FILTER] [—s SOURCE] [—t TYPE] [—v] [—d]

optional arguments:
—r READ, —read READ pcap/dumpcap file that should be read by tshark
—f FILTER, —filter FILTER

Prefix that should be skipped (substring)

—s SOURCE, —source SOURCE
Describe the source of the pcap

—t TYPE, —type TYPE Specify the type of sightings: 0=Default,1=False
positive

e https://github.com/MISP/misp-sighting-tools
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https://github.com/MISP/misp-sighting-tools

Question

"How can | keep track of all the
cyber names made up by the
cyber vendors for cyber
communication purposes?”

"... and create my own names?”
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MISP Galaxies

e MISP started out as a platform for technical indicator sharing

e The need for a way to describe threat actors, tools and other
commonalities became more and more pressing

e Taxonomies quickly became essential for classifying events

e The weakness of the tagging aproach is that it's not very
descriptive

e \We needed a way to attach more complex structures to data

e Also, with the different naming conventions for the same " thing”
attribution was a mess

e This is where the Galaxy concept came in
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Solution

e Pre-crafted galaxy "clusters” via GitHub project
e Attach them to an event (or soon attribute)

e The main design principle was that these higher level informations
are meant for human consumption

e This means flexibility - key value pairs, describe them dynamically

e Technical indicators remain strongly typed and validated, galaxies
are loose key value lists
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The galaxy object stack

Galaxy: The type of data described (Threat actor, Tool, ...)

Cluster: An individual instance of the galaxy (Sofacy, Turla, ...)

Element: Key value pairs describing the cluster (Country: RU,
Synonym: APT28, Fancy Bear)

Reference: Referenced galaxy cluster (Such as a threat actor
using a specific tool)
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Existing clusters

e Exploit-Kit: An enumeration of known exploitation kits used by
adversaries

¢ Microsoft activity group: Adversary groups as defined by
Microsoft

¢ Preventive measure: Potential preventive measures against
threats

¢ Ransomware: List of known ransomwares
e TDS: Traffic Direction System used by adversaries
e Threat-Actor: Known or estimated adversary groups

® Tool: Tools used by adversaries (from Malware to common tools)
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What a cluster looks like

Galaxies

Threat Actor @
- Sofacy Q
Description

Synonyms.

Source

Authors

Country

The Sofacy Group (also known as APT28, Pawn Storm, Fancy Bear
and Sednit s a cyber espionage group befieved to have ties to the

Russian govemment. Likely operating since 2007, the group is known
1o target goverment, military, and security organizations. It has been
characterized as an advan

d persistent threat.
APT28
APT28
Pawn Storm
Fancy Bear
Seanit
TsarTeam
TG4127
Group-4127
STRONTIUM
Grey-Cloud

MISP Project

Alexandre Dulaunoy
Florian Roth
Thomas Schreck
Timo Steflens
Various

=RU

hitps:7en.wikipedia.orghwikiSofacy_Group
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Attaching clusters to events

e Internally simply using a taxonomy-like tag to attach them to
events

e Example: misp-galaxy:threat-actor=""Sofacy"

¢ Synchronisation works out of the box with older instances too.
They will simply see the tags until they upgrade.

e Currently, as mentioned we rely on the community’s contribution
of galaxies
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Attaching clusters

e Use a searchable synonym database to find what you're after

Select Cluster

APT 29

Emissary Panda

NetTraveler

Putter Panda

Sofacy

Violin Panda

Back to Galaxy Selection
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Cluster JSON value example

{
"meta” : {
"synonyms” :
"APT 28", "APT28"”, "Pawn Storm”, "Fancy Bear”,
"Sednit”, "TsarTeam”, "TG-4127", " Group—4127",
"STRONTIUM” , " Grey—Cloud”
IE
"country”: "RU",
"refs": |
"https://en.wikipedia.org/wiki/Sofacy_Group”
|
Iz
"description”: "The Sofacy Group (also known as APT28,
Pawn Storm, Fancy Bear and Sednit) is a cyber
espionage group believed to have ties to the
Russian government. Likely operating since 2007,
the group is known to target government, military,
and security organizations. It has been
characterized as an advanced persistent threat.”,
"value”: "Sofacy”
e
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Question

"$CYBER_VENDOR has new
cyber feed for USD 100.000,
should | get it?”




Feed integration

Objective: Get all the feeds in one single place

Profit of the functionalities of MISP (correlation with other events)
Automatic updates

Add your own

Problem: Lots of duplicates
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Feed overlap matrix

Feed overlap analysis matrix

1 CIRCL OSINT Focd
2The Botvjeu Data

4Z6uS compromised URL blockst

S blocknules ofuies emergingiraats ot
7 maiwaredomainst

&Tor exitnodes

10 cypercrime-vackarnet -al

11 Phishtank onine vaid pishing

12 istgynamic dns providors

15 onglal ftmaristedu

16 longtalitmaristedu 7 days

18 dlamondiox_panels

19 Wrak-ony-dec2016

20 Miralonlyjan2017

21 CIRCL - honeybat

24 bootertiackistom Latest

27 popdgropers

28 niveatest

29 Ransomware Tacker CSV Feed

30 Foodo IP Blockist

31 hosisle.net - hphost- malwarebyles

33 OpenPhish ur st
34 frehol_levelt

36 ramnitCaCs
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Question

"STIX has objects, how do |
represent it in MISP without
creating tons of events?”

"Yes, | know, STIX is awful, but my boss wants me to use it’




MISP objects

Objective: create a semi-dynamic data model.

e Using existing MISP attributes to build new objects.

Share the object designs within partners automatically along
with the events shared (e.g. allowing to share events with yet
unknown objects).

e Have a community-driven set of default objects®.

- : Ltps://github.com/misp/misp-objects



https://github.com/misp/misp-objects

Use case

File: hashes, filename, size, ....

PE: original filename, timestamp, number of sections, ...

PE Section: entropy, hashes, ...

... And all other kind of objects: ELF, PDF, Office documents,
VBA Macro, Embedded JavaScript, ...

Your own object with the indicators you wish
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{
"name": "file",
"yuid": "688c46fb-5edb-40a3-8273-1af7923e2215"
"meta-category": "file",
"description": "File object describing a file with meta-information"

"version": 1
"attributes": {
"sha256": {
"misp-attribute": "sha25é",
"misp-usage-frequency": 1

1,

"entropy": {
"misp-attribute": "float",
"misp-usage-frequency": 1,
"disable_correlation": true

"size-in-bytes": {
"misp-attribute": "size-in-bytes"
"misp-usage-frequency": 0,
"disable_correlation": true

"duthentihash":
"misp-attribute": "authentihash"
"misp-usage-frequency": 0
"ésdeep": {
"misp-attribute": "ssdeep"

"misp-usage-frequency": 0

1,
"sha224": {
"misp-attribute": "sha224",
"misp-usage-frequency": 0
"sha3g4": {
"misp-attribute": "sha384",
"misp-usage-frequency": 0
250931



r2graphity: Messing with binaries

Research project of Marion Marschalek (@pinkflawd) and me

Reversing binaries is painful and repetitive

Families of malwares have similar patterns/features

Automating extractions with radare2

Push everything into graphs
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Similarity Visualization: Animalfarm Binaries
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{
“name": "r2graphity",
"uuid": "bbéabeQe@-52ea-4424-bad2-761c2e@27b76",
"meta-category": "file"
"description": "Indicators extracted from files using radare2 and graphml",
"version": 1,
"attributes": {
"total-functions": {
"misp-attribute": "counter",
"misp-usage-frequency": 0,
"disable_correlation": true
"description": "Total amount of functions in the file."
"gml": {
"misp-attribute": "attachment",
"misp-usage-frequency": 0,
"disable_correlation": trueJ
"description": "Graph export in G>raph Modelling Language format"
"r2-commit-version": {
"misp-attribute": "text",
"misp-usage-frequency": 0,
"disable_correlation": true
"description": "Radare2 commit ID used to generate this object"
"create-thread": {
"misp-attribute": "counter"
"misp-usage-frequency": 0,
"disable_correlation": true
"description": "Amount of calls to CreateThread"
shortest path-to-create-thread": {
"misp-attribute": "counter",
"misp-usage-frequency": 0,
"disable_correlation": true
"description": "Shortest path to the first time the binary calls CreateThread"
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References

e Marion's talk @ RECON17 - https://github.com/pinkflawd/
r2graphity/blob/master/GraphDracula_Reconl7.pdf

e MISP project - https://github.com/MISP/MISP
e MISP Organisation - https://github.com/MISP

e MISP Chatroom - https://gitter.im/MISP/MISP
e MISP website - http://www.misp.software
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