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<profile> 
  <name>Xavier Mertens</name> 
  <aka>Xme</aka> 
  <jobs> 
     <day>Freelancer</day> 
     <night>Blogger, ISC Handler, Hacker</night> 
  </jobs> 
  <![CDATA[ 
      www.truesec.be  
      blog.rootshell.be  
      isc.sans.edu  
      www.brucon.org  
   ]]> 
</profile>

Follow 
me!





Once upon a time…
The ISC was created in 2001 following the successful detection,

analysis, and widespread warning of the Li0n worm.



Once upon a time…

The Li0n worm event demonstrated what the community acting 
together can do to respond to broad-based malicious attacks. 

Most importantly, it demonstrated the value of sharing intrusion 
detection logs in real time.



Some Numbers…

31 handlers(*)

50 countries
500.000 IP addresses

(*) 32 for a few days :-)



Handlers

The ISC relies on an all-volunteer effort to detect 
problems, analyze the threat, and disseminate both 
technical as well as procedural information to the

general public.



Who are the Handlers?

Must have some knowledge about the “Internet” 
(protocols, apps, security)

Must be able to write freely (no control!)
Dedicate some spare time





Did you turn  it 
off and on 

again?



Shifts

• 24 hours

• Follow up new threats in the Internet

• Reply to users emails / reports

• Write a diary

• Follow the forums

• Investigate reported incidents



US Centric

<warning> Warning for French people </warning>

SANS is an organization based in US,
100% English content

Only 5 handlers in Europe(*)

(*) 3 in Belgium, 1 in Switzerland, 1 in Croatia



Food
The ISC needs food.

Everybody is welcome to participate
We need you



Services



Your Dashboard



InfoCon

Normal status
Significant new threat

Major Internet disruption
Loss of connectivity across a large part of the Internet

Last change:  12/05/2017 (WannaCry)



Daily Diary
Blog post that covers something about internet security
from highly technical (reverse) to business (compliance)



Podcast

Daily 5 mins recap of the threat landscape
Perfect when you commute to work

(https://isc.sans.edu/dailypodcast.xml)

https://isc.sans.edu/dailypodcast.xml


404Project
Because what does not exist may have a great value!

Example: scanning for DB files

• Full request URL & parameters ($_SERVER['REQUEST_URI'])
• Client IP address ($_SERVER['REMOTE_ADDR'])
• Client User-Agent ($_SERVER['HTTP_USER_AGENT'])



404Project



DShield

• Firewall logs collector and aggregator
• Multiple clients
• Develop your own client (Ex: OSSEC)
• API via HTTPS or SMTP
• Anonymization
• Aggregation



DShield



SSH-Scan

https://github.com/jkakavas/kippo-pyshield



DShield on Pi

https://github.com/DShield-ISC/dshield



Top-Ports



Ports Activity



Block list



Threat Feeds



Threat Feeds



Threat Feeds



REST API

https://isc.sans.edu/api/



REST API
https://isc.sans.edu/api/infocon 

<?xml version="1.0" encoding="UTF-8"?> 
<infocon> 
 <status>green</status> 
</infocon> 

https://isc.sans.edu/api/handler 

<?xml version="1.0" encoding="UTF-8"?> 
<handler> 
 <name>Xavier Mertens<name> 
</handler> 



REST API
https://isc.sans.edu/api/ip/70.91.145.10 

<?xml version="1.0" encoding="UTF-8"?> 
<ip> 
 <number>1.85.2.119</number> 
 <count>9843</count> 
 <attacks>34</attacks> 
 <maxdate>2015-11-12</maxdate> 
 <mindate>2015-10-08</mindate> 
 <updated>2015-11-12 14:03:22</updated> 
 <comment/> 
 <asabusecontact>anti-spam@ns.chinanet.cn.net</asabusecontact> 
 <as>4134</as> 
 <asname>CHINANET-BACKBONE No.31,Jin-rong Street</asname> 
 <ascountry>CN</ascountry> 
 <assize>108902447</assize> 
 <network>1.80.0.0/13</network> 
 <threatfeeds> 
  <blocklistde110> 
   <lastseen>2015-11-11</lastseen> 
   <firstseen>2015-09-22</firstseen> 
  </blocklistde110> 
  <blocklistde143> 
   <lastseen>2015-11-11</lastseen> 
   <firstseen>2015-09-22</firstseen> 
  </blocklistde143> 
  <blocklistde25> 
   <lastseen>2015-11-11</lastseen> 



Contact



Contact



Example of API Usage

Based on OSSEC, let’s check all IP addresses against
the DShield database.



Example of API Usage

https://blog.rootshell.be/2015/06/02/playing-with-ip-reputation-with-dshield-ossec/

<command> 
    <name>isc-ipreputation</name> 
    <executable>isc-ipreputation.py</executable> 
    <expect>srcip</expect> 
    <timeout_allowed>no</timeout_allowed> 
</command>

<active-response> 
    <!-- Collect IP reputation data from 
ISC API 
      --> 
    <command>isc-ipreputation</command> 
    <location>server</location> 
    <level>6</level> 
</active-response> 

$ tail -f /var/log/ipreputation.log 
[2015-05-27 23:30:07,769] DEBUG No data found, fetching from ISC 
[2015-05-27 23:30:07,770] DEBUG Using proxy: 192.168.254.8:3128 
[2015-05-27 23:30:07,772] DEBUG Using user-agent: isc-ipreputation/1.0 (blog.rootshell.be) 
[2015-05-27 23:30:09,760] DEBUG No data found, fetching from ISC 
[2015-05-27 23:30:09,761] DEBUG Using proxy: 192.168.254.8:3128 
[2015-05-27 23:30:09,762] DEBUG Using user-agent: isc-ipreputation/1.0 (blog.rootshell.be) 
[2015-05-27 23:30:10,138] DEBUG Saving 178.119.0.173 
[2015-05-27 23:30:10,145] INFO IP=178.119.0.173, AS=6848("TELENET-AS Telenet N.V.,BE"), 
Network=178.116.0.0/14, Country=BE, Count=148, AttackedIP=97, Trend=0, FirstSeen=2015-04-21, 
LastSeen=2015-05-27, Updated=2015-05-27 18:37:15 



Feeding DShield with OSSEC

https://blog.rootshell.be/2011/07/15/feeding-dshield-with-ossec-logs/

$ ./ossec2dshield.pl --log=/ossec/logs/firewall/firewall.log 
                      --statefile=/ossec/logs/firewall/firewall.log.state 
                      --userid=12345 
                      --from=user@domain.com 
                      --mta=localhost 
                      --ports="!80,!443"



Hunting for Samples



Hunting for Malicious Files

• MISP

• OSSEC

• mof.py (“MISP OSSEC Feeder”)



# 
# OSSEC RootCheck IOC generated by MOF (MISP OSSEC Feeder) 
# https://github.com/xme/ 
# 
# Generated on: Mon Jul 11 22:06:56 2016 
# MISP url: https://misp.home.rootshell.be/ 
# Wayback time: 30d 
# 

[MISP_2073] [any] [Packrat: Seven Years of a South American Threat Actor] 
r:HKLM\SOFTWARE\Microsoft\Active; 
r:HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\policies\Explorer\Run\Policies; 
r:HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\msconfig; 

[MISP_2200] [any] [Click-Fraud Ramdo Malware Family Continues to Plague Users] 
r:HKCU\SOFTWARE\Adobe\Acrobat Reader\14.0\Globals\LastLoggedOnProvider; 
r:HKCU\SOFTWARE\Adobe\Acrobat Reader\14.0\Globals\IconUnderline; 
r:HKCU\SOFTWARE\Adobe\Acrobat Reader\14.0\Globals\HangDetect; 
r:HKCU\SOFTWARE\Adobe\Acrobat Reader\14.0\Globals\LastProgress; 
r:HKCU\SOFTWARE\Adobe\Acrobat Reader\14.0\Globals\ShowTabletKeyboard; 
r:HKCU\Software\Microsoft\Windows\CurrentVersion\Run\BluetoothManage; 

[MISP_2210] [any] [Jigsaw Ransomware Decrypted: Will delete your files until you pay the Ransom] 
f:%USERPROFILE%\AppData\Roaming\Frfx\; 
f:%USERPROFILE%\AppData\Roaming\Frfx\firefox.exe; 
f:%USERPROFILE%\AppData\Local\Drpbx\; 
f:%USERPROFILE%\AppData\Local\Drpbx\drpbx.exe; 
f:%USERPROFILE%\AppData\Roaming\System32Work\; 
f:%USERPROFILE%\AppData\Roaming\System32Work\Address.txt; 
f:%USERPROFILE%\AppData\Roaming\System32Work\dr; 
f:%USERPROFILE%\AppData\Roaming\System32Work\EncryptedFileList.txt; 

Hunting for Malicious Files



Hunting for Malicious Files



Thank You!
Questions? Shoot or…
Looking for French support?
>> xmertens@isc.sans.edu
>> @xme


