pretty Easy privacy
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PGP = Pretty Good Privacy
Created by Phil Zimmermann in 1991
see RFC 1991 (in 1996)

Zimmermann had been a long-time anti-nuclear activist, he created PGP that
people might securely use BBSs and securely store messages and files

OpenPGP = standard/specification
see RFC 2440 (in 1998) and 4880 (in 2007)

GPG = GNU Privacy Guard

Created by Werner Koch 1999

from Free Software Foundation
(most common implementation of PGP)






“I don't want to live in
a world where
everything that | say,
everything | do,
everyone [ talk to,
every expression of
creativity or love or
friendship is
recorded.”

(Edward Snowden)



TOP SECRET/SI/ORCON/NOFQRN

Current Providers

@IV BI{ facebook

asisume PRISM Collection Details ' <

» Microsoft (Hotmail, etc.)
* Google
* Yahoo!
» Facebook
« PalTalk
* YouTube
» Skype

« AOL

* Apple

X, Hotmail Google DO talk ™. Youl )
e o i > : e P - :
YaHOO! < =0 AOL & mail &

What Will You Receive in Collection
(Surveillance and Stored Comms)?
[t varies by provider. In general:

* E-mail

* (Chat - video, voice

* Videos

* Photos

Stored data

VolP

File transfers

Video Conferencing

* Notifications of target activity — logins, elc.
* Online Social Networking details
Special Requests

Complete list and details on PRISM web page:

Go PRISMFAA TOP SECRET/SI/VORCON/NOFORN
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Problem:

Online communication is visible like a postcard
& this world has mass survelllance

Solution:

First: Mass encryption
Second: Mass anonymization

P=P



We see ourselves as cypherpunks and we want
to optimize the costs of mass surveillance

PGP = pretty good privacy
p=p = pretty Easy privacy

Not only privacy for citizens,
but also security for everyone...




Cypherpunks?

“Privacy i1s necessary for an open society Iin
the electronic age. Privacy Is not secrecy.

A private matter 1s something one doesn’t
want the whole world to know, but a secret
matter is something one doesn’t want

anybody to know.”



Anthropology otoparty.in

Computer science 'ébéniste)

Ak o2
o
Ssva = unigue addreéssing Chaoy Computer Club

IN Internet and wgb ithout Borders
(founded 2014)

P=P




1.0. Privacy by Default

1.1. pretty Easy privacy

1.2. Peer-to=Peer:-and End-to-End

1.3. Free Software

1.4. Compatibility (Crypto & Transports)
1.5. Anonymity (GNUnet)



Privacy by Default.

p=p does what the user would want to do

Instead of writing how-to guides
we write user expectations
Into software and standards

P=P



We started a first Internet-Draft

together with with [ISOC-CH
on the general pEp principles.

It's online and ready for discussion:
https://datatracker.ietf.org/doc/draft-birk-pep/

P=P



Datatracker

General
Internet

Ops & Mgmt
Routing
Security
Transport
IRTF

New waork
Chartering groups
BOFs

Other groups
Concluded groups
Mon-We Lists

Documents
Search
Draft submission

Sign in to track
docs

RFC streams
IAB
IRTF
ISE

Meetings
Agenda
Materials
Floor Plan
Past proceedings
Upcoming
Past
Reguest a session
Session reguests

Other
IPR disclosures
Liaison
statements
IESG agenda
Downref registry
Statistics
Tutorials

Groups  Documents  Meetings  Other  User

Document Type Active Internet-Draft (individual)
Last updated 2017-06-28
Stream (None)
Intended RFC (MNone)
status
Formats  [fplaintext | [Hxml  [Hpdf  [BShtml | [ bibtex
Stream Stream state (Mo stream defined)
Consensus Unknown
Boilerplate
RFC Editor Note (None)
I[ESG [ESG state [-D Exists
Telechat date
Responsible AD (Mone)
Send notices to (MNone)
B4 Email authors || ¥ IPR | | == References | | = Referenced by || ! Nits || & Search lists =
Network Working Group V. Birk
Internet-DOraft H. Marques
Intended status: Standards Track Shelburn
Expires: December 31, 2817 pEp Foundation
5. Koechli

pPEp Security
June 29, 2817

pretty Easy privacy (pEp): Privacy by Default
draft-birk-pep-08

Abstract

Building on already awvailable security formats and message transports
{Like PGP/MIME for email), pretty Easy privacy (pEp) describes
protocols to automatize operations (key management, key discovery,
private key handling including peer-to-peer synchronization of
private keys and other user data across devices) that have been seen
to be barriers to deployment of end-to-end secure interpersonal
messaging. pEp also introduces "Trustwords" (instead of
fingerprints) to verify communication peers and proposes a trust
rating system to denote secure types of communications and signal the
privacy level available on a per-user and per-message level. In this
document, the general design choices and principles of pEp are
outlined.

Status of This Memo




pretty Easy privacy (pEp): Privacy by Default
draft-birk-pep-068

Abstract

Building on already available security formats and message transports
(like PGP/MIME for email), pretty Easy privacy (pEp) describes
protocols to automatize operations (key management, key discovery,
private key handling including peer-to-peer synchronization of
private keys and other user data across devices) that have been seen
to be barriers to deployment of end-to-end secure interpersonal
messaging. pEp also introduces "Trustwords" (instead of
fingerprints) to verify communication peers and proposes a trust
rating system to denote secure types of communications and signal the
privacy level available on a per-user and per-message level. In this
document, the general design choices and principles of pEp are
outlined.
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Makes Privacy Easy;
By Default.

Easy to install;
Easy to understand;
Easy to use.

No hassle; No training needed.

Also: Easy for app- devs'p p




>> Battery Horse Staple <<
iInstead of

>> EC55 39C8 FECF <<

P=P



Use same keys on multiple devices:

Realized with the help of Device Groups:

(1) New device generates a device-key,

(2) Pings with this one to the device-group,

(3) Existing devices and user verity the new device,
(4) Devices agree on a secret main group,

() All Devices exchange their secret keys.

P=P



Sync keys, contacts and calendar
(Finally the problem of backups is solved, tool!)




1.1. Summary: Trustwords & p=pSync

Send / Recenve Folder Wiew

| p=p Device Group

[ You are about to add a dewvice to your p=p device group. (
following Trustwords

test001

test00 1 @pep-security net

e Partner
test001 @pep-security.net

Bhanesa You are about to move a device to another
i R p=p device group. Confirm by successfully
verifying the following Trustwords. Shart [
o Ul | Advanced

WINDOWSILL KELVIN

AFFORESTED DEVOUR
DELECTABLE MADRAS
CUPRIC FREEMEN DONALD

TIMBUKTU

Confirm

nbox




Peer-to-peer transport

-nd-to-end encryption

No centralized infrastructure
or closed services

P=P



p=p Is Free / Libre Software

https://pep.foundation/pep-software/
(GPLV3)

Regular independent external

code audits
P=P



Multiple crypto technologies
Multiple message transports
Multiple platforms
Multiple languages

P=P



OpenPGP / GnuPG
S/MIME
OTR
OMEMO
Signal Protocol / Axolotl

P=P




SMTP / IMAP / POP3 / Exchange
XMPP (jabber)
non-open standards (e.g. Twitter DMs)
GNUnet
SMS

P=P



Content encryption is not
everything...

E.g. E-Mail: Metadata stays visible!
(e.g.: from/to, IPs, Subject, size,...)

p=p already encrypts subjects inline (opt-out)
p=p will obfuscate & encrypt the rest of the header

P=P



1970/80: Internet v1.0
Wow, | can access your computer, you can check out mine!!
Awesome!

2010/20: Internet wv1.1

Sure | can access other computers and use their services.
Wait, What?
They can access minel!?

20XX/25: Internet v2.0
End-to-end encryption and anonymization

of the ways data flows. p — p



GNUnet.org

P
' l"i _. e

Let's make a GNU onel pEp



“GNUnet is...

a mesh routing layer for
end-to-end encrypted networking and
a framework for distributed applications
designed to

replace the old insecure
Internet protocol stack.”

/B

\ﬁ@g( (started 2002 in academia) p E p




“GNUnet wants to...
...become a widely used, reliable, open,
non-discriminating, egalitarian, unfettered
and censorship-resistant system of free
iInformation exchange.

for the next generation
of decentralized

Internet protocols” p — p




Try 1t out!
Clone gnunet.org/git
Follow Instructions on the website
Get support via #gnunet on freenode
Report bugs on gnunet.org/bugs




Users don't have to think about the
crypto anymore. They can just use It.

By default.

“It 1s this ‘little hacker inside’ that decides on
the cryptography chosen to communicate
with the message recipient.”

P=P



Company:
https://prettyeasyprivacy.com/
Sells applications and services

Foundation:

https://pep.toundation/
Supporting Free Software
Code belongs to the Foundation



3.0. Architecture

3.1. Enginerand Adapters

3.2. List of Adapters and Repos
3.3. List of Developing:Platforms
3.4. Engine



Plugin

Adapter

Engine

[tech]

Outlook

Plugin

Preview

COM Server

Adapter

ActiveX

P=p engine

https://cacert.pep.foundation/trac

https://letsencrypt.pep.foundation/trac

Applications

Adapters

and Engine

P=P



D=0 on Desktop Operating Systems

Kopete P=pP KMail P=pP Thunderbird | | OS X Mail P=pP MS Outlook
I\) é Adium P=pD EI;S
‘ Enigmail/0=p P=p Outlook plugin ‘

N

KDE-spfscfﬁc$ Q JSO QJSO Q JSON Qcom Q JSON

P=p Qt Adapter DesktopService DesktopService PD=pP Outlook Egﬁgrms
(for KDE) for Gnome for 0S X COM Adapter | ***
e E—
\') S




MailModel

netpgp-et
PEpCOMServerAdapter
PEpEngine
PEpJNIAdapter
PEpJSONServerAdapter
PEpPMIME
pPEpPythonAdapter
PEpQtAdapter
pPEpiOSAdapter
pantomime-iOS

ymli2

modelling Message and Folder
fork of netpgp (1I0S adaptions and fixes)
p=p COM server adapter

P=p engine

p=p JNI adapter

p=p JSON adapter

p=p MIME library

p=p Python adapter

p=p Qt adapter

p=p 10S adapter

fork of pantomime (1I0S adaptions)
>pb's YML 2

https://cacert.pep.foundation/dev —
https://letsencrypt.pep.foundation/dev e



Platforms we are developing on:
0S
Android
Linux
BSD
MacOS

Windows

P=P



Send-/ Message Key- _
Receive Loopback management Basic API API
Cryptotech Message Transport implementation
PGP Auto-
(GnuPG) OTR transport MIME
low-level
(NetPGP)
GNUnet email XMPP
' I
NetPGP Libetpan

fork fork




4.0. Current Implementation

4.1. Android via K=9=Fork

4.2. MS Outlook via Add-in

4.3. Thunderbird via_Enigmaill/p=p
4.4. Coming soon...



Handles OpenPGP and S/MIME
without any hassle for the user:

Automatically encrypts
Encrypts the subject inline
No key management needed
No keyserver or other centralized infrastructure
Fingerprints = Trustwords
Opt-in passphrase for keys
Header encrypted and obfuscated

p=pSync p — p




V.41 16:08
Q

p=p pretty Easy privacy (Beta)
pEp Security
E PeGI3

o) I

o You're a beta tester for this app. Awesome!

Q @
322

Downloads

Communication Similar

pretty Easy privacy For everyone. Everywhere.

Aty

2.5 WHAT'S NEW
Changes in 0.9.4:

Ready to use

Avallable on

Play Store and ~Droid




Ready to use

Avallable on
prettyeasyprivacy.com

Free as in freedom
not as in free beer.

(Contact us for testing license)




Coming with
next release of Enigmall

No need for users to manage keys

(but “advanced/expert” mode still available)

P=P



7/2016 1/2017 2/2017

O I
Android Outlook Enigmail/ Kontakt Browser
Beta v0.9 Reader Thunderbird Plugins

0k

Free
Fee H —
0% Good6: P ——
Qutlook Outlook  Android iI0OS  MDM Mobile Outlook Apple Mail HW Key
4 v10 vi.1 v1.0 v1.0 iOS/Android v1.2 Escrow

7/2016 1/2017 2/2017 —
—












Android

Rick Deckard
Re: [RR] Electric Sheap

Version 4.3
or higher

Play-Store
or ~Droid

P=P

|

—_—

)

T Cya
eon
eron

o aiser
.
oundu

r
Yawr
. b




W4 N i643

@ o= Android

Installing...

Installing




W4 H16N

@ o= Android

v’ App installed.

Installed




&) Welcome to p=p Aﬂ d O | d

p=p is a powerful free email client for Android with
pretty Easy privacy.

Its improved features include:

Push mail using IMAP IDLE

Better performance
- Email signatures V\/e | C O m e
» Boc-to-self

Folder subscriptions
« All folder synchronization

- Return-address configuration S C re e n
* Keyboard shortcuts

« Encrypt/decrypt emails by default
- Untrusted server (save emails encrypted on the

E'?:n‘rTErllellstE[:| server (save decrypted emails on the a ft e r f re S h

server)
» Encrypted BCC support .
» Compatibility with OpenPGP (key server lookup) I n Sta | |
* Manual private key import
 Automated public key import
« _.and more

This software is in beta phase. Please just use with test
accounts and for testing purposes.

Import settings Next

P=P



W .4 m19:02
@ Set up a new account An d rO I d

chew(@pep.li

' Show password

| Use DAuth 2.0 token (Google accounts) S etu p n eW
W  Advanced oplions a CCO U n-t

Manual setup Next _

5 3 45678690 (keys will b_e generated
automatically. For
Importing existing keys

ased fg Rk you'll need a
workaround till version
with pEpSync is ready)

P=P

awe g & yu il oof

44 z xcvbnm@€&

712 . ® English (UK) : o




@ Account type An d rO I d

What kind of account is this?
IMAP

POP3

Setup
account type

(we'll choose
IMAP here)

Exchange (WebDAV)

P=P



@ Incoming server settings

IMAP server

| imap.pep.li

Security
SSL/TLS
Port
993
Username
chew@pep.li
Authentication
Normal password

Password

i8R EE AN

" Auto-detect IMAP namespace
IMAP path prefix

Uze compression on network:

Android

IMAP server
settings




W, m 1907

@ Outgoing server settings A N d rO I d

SMTP server

. smitp.pep.li

Security
SSL/TLS

SMTP server
U;nF:nq:ire sign-in. g e-t-tl N g S

chew@pep.li

Authentication
Normal password

Password




@ You're almost done! An d ro I d

Setup
[Give this account a name (optional): a CCO u nt
Type your name (displays on outgoing r n a m e




W 4 m 2023

@ Compose &, » p=p An d rO I d

P
Pictures CO m pOS e
‘;:anl-:s for the photos Rick! & VIEW
E‘"“ Grey mode:
unencrypted

plain text, key
will be attached

P=P

Sent from my p=p for Android.




{@ Re: Pictures p=p

'R Rick Deckard 'ﬂ’
~ To:Hannibal Chew
8 Dec 2016, 20:31

Haha! Did you liked the one with Kaiser & Bear
enjoying the dawn? :P

Rick
On 08/12/16 20:25, Hannibal Chew wrote:

Thanks for the photos Rick! &

Chew

Android

Got reply with
attached key
Yellow mode

Click p=p in the
Upper corner

P=P



{» W 4 m 2032

@ Privacy status

Secure

Complete a handshake with your communication
partner. A handshake is needed only once per partner
and will ensure secure and trusted communication.

Rick Deckard

deckard@pep.li Handshake

Android

Asking for
handshake




{@ Trustwords ' A n d rO I d

Pariner
deckardi@mpep.li

Myself
bearf@pep.li

Ask your partner in person or over the phone: .
ik i D s ey e Showing
STOCKADE BARBEY SILAGE

BUDGERIGAR KOWLOON trustwords

DEVINNE JOSIAS ARDYS VAPID

DOGMATICS

Confirm Trustwords

Wrong Trustwords




{@ Trustwords A n d rO I d

PGP Fingerprint

Pariner
deckardi@mpep.li
Lan
Myself anguage
bearf@pep.li

Show long trustwords
Ask your partner in pers

ﬂm
i oo rustworo
STOCKADE BARBEY SILAGE

BUDGERIGAR KOWLOON I\/l e n U e

DEVINNE JOSIAS ARDYS VAPID
DOGMATICS

Confirm Trustwords
Wrong Trustwords




Android

Trustword
language

selector




Android

Trustword
language

selector




{@ Trustwords ' A n d rO I d

Partner
deckardi@mpep.li

Myself
bearf@pep.li

Ask your partner in person or over the phone:

What are your trustwords? Then compare to the
carrect answer shown below. r u S WO r S

REINSTALAME ACTRIZ PUDRI-

DOR BERNARDA GUERRERO lan guage

CHACONADA GANGUEAR

ZAFIEDAD SUMARE DECIMAL S e ‘ eCted
|
s spanish

Wrong Trustwords

P=P



{@ Trustwords A n d rO I d

PGP Fingerprint

Pariner
deckardi@mpep.li
Lan
Myself anguage
bearf@pep.li

Show long trustwords
Ask your partner in pers

ﬂm
i oo rustworo
STOCKADE BARBEY SILAGE

BUDGERIGAR KOWLOON I\/l e n U e

DEVINNE JOSIAS ARDYS VAPID
DOGMATICS

Confirm Trustwords
Wrong Trustwords




(W 4 m 2035

(2D Trustwords : AndrOId

Partner
Rick Deckard <deckard@pep.li>

864F1 34C4 24E> CJ/01
D553 960D 7CD8 TE4F

;ﬁej::skeal:d@pep,ii Se‘eCted
8BC2 87D2 C2F5 EBOF

34C0 77C8 55B6 62Ad DG D

Fingerprints

Confirm Trustwords

Wrong fingerprint




(bW 4 m 2035

Android

Secure & Trusted
Mo action needed!

confirmed
Trustwords/
fingerprints:

Green mode

P=P




W 4 m20:42

chew@pep.li Add from Contacts

o & ch:l:u{ Save as draft

. Discard
Re: Pictures

! Read receipt
Yes! It's very funny

Disable protection

Sent from my p=p for Android.

Android

Option:
disable
protection




O Compose &, » bp=p i An d rO I d

1 bear@pep.li

m holden@pep.li

Outgoing
mal

Hey David, disabled

Let's go for dinner tonight! p rOteCtIO N ’

= grey mode

Sent from my K-9 Mail/p=p on Android.
I
I

Dinner




Qo Android

E Bear
To: holden

@pep.li
30. 6. 2016, 18:52

Hey David,

Let's go for dinner tonight! | nCOI I ng

Bear

Sent from my K-9 Mail/p=p on Android. I ' la

disabled
protection,
grey mode

P=P




Rick Deckard

Re: [RR] Electric Sheap

Tem
buy cyalis

Leon Kowalski
Heran

Kaiser

Bear
Yar h'le'.f-sntge

J.F. Sebastian
wieekend

Dr. Eldon Turell
Hc-undun

Android

Avallable on
Play-Store
or Droid




5 My book - Preview Unencrypted (HTML)

Insert Options Format Text Review Q' Tell me what you want to do

ulln &= - - — 31— M .. le - .’ -
D Calibri (Boc= |11 =~ A A = -i=- A |8 &I :?u lj Attach File | v
P Add Check ! il : Disabl I
aste B I U 3. - | B = = | e 3= ress Chec ) isable Aftach
- ¥ = Book MNames [ Signature - v Protection My Key
Clipboard ra Basic Text Ta Mames Include Tags e p=p -
To... deckard @pep. i
= - .
Windows 7-10, all service
Send '
Subject My book

packs, 32-bit & 64-bit

Did you find the book I told you about?
The story is truly breathtaking.

Outlook 2010-2016 (latest
el service packs recommended)

E — Privacy Status

Secure & Trusted




ﬁ! pEp for Outlock Setup — >

Start
Welcome to the pEp for Outlook Setup

Wizand installation

Please wait while the Setup Wizard prepares to guide you
S through the installation.
|

Privacy by Default.

Back Mext Cancel [ ]




‘ﬁ! pEp for Outlock Setup

Privacy by Default.

Please read the pEp for Outlook License
Agreament

13.8 Entire Agreement. This License including the
documents incorporated herein by reference constitute

the entire apreement with respect to the use of the p=p

Application licensed hereunder and supersedes all prior
of contemporaneous understandings regarding such
subject matter

[+]1 accept the terms in the License Agreement

Print

Badk $In513|| Cance|

Accept
agree

icense

Ment




G User &ccount Control o

Do you want to allow this app from an unknown
publisher to make changes to your PC?

Program name:  ChUsers\pep\AppData‘\Local\Temp\Temp2_1_0_47
pEp for Outlook Setup.ziph\pEp for Outlock Setup

v1.0.47.0.msi
Publisher: Unknown
File crigin: Hard drive on this computer
() Show details Yes No

Change when these notifications appear

Give
DErMISSIONS




ﬁl pEp for Outlock Setup

Installing pEp for Outlook

Please wait while the Setup Wizard installs pEp for Outiook.

Status:

hext

Installing...




ﬁ! pEp for Outlock Setup

P=P

Privacy by Default.

Completed the pEp for Outlook Setup

Wizard

Click the Finish button to exit the Setup Wizard.

Badk

Finish

Cancel

Installation
completed




51 pEp for Outlook Setup Older version of
gpgdwin IS

p=p has a newer version of Gpg4win to install. Would

;_IA you like to overwrite your current installation?
S alread
A backup of your configuration will be copied to y
C:\Users\<user =\AppData\Local\GNUYGnUPG\share I n S-ta | | e d ?

Yes Mo

Gpgdwin isn't installed?

p=p will install Gpg4win to:
C:\Program Files (x86)\GNU\GnuPG p= p



Run In console with admin rights:

Silent /
unattended
Installation

msiexec /qn /i C:\pEp for Outlook.msi /1

C:\pEp_ install.log

P=P



Cinemna tonight - Preview Unencrypted (HTML)

Options Format Text Review

' Tell me what you want to do

ko - -— i— - h"lr
[ Calibi =11 = A A = +i=~- A | g@. [ Attach File | v

0 T Check W Attach ltemn - I
t- —_— — —_—
aj.te BE I U abr _ E - — — | &= 3= MAddress s

Disable Attach
Book Mames L# Signature - v Protection My Ke
Clipboard Basic Text P MNames Include Tags M p=p S
To.. ris @pep.li;
CL..
send
Subject Cinema tonight
Hi Pris
11 U 14
Actually I arrive earlier than | thought, so we can have a coffee before the cinema. n S e C u re

Am really curious about the movie. 8-)

Later, Rachael G rey m Od e

El — Privacy Status

nsecure




contact - Preview Unencrypted (HTML)
Meszage

Insert

Options

Format Text Review w el me what you want to do
ﬁ e - — q — - .’ -
B Calibri(Boc+ |11 ~| A A | = -i=+| A4 | J@ U Attach File | v
P Add Check St I Disabl I
aste B T U 3. r = = = €= a= ress = Isable Attach
- 4 B = ~ Book Names # Signature - v Protection My Ke
Clipboard ra Basic Text P Mames Include Tags a pEp P
To... kowalski@pep. i
=1
L.
Send
Subject contact
Hi Leon

Here's my contact.

Later, Rachael

‘Secure”

Yellow mode

E — Privacy Status

Secure...

gy B NG T4BAM

506

6/29/2016



My book - Preview Unencrypted (HTML)

Privacy Status
D C Secure. ..
Paste i ) )
. L Explanaton Suggeston
Clioboard = This message is secure but yvou still need to venfy the Complete a handshake with your communication partner. ~
P . identity of your communication partner. A handshake 15 needed only once per partner and will
ensure secure and trusted communication. |
-
=1
( .
Send 7 Qutgoing message to:
Sub
deckard@pep.li Advanced .. i
Dear Rick Ask your partner: \what are your trustwords? Then compare to the correct answer shown below.
OUTDISTANCE CORRINA ETHIOPIA OUTDRAW FLEECER TEATIME KRAUSE CHEERS HEADBOARD
HAREBOR
Did you finc
The story is Confirm Trustwords Cancel Handshake Wrong Trustwords
Have a good
Handshak a firm a
dnasnake and Ccontir rustworas
Close s
E — Privacy Sta

Secure. .. p: p




My book - Preview Unencrypted (HTML)

Meszage Insert Options Format Text Review ¢ Tell me what you want to do
nlln - - -— 31— N ." -|.| e - > .
D Calibri(Boc = {11~ A A = =iz~ A -.--ﬂ-: Hfb _U Attach File I v
P Add Check o pttach ltem - I Disabl I
aste B T U 3. r = = = €= a= ress = L Isable Attach
- 4 B = ~ Book Names # Signature - v Protection My Ke
Clipboard ra Basic Text P Mames Include Tags a pEp P
To... deckard @pep.|i
(=1
L.
Send
Subject My book
Dear Rick

Did you find the book | told you about? ! S eC U re &Tru Sted N

The story is truly breathtaking.

Have a good evening,

Green mode

Rachael

E — Privacy Status

Secure & Trusted




Past
ase“_|

-

Clipboard ra

=1

Send

I T I O

Sub

Dear Rick

Did you finc
The story is

Have a good

Rachael

E — Privacy Sta

Privacy Status

My book - Preview Unencrypted (HTML)

Secure & Trusted

Explanaton

This message is secure and trusted.

Outgoing message to:

Suggeston
Mo action nesded!

‘ deckard@pepi

re-confirm

Stop Trusting

rustwords anytim

Close

Secure & Trusted




Privacy Status @

Secure...
Explanahon Suggeshon
This message is encrypted but you can upgrade the Complete a handshake with your communication partner.
privacy and authentication level with your communication A handshake 15 needed only once per partner and will
partner. ensure private and reliable communication.

Outgoing message to:

Bear .
bear@pep.|i | Stop Trusting |
David Holden

holden@pep.h | Advanced... ‘

Aslk your partner: \What are your trustwords? The only correct answer is shown below.

TRIPE DESALINIZE SIMIAN MENDER COLONY
ANNUM LEGENDARY HYMAN AGGREGATELY QUICKLIME

re-confirm Trustwords anytime

| Close |




My book - Preview Unencrypted (HTML)

Meszage Insert Options Format Text Review ¢ Tell me what you want to do
nlln - - -— 31— N ." -|.| e - > .
D Calibri(Boc = {11~ A A = =iz~ A -.--ﬂ-: Hfb _U Attach File I v
P Add Check o pttach ltem - I Disabl I
aste B T U 3. r = = = €= a= ress = L Isable Attach
- 4 B = ~ Book Names # Signature - v Protection My Ke
Clipboard ra Basic Text P Mames Include Tags a pEp P
To... deckard @pep.|i
(=1
L.
Send
Subject My book
Dear Rick

Did you find the book | told you about? O pt I O n D I Sa b | e

The story is truly breathtaking.

| protection
Have a good evening,

Rachael

E — Privacy Status

Secure & Trusted




E — Privacy Status

Meszage

Insert Options Format Text
ﬂ . . e - - — i—
D Calbr (Boe='11 -~ A A iz =iz - A
Paste B I U W-.-A- === &3
Clipboard ra Basic Text P
To.. sebastian@pep.|i
CL..
Send
Subject appointment
Hi I.F.

Can we shift the appointment to Saturday 2 pm?

Best, Rachael|

Lnsecure

Review

appointment - Preview Unencrypted (HTML)

¢ Tell me what you want to do

Address Check
Book Mames

Mames

> ~ @ _
W Attach ltem = I

[# Signature - b

| Attach File =

Disable Attach

Protection My Key
Include Tags a pEp

Protection

Disabled




appointment - Preview Unencrypted (HTML)

Format Text
ﬂ . e - - — i—
D Calbr (Boe='11 -~ A A iz =iz -
Paste BE I U ﬂ}',.&, = = = = 3=
Clipboard ra Basic Text P
To.. sebastian @pep.li
CL..
Send
Subject appointment
Hi J.F.

Can we shift the appointment to Saturday 2 pm?

Best, Rachael|

E — Privacy Status

Lnsecure

‘5[_4@

Address Check
Book MNames Qﬂlgnature*

Review w el me what you want to do

> - @ i
!

Disable Attach
v Protection My Key

| Attach File =

W Attach ltem =

Mames

Include Tags a pEp

Protection
Disabled
Key attached




Android & Outlook: p=pSync

Ihbox [r]"T_”.‘,-\'.,"I—“U;'\r‘r‘_l SeCunhy

Send / Receive Folder

- | p=p Device Group

You are about to add a gevice to your p=p device group. Co
following Trustwords

' P=p Device Group

o5t % |

Partner
test001 @pep—security.net

You are about to move a device to another
P=p device group. Confirm by successfully
verifying the following Trustwords. Short T

no Sull | Advanced

WINDOWSILL KELVIN |
AFFORESTED DEVOUR WINDOWSILL KELVIN AFFORY
DELECTABLE MADRAS g )
CUPRIC FREEMEN DONALD

TIMBUKTU

o
B

o  Confirm

Inbox




pretty Easy privacy:
#prettyeasyprivacy on Freenode
twitter@pEpfoundation
https://pEp.foundation/

https://pEp-project.org/
Speaker:

sva@pEpfoundation
sva@I|RC (various networks)
twitter@sva

Other sessions during RMLL:
Wed (taler), Thu (radar)


mailto:sva@pEp.foundation

ISN'T IT GREAT?
WE HAVE TO
PAY NOTHING
FOR THE BARN

YEAH!
AND EVEN
THE FOOD

IS FREE

FACEBOOK AND YOU

If you're not paying for it, you're not the customer. You're the product
being sold.




